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Get to know the organization

OCIO approach and priorities



0CI0 at a glance

IT Priorities
24/7/365 support Cyber
485 employees Resilience
1,657 contractors Cloud cvber

$696M ocio IT budget

In a typical week, teams thwart:

2M+ denial of service attempts
200k hostile scans and probes

700+ attempts to deploy malicious software
on our infrastructure and systems

IT Landscape
over 360K+ product components %
running on 6,508 servers 0

(90% virtual)

Resilience

AI I M l » Continuity of operations (COOP)
o o in the cloud
New efficiency * Production moved to Manassas, VA
* Routine automation - Completed
* 100% examiners trained on Patent » Forecast to shrink footprint by
Al Search approx 70% by 2026

» New public tools

Product Approach Cloud

AWS, GCP, and Azure
« Over 30 business products
4 product lines @
s Patents, Trademarks, Enterprise

Business & Enterprise Infrastructure

59% ofall agency components migrated
to the cloud

180"‘, business components in the cloud
multi-zone hosted with auto backups UNITED STATES

PATENT AND TRADEMARK OFFICE

1,286. active users
uspto
®



ABC’s and IT guiding principles

Do not build IT -
only build what
you cannot buy

Do not “Do Agile” TR E e UL
. you procure —
Be Agile A-B-C Know your risk
ACT NOW —
BE BOLD
CREATE RESULTS

Change the way

Mission first but you budget and
people always use funds
30-60-90




IT priorities

Cybersecurity, resilience, modernization

« Cybersecurity

- |dentity protection, 24/7 monitoring, and “DevSecOps”
 Resiliency for systems with guardrails, pipelines, and more
* Modernization includes

 Cloud fuels modernization, security and operational excellence

« Emerging technology/Al for operational efficiency aligning with
administration priorities



Cloud agenda

 Drives security, modernization
Multi-hybrid cloud on three platforms (O

Efficiencies drive down technical debt g J

Teams scale to meet business demands

Agile approach with secure and scalable
technology

* 56% of all product components in the cloud

r- Submit your questions to USPTOHour@uspto.gov
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Emerging technology and Al

* June 17 USPTO Hour recording
available

« DesignVision, an Al image
search tool, available for design
patent examiners in the Patents
End-to-End (PE2E) search suite

— Part of the effort to modernize
examination and reduce
application pendency




Cybersecurity and fraud



Cybersecurity

* Threats are escalating
* Proactive approach

- ldentity protection is foundational

* Account security
- Crucial for trust and protecting American IP and innovation

- Phishing-resistant multi-factor authentication (MFA) to
maximize protection

- Customers choose and configure new options



Okta Verify and MFA

« May 2025: customers switched from telephony options to more
secure methods when logging into USPTO.gov

— Enhanced account protection and more secure operations

— Email for MFA no longer an option November 1, 2025

« Comprehensive communications for awareness and adoption
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Add stronger protection to your USPTO.gov account
New multifactor authentication OptiOl"IS prOVide more secure We want to ensure your information is secure when you log in to your USPTO.gov account. If

you're now using a text message (SMS) or voice call to verify your identity when you log in, you

access to USPTO svstems must switch to a more secure multifactor method by April 30 to avoid any impact to your

service.,




Fraud and security efforts

« Stopping attackers through
enhancements to how we
protect our data and systems
— MFA efforts across all systems and

ID.me for Patent Center and the
Open Data Portal

— Combat trademark filing fraud

* Additional authorization for certain
filing forms



Al Request for Information

* Closed July 11
« Significant response
* Review underway

 Drives opportunities to enhance our Al capabilities for
patent examiners and trademark examining attorneys

Ul sAM.coV:



Open Data Portal

¢ Discover and eXtraCt data in | US PUO [ N
one place

</Open Data Portal>

* New PTAB bulk data coming soon

Your gateway to USPTO data.

« Data for the Al research frontier

- Kaggle, universities, and more

Hundreds of terabytes spanning two centuries of
scientific, technical, and commercial data



Submit your questions to
USPTOHour@uspto.gov
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