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Patent Fraud Detection and Mitigation Unit

The USPTO is creating a dedicated work group which will respond to known
threats, identify new schemes, and dynamically adapt agency techniques to
protect against fraud and misrepresentation in patents and patent applications.
The work group will:

Determine when fraud or misrepresentation has occurred and take appropriate action,
including sanctions under 37 CFR 11.18 and assessing penalties under 35 U.S.C. 41());

Serve as a centralized point of contact for Patents organizational units to report problematic
activity;

Make recommendations on adapting IT systems, USPTO Rules, and policies as necessary;

Coordinate with the Office of Inspector General for consideration of criminal prosecution
when appropriate; and

Organize and redouble the USPTO's commitment to protecting the integrity of the U.S.
patent system.



Overview - Threat Mitigation in the
Patent System

« Signatures

— Policy

— Administrative Sanctions Process
 Entity Status

— Fee deficiency notices

— UAIA
« Appendix: Recent OED decisions



Proper signatures are critical
to fraud prevention

Nearly every paper submitted in a patent application file must be
signed. 37 CFR 1.33(b).
The signature on papers submitted in patent application files:

— Indicates the assent of the applicant to the amendment of the file;

 Participation by third-parties in patent applications is limited by statute, and
therefore the assent of the applicant is necessary to amend or supplement
the file in most instances. See e.g., 35 USC 122(c).

— Identifies a party subject to the duty of candor and good faith, 37 CFR 1.56
— Identifies a party subject to the duty of reasonable inquiry, 37 CFR 11.18

— Is necessary, with respect to representation, to enforce the competence.
and good moral character requirements, 37 CFR 11.7



Proper signatures are critical
to fraud prevention

« The signature on papers submitted in patent application files:

— Is necessary, with respect to representation, to enforce USPTO Rules of
Professional Conduct, 37 CFR 11.101 - 11.804, including:

« Confidentiality, 37 CFR 11.106;

« Conflicts of Interests, 37 CFR 11.107, 11.108;

 Duties to former and prospective clients, 37 CFR 11.109 and 11.118;
* Truthfulness in statements to others, 37 CFR 11.402;

« Duty to cooperate with Office of Enrollment and Discipline, 37 CFR 11.801;
and

 Prohibition on conduct prejudicial to the administration of
justice, 37 CFR 11.804(d).



Proper signatures are critical
to fraud prevention

« A patent application file is of the utmost importance during patent enforcement.
Festo Corp. v. Shoketsu Kinzoku Kogyo Kabushiki Co., 535 U.S. 722, 726 (2002).

« The public is entitled to rely on the prosecution history to understand the
scope of a patent. Aylus Networks, Inc. v. Apple Inc., 856 F.3d 1353, 1359 (Fed. Cir.
2017).

* When the contents of an application file come into question, the person who
signed the papers in question can be called upon (e.g., deposed) to answer for
the contents of those papers.

« It follows that the signature on papers submitted to the USPTO, which identifies
the party responsible for the papers, is inextricable from the public’s rightful
ability to scrutinize the patent application file.



All signatures must be personally
entered by the named signatory

* Handwritten signatures must be “personally signed ...by that
person,” 37 CFR 1.4(d)(1)(i)

« S-signatures, “the person signing the correspondence must insert
his or her own S-signature,” 37 CFR 1.4(d)(2)(i)

» Graphic representations of handwritten or S-signatures are subject
to 1.4(d)(1) and (d)(2) respectively, 37 CFR 1.4(d)(3)

« Additional electronic signatures must be “personally entered by the
person named as the signer,” 37 CFR 1.4(d)(4)*

*note that the numbering of rule 1.4 changed on March 22, 2024



All signatures must be personally
entered by the named signatory

» Because the signatures accepted by the USPTO in correspondence in
patent applications consist of those described in 37 CFR 1.4, all
signatures must be personally entered by the named signatory.

« "[E]ach piece of correspondence filed in the Office by a practitioner
must bear a signature, personally signed or inserted by such
practitioner.” 37 CFR 11.18(a)

« The personally entered requirement is met by the signer directly
applying or typing his or her own signature. It does not permit a
first person to type in the signature of a second person, even if the
first person directs the second person to do so. See e.g.,, MPEP
502.02, subsection ().
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Falsified Signatures

« A signature which is entered by a person other than the named signatory is a falsified
signature

« Falsified signatures are a violation of 37 CFR 1.4(d) and 11.18(b)(2)(i)
* How does the USPTO become aware of falsified signatures?
— Repudiation — the named signatory denies the genuineness of the signature

» Example 1 - a practitioner repudiated their signature after being contacted in regards to
excessive micro entity certifications

— Self-reporting — practitioner or firm contacts the USPTO to seek guidance or
clarification of rules

« Example 2 —in response to an inquiry into unauthorized interview requests, a general
practice of allowing non-practitioners to enter a practitioner’s signature was revealed

— Other - following up on anomalies or inconsistencies that are detected in the normal
course of review may lead to obtaining information on the falsification of signatures

11



Certifications
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“The presentation to the Office (whether by signing, filing, submitting,
or later advocating) of any paper by a party, whether a practitioner or
non-practitioner, constitutes a certification under

§ 11.18(b) of this subchapter. Violations of § 11.18(b)(2) of this
subchapter by a party, whether a practitioner or non-practitioner, may
result in the imposition of sanctions under § 11.18(c) of this subchapter”
37 CFR 1.4(d)(5)(i)*

“The person inserting a signature ...certifies that the inserted signature
appearing in the document is his or her own signature.” 37 CFR
1.4(d)(5)(i)*

*note that the numbering of rule 1.4 changed on March 22, 2024



Retain evidence of authenticity

13

The Office may require evidence of authenticity of a signature. 37
CFR 1.4(h).

Since at least 1992, applicants have been apprised that evidence of
authenticity of a signature should be retained. 57 FR 36034 (August
12, 1992) (“If a question of authenticity arises, the Office may require
submission of the correspondence bearing the original signature.’);
69 FR 56481 (September 21, 2004) (“In addition, the Office may
require evidence of authenticity where the Office has reasonable
doubt as to the authenticity (veracity) of the signature.’)



Rule 11.18 - Certification of truthfulness,
duty of reasonable inquiry

» To the best of the party’s knowledge, information and belief, formed after an
inquiry reasonable under the circumstances, in part

(i) The paper is not being presented for any improper purpose, such as to
harass someone or to cause unnecessary delay or needless increase in
the cost of any proceeding before the Office.

(i) Legal contentions are warranted and nonfrivolous

« Violations of 37 CFR 11.18(b)(2)(i) through (iv) are subject to sanctions as
deemed appropriate by the USPTO Director, including

 Striking the offending paper;
« Terminating the proceedings in the office;

* Others as enumerated in Rule 11.18(c)

14



Administrative Sanctions Process
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The USPTO has sent Show Cause Orders (SCOs) in applications in which
there is reason to doubt the authenticity of a signature. This
administrative sanctions process is not limited to falsified signatures,
and can be used for any violation of 11.18(b)(2)(i)-(iv).

The SCOs explain the basis for doubt as to the authenticity of the
signature, and a preliminary determination that sanctions under 37 CFR
11.18(c) are warranted.

The SCOs provide the respective applicants with an opportunity to
respond.

All responses are fully considered. An applicant may present evidence
with their response, including evidence that signature(s) are genuine.



Administrative Sanctions Process

When appropriate in view of the response, a notice is issued to

indicate that the response is persuasive, and the application
proceeds to regular examination.

In instances in which it was determined that a falsified signature was
presented, sanctions under 37 CFR 11.18(c) have been imposed.

16



Administrative Sanctions Process
Example:

* In early October 2024, the USPTO issued a final order terminating proceedings in
approximately 3,100 patent applications for the fraudulent entry of the S-
signature of a registered practitioner by someone other than the practitioner.

« The practitioner was initially contacted regarding her signature being present on
a large number of facially deficient micro entity certification forms, which led to
the discovery that her signature was being used by another person.

* In cooperating with USPTO, the practitioner identified which signatures were
genuine.

« After affording notice and an opportunity to respond, proceedings with falsified
signatures were terminated as a sanction under Rule 11.18(c)

17



Entity status

« Patent applicants and owners may qualify for small or micro entity
status

« Micro Entity Status affords an 80% discount on many USPTO fees; Small
Entity Status affords a 60% discount

— As an example, as of April 2025, the combined amount for the basic
filing fee, search fee, and examination fee for a utility application is:

« $2,000 for non-discounted status
« $800 for small entities

« $400 for micro entities

18



Entity status - small
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Small entity — 60% discount on many USPTO fees

Small entity status is defined in Rule 1.27

Person as defined in Rule 1.27(a)(1)

* An individual who has not assigned and is under no obligation to assign, or who
has transferred rights only to other parties who qualify for small entity status

Small business concern as defined in Rule 1.27(a)(2)

 number of employees does not exceed 500 persons, and has not assigned or
conveyed any rights in the invention to any entity which would not qualify for
small entity status

Nonprofit as defined in Rule 1.27(a)(3)

* Includes a university or other institution of higher education located in any
country;

Federal Gov't Use License Exception as defined in Rule 1.27(a)(4)
See 37 CFR 1.27 for more details, including when applicants must evaluate it



Entity status - micro

*  Micro entity — 80% discount on many USPTO fees
*  Micro entity status is defined in Rule 1.29

— Must qualify for small entity status (without relying on the government use
exception under Rule 1.27(a)(4)), 37 CFR 1.29(a)(1)

— Limit of 5 applications — must certify that neither the applicant nor the inventor
nor a joint inventor has been named “on more than four previously filed patent
applications” (not including foreign applications, provisional applications, or
international applications), 37 CFR 1.29(a)(2).

* Gross income limit, 37 CFR 1.29(a)(3)
— US institutions of higher learning, 37 CFR 1.29(d)(2)
— See 37 CFR 1.29 for more details

20



Entity status
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Any attempt to fraudulently establish small entity status shall be
considered fraud on the Office. 37 CFR 1.27(h)

Any attempt to fraudulently establish micro entity status shall be
considered fraud on the Office. 37 CFR 1.29()).

Entity status certifications, like all documents filed in the Office, are
subject to 37 CFR 11.18. Practitioners have a duty of reasonable
inquiry, to ensure that a paper is not submitted for an improper
purpose and that factual assertions are warranted.



Entity status — Fee Deficiency Notices

* The current practice of the USPTO is to send fee
deficiency notices when there is prima facie evidence
that small or micro entity status is in error.

— Notices for small entity status can be based on the number of employees of
the applicant, 37 CFR 1.27(a)(2).

— Most notices for micro entity status are based on the 5 application limit
established in 37 CFR 1.29(3)(2).

— In some instances, a notice for micro entity status is based on other
provisions such as the gross income limit of 37 CFR 1.29(a)(3).

22



Entity status — Fee Deficiency Notices

« To date, Fee Deficiency Notices have been mailed in over 2,200 applications (not including
those previously discussed in the example of Administrative Sanctions).

» The notice provides an opportunity to respond by paying the fee deficiency, or by
providing an explanation and any necessary evidence sufficient to rebut the prima facie
evidence of an erroneous certification.

* Example -

— USPTO records indicate that Brad Birdwhistle of Baltimore, MD is listed as the sole inventor and
applicant on 8 applications claiming micro entity status.

— In applications 6-8, a Fee Deficiency Notice is mailed based on the 5 application limit of 37 CFR
1.29(@)(2)

— Subject to Rules 1.56 and 11.18, Brad may rebut the prima facie evidence by establishing that he is
only the inventor applicant on 5 or fewer applications. This may be true, for example, if the
remaining applications are attributable to a different person with the same name. Alternatively,
Brad may be able to rely on the prior employment exception of 37 CFR 1.29(b).

23



Unleashing American Innovators Act (UAIA)
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35 U.S.C. 41(j) and 123(f) signed into law on December 29, 2022
Good faith error exception signed into law on December 17, 2024

The UAIA requires the USPTO to assess a penalty of not less than
three times the amount that an entity failed to pay the USPTO
when the entity is found to have falsely made an assertion or
certification of small or micro entity status, unless due to a

good faith error.



Unleashing American Innovators Act (UAIA)

25

In addition to requiring payment of the fee deficiency, the USPTO
may also assess a penalty greater than three times the amount
an entity failed to appropriately pay the USPTO when an entity
has falsely made an assertion or certification of small or micro

entity status.

35 U.S.C. 41()) and 123(f) specifically state that the penalty is in
addition to other penalties available under law.

Applicants and practitioners should ensure their small entity
status assertions or micro entity status certifications are correct.



Major takeaways
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All signatures must be personally inserted by the named
signatory

Falsified signatures have been determined to be a violation of
37 CFR 11.18 and may lead to termination of proceedings and
other sanctions

Entity status assertions and certifications must be accurate or
may be assessed a penalty

Penalties provided for in the UAIA are not exclusive of
sanctions under 37 CFR 11.18(c)



Questions?



APPENDIX: OED decisions

* Inre Yang (Final Order D2024-04)

28

Practitioner was approached about the prospect of working at a firm/entity;

Practitioner was added to 12 customer numbers associated with the firm/entity,
and the firm/entity owner gained access to the practitioner’s USPTO.gov account;

According to practitioner, “the promise of substantial patent prosecution
experience never materialized;”

The practitioner’s signature was used on USPTO filings, including numerous false
micro entity certifications;

The firm/entity owner estimated that 4,000 documents were submitted in patent
applications in which the signature of the practitioner was signed by someone
other than the practitioner;



APPENDIX: OED decisions

* Inre Yang (Final Order D2024-04), continued

— The practitioner cooperated with the OED, including identifying which signatures
were genuine;

— Joint Legal Conclusions — the conduct of the practitioner was a violation of 37 CFR
11.804(d) (conduct prejudicial to the administration of justice) by engaging in acts
and omissions that allowed another person to sign her signature to patent filings
submitted to the USPTO without her consent and without the documents having
been reviewed by her.

29



APPENDIX: OED decisions

* In re Kanakia (Final Order D2023-25)

30

Practitioner was responsible for filing a Certification of Micro Entity Status in 55
applications in which a Notice of Payment Deficiency was received. Of these 55
application, practitioner signed the certification in 37 applications.

On 13 occasions, practitioner authorized payment of an issue fee at a reduced
micro entity amount for applicants that no longer qualified for micro entity status.

Since the receipt of Notices, practitioner represented that he and his team had
implemented new policies and procedures to ensure that entity status is
reasonably and appropriately corroborated before presenting certifications

to the USPTO.

Joint Legal Conclusions — the conduct violated USPTO Rules of Professional
Conduct, including 37 CFR 11.103 (diligence) and 11.804(d) (conduct prejudicial to
the administration of justice).



APPENDIX: OED decisions

* Inre Wu (Final Order D2023-24)

— Practitioner filed 9 micro entity certifications in 9 applications on behalf of a
single applicant on a single day;

— In responding to the OED, practitioner stated “In each case, the applicant
advised that he had not filed more than 4 prior applications.”

— Joint Legal Conclusions — the conduct violated USPTO Rules of Professional
Conduct, including 37 CFR 11.103 (diligence) and 11.804(d) (conduct
prejudicial to the administration of justice).

31



APPENDIX: OED decisions

Final Orders of the Office of Enrollment and
Discipline are available at:

https://foiadocuments.uspto.gov/oed/
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