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Current Environment Lacks Standardization 
for Efficient Notice Sending/Processing

• Various providers insist on specific methods 
unique to their service for receipt and prompt (or 
any) action concerning infringement/DMCA 
notices 

• Have different forms/requirements for different 
services operated by the same company

• Forms/process may be changed by provider 
without notice to repeat notice senders



Problem in Context

RIAA noticed:
– Over 5,400,000 infringements in the aggregate in the 

first 4 months of 2014 to over 250 service providers
– Due to resource constraints, we can monitor only tens 

of thousands of works, not the millions owned or 
distributed by our members

– To give you a flavor of the nature of the problem, 
consider:

• Last year, RIAA noticed over 760,000 infringements to 
4shared (and to Google about 4shared)

– 686 were for the same track, “The Show” by Lenka
– 654 were for the same track, “Danz Kuduro” by Don Omar



Hosting Providers

Range from insistence on submission via webform 
only (i.e., won’t accept email submission) to 
provisions for accepting bulk submissions to use of 
API tools for taking down infringing content



Twitter’s Infringement Submission Form

To our knowledge, 
Twitter requires 
completion of this 
webform to submit 
notices, and frequent 
changes to this 
webpage make it 
difficult to 
automate/efficiently 
submit bulk notices to 
Twitter.



Compare with Google’s Web Form 
for Blogger Bulk Notices

Asks for data 
in XML format

Not quite statutory  
DMCA standard 
language

Google also offers 
its standard blogger 
notice web form but 
individual form 
includes language 
that may unduly 
discourage users 
from submitting 
notices (see search 
screen shot later in 
presentation for 
example).



Or Google’s YouTube Content Verification Tool

With YouTube, 
Google provides a 
content verification 
tool to expedite 
takedown 
submissions.

It also has the 
Content ID system 
for qualified 
applicants.

YouTube also offers 
a web form for 
submitting notices, 
and has a policy for 
accepting notices 
via email, mail and 
fax.



Or with MediaFire

We believe MediaFire 
provides email or web 
submission or an API tool 
to permit content owners 
to immediately takedown 
infringing content and 
uses other tools to limit 
dissemination of 
infringing works.



Search Engines/Indexing Sites

• Require different information in different formats

• Place limits on numbers/format of bulk notices to 
be submitted



Google Offers at Least 2 Methods to Provide Search 
Notices (Individual/Limited and  Bulk Notices)

But web form may discourage submission of notices, 
and appears to require the submitter to have a 
Google account to access the form.



Contrast to Google’s “Trusted Rights Holder” Method/ Information 
Requested to Submit Notices Concerning Search (txt Document)

Requires title 
and URL.

Has technical 
limits on 
format.



And Microsoft Requires Completely Separate Format for Submission 
of Bulk Notices/Prompt Processing by Bing (Excel Spreadsheet)

Requires different fields of data.



App Distributors

Similarly require different information/format 
for submitting notices



Google: App Submission Form, 
Also Accepts Email Bulk Notices

Web form doesn’t 
require screen captures 
but these are often 
requested with bulk 
form submissions.

Web form also includes 
language that may deter 
notice submission.



Apple: App Submission Form

Image to be added

Rather than “take 
down,” often Apple 
refers issue to app 
developer for 
resolution.



Microsoft: App Submission Form

Includes language that 
may deter notice 
submission.  No alternate 
form for bulk submission.



Other Methods

• A standard has emerged among ISPs/University 
networks for accepting p2p notices.

• RIAA has used this standard, known as the 
Automated Copyright Notice System (ACNS – info 
available at http://www.acns.net), to send p2p 
notices to universities and commercial ISPs since 
the mid-2000s.

http://www.acns.net/


Possible Solutions for Discussion

• Two-pronged approach for notice submission/ 
ingestion
– Web form (and email?) notices for manual entry 

that use the same format across multiple service 
providers + 

– Simplified ACNS like xml format for bulk notices?
• Adoption of another bulk process used by a 

service provider?
• Other?
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