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1 Introduction
This plan supports the establishment of server and storage standard configurations for USPTO’s data center.  The standard configurations will be designed to integrate with future procurement vehicles to carry OCIO standards into the acquisition phase.
The purpose of this document is to define simple authoritative procedures that will outline the creation, validation, approval and provisioning processes for standard server and storage configurations.  The goal is to ensure these processes will be easy to follow, enforce, and communicate among USPTO.  Vital to the success of the data center is the management of its infrastructure components that support USPTO’s mission critical systems.  The document is divided into the following primary sections:

· Value Statement – Explanation of the reason for standard configurations including improved efficiency and effectiveness of the data center environment and the reduction of complexity and costs associated with multiple configurations. 
· Roles and Responsibilities – A listing of the key stakeholders governing the data center in relation to the identified procedures.

· Procedures –Defined for making modifications to the list of server and storage standard configuration components.
· Communication, Education and Marketing – A discussion surrounding best practices to communicating value to end users.
· Appendix – OCIO Policy on Server and Storage Standard Provisioning
As the technology improves and ultimately changes, so too should this document.
2 Value Statement

The future state of the USPTO Information Technology (IT) Infrastructure is a virtual and distributed environment that utilizes existing resources integrated with innovative solutions to more easily develop, deploy, and manage its business-critical applications and overall IT infrastructure. In order to ensure time and resource investments are maximized USPTO needs to establish and adhere to sound standardization practices for their server and storage configurations.  The standardization of server hardware (HW) and server operating systems (OS) platforms in conjunction with robust virtualization infrastructure will provide the capability to respond quickly to customer demands, business needs and changing economic conditions. It also allows the USPTO OCIO to deliver quality service at a reduced cost, while remaining agile to the changes in technology and business need.

Finally, virtualization and standardization supports the transition to a higher service quality environment with enhanced availability, reliability and reduced unscheduled downtime. They also provide a baseline for Disaster Recovery for agency systems, as well as a foundation for agency COOP (continuity of operations) requirements.

.
3 Roles and Responsibilities

The following are the primary roles associated with the development and management of the server and storage standard configuration list and are responsible for ensuring the vision for standardization is carried out.  These roles are based on functional area and line of business.  The names linked to roles illustrated below are based on the OCIO organizational hierarchy, dated October 1, 2009.  This section should remain dynamic and reflect personnel and organizational changes over time.
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3.1 executive management (CIO, CTO) 
The CTO will have executive control to approve or disapprove broad and significant changes such as changing vendors or changing infrastructure strategies.  Final technology standards decisions will be reviewed and approved by the EAGB and by the CIO prior to promotions as a standard.  However, minor or non-architectural (standard definition) changes can be made exclusively by the SSSCB.


	Responsibilities
	Expectations

	Aligns quarterly Standard Server and Storage Configuration Board (SSSCB) report with strategic vision, involves EAGB if required
	Ensure the configurations align with the strategic goals and architecture of the organization

	Work with the SSSCB to ensure organizational alignment
	Ensure infrastructure projects and strategies align with standards

	Review and approve standards, procedures, and requests for change
	Discuss procedures related to the management of the approved list of standard server and storage configurations as well as to determine roles and positions

	Champion the use of the approved list of standard server and storage configurations and the provisioning procedure within the organization
	Ensures use of the approved list and provisioning procedures by SDLs, management teams, infrastructure teams, etc.


3.2 Standard Server and Storage Configuration Board (SSSCB)
The Standard Server and Storage Configuration Board members are stakeholders within USPTO and representatives from each of the operational teams.  They should have a clear understanding of the server and storage environment as a whole and represent its diversity.  Additionally, Board members should be able to envision future possibilities for managing and maintaining the environment.  This board defines and manages all server and storage configuration standards and approved list of standard server and storage configuration items.  In order to ensure the approved list is updated in a timely manner and that virtual meetings are consistently held, the SSSCB will have designate a change facilitator from one of the representative teams.
	Responsibilities
	Expectations

	Define server and storage standards consistent with agency architecture
	Work with the each of the configuration board teams to ensure standards are consistent across the agency

	Ensures alignment with EAGB
	Communicates changes and modifications with the EAGB

	Meet formally at least twice a year to ensure alignment
	Ensure server and storage components align with organizational strategy and direction

	Report changes quarterly to the CTO
	Create quarterly report for CTO detailing any changes to the standard list of configurations

	Ensure changes requested don’t create problems with interdependent configurations
	Use SharePoint or other online collaboration tool to review and approve changes to the standards list

	Meet virtually once a month to respond to all requests from stakeholders
	Review requests for creating, editing, or deleting components in the standard configuration list. Enforce policies and procedures for executing such actions

	Maintain a dynamic approved list and address unused components as well as maintenance with technical components
	Perform reviews of recent hardware configuration and indentify unused components to be submitted for removal

	SSSCB Change Facilitator

	Manage the approved list of standard server and storage configurations
	Update approved list based on decisions from the SSSCB or EAGB in a timely manner

	Manage SSSCB meetings
	Ensure both monthly virtual meetings and formal meetings are scheduled consistently and follow up on action items appropriately 

	Point of contact for Procurement
	Communicate changes to the approved list with procurement and ensure purchase agreements are updated accordingly


3.3 Server Technical team 
The Server Technical Team will include roles from the server management team within IEO and be primarily responsible for making decisions on model, configuration, CPU, RAM, etc.  They will also have one designee present within the SSSCB.
	Responsibilities
	Expectations

	Make changes to the approved list of server configurations.  Recommend standards changes as required
	Approval to make decisions for server configurations (CPU, RAM, disk, I/O cards and related components)

	Ensure representative is accessible for the SSSCB
	Ensure team members are easily accessible via SharePoint, email or phone to discuss changes to server standards

	Ensure Server Configurations are standardized 
	Work with service requestors to discuss technology needed and provide estimates

	Determines what server resources are needed for project requests
	Work with project and task managers to ensure the server resources meet their requirements

	Ensures alignment with EAGB
	Communicates changes and modifications with the EAGB


3.4 Storage Technical team 
The Storage Technical Team will include roles from the server management team within IEO and be primarily responsible for making decisions on model, configuration, SANS, NAS, etc.  They will also have one designee present within the SSSCB.
	Responsibilities
	Expectations

	Make changes to the “approved list” of storage configurations, and recommend standards changes as required
	Approval to make decisions for storage components (SANS, NAS, switches, etc.)

	Ensure representative is accessible for the Standards Configuration Board
	Ensure team members are easily accessible via SharePoint, email or phone to discuss changes to storage standards

	Ensure Storage Configurations are standardized
	Work with service requestors to discuss technology needed and provide estimates

	Determines what storage resources are needed for project requests
	Work with project and task managers to ensure the storage resources meet their requirements

	Ensures alignment with EAGB
	Communicates changes and modifications with the EAGB


3.5 Facilities Management team 
The Facilities Management Team has the following responsibilities.
	Responsibilities
	Expectations

	Recommend changes to standards list as required
	Suggest modifications to approved list components (racks, physicals, etc.)

	Ensure representative is accessible for the Standards Configuration Board, and recommend standards changes as required
	Ensure team members are easily accessible via SharePoint, email or phone to discuss modifications with respect to facilities

	Ensure facilities are aligned with configurations
	Work with SSSCB teams to ensure facilities are aligned with the server and storage approved list components, including all cabling.


3.6 Computer Operations team 
The Computer Operations Team has the following responsibilities.
	Responsibilities
	Expectations

	Ensure representative is accessible for the Standards Configuration Board, and recommend standards changes as required
	Ensure team members are easily accessible via SharePoint, email or phone to discuss configuration modifications

	Review standard server and storage requests for clarity and correctness
	Work with the Technical Team to ensure all configurations are correct and ready for purchase

	Ensure completion of necessary supporting documentation
	Ensure Section 508, Brand Name Justification, Sole Source Justification, etc. documentation is completed and vetted

	Enter  requisitions into Momentum
	Point of contact for all requests as requisition process is executed


3.7 Critical Infrastructure Software Team
The Critical Infrastructure Software Team has the following responsibilities.
	Responsibilities
	Expectations

	Ensure representative is accessible for the Standards Configuration Board, recommend standards changes as required
	Ensure team members are easily accessible via SharePoint, email or phone to discuss modifications with respect to software

	Ensure software strategies align with the standard server and storage configurations
	Work with the standards committee and technical representatives to ensure software strategy is aligned


3.8 Aquisitions Team
The Acquisitions Team has the following responsibilities.
	Responsibilities
	Expectations

	Ensure representative is accessible for the Standards Configuration Board, recommend standards changes as required
	Ensure acquisition specific processes are understood and communicated among the Standards Configuration Board

	Provide oversight during requisition process
	Ensure acquisition processes are understood and communicated


4  Procedures

Every procedure inherently has “bottle necks” that threaten to delay upgrades or purchases.  These procedures should be rigorous to ensure the sustainability of an environment based on standards, but flexible enough to allow necessary changes in an agile manner as technologies change frequently.    
4.1 Change / Configuration Management Process for Server and Storage Standard Configuration Approved List
4.1.1 Making modifications to the Approved List of Standard Server and Storage Configurations
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The figure below illustrates the process for making modifications to the approved list of standard server and storage configurations assuming there is a blanket purchase agreement controlled by the Office of Procurement.  In the case there is no blanket purchase agreement with Procurement, the Computer Operations team will be responsible for making changes and updating Procurement for purchasing as necessary.

4.1.2 Approved List Change Management Procedures
	1. 
	If a request is made to make a modification to the approved list, the SSSCB is notified and has 30 days to approve or disapprove the change.  

	2. 
	Approved list items must be monitored to ensure alignment with USPTO plans and tasks.  Board members will assess the standard configurations quarterly.

	3. 
	If a request is made for a change in vendor, infrastructure strategy, or organizational approach, the CTO only has authority to approve.

	4. 
	If a request is made that impacts one or more teams represented by the SSSCB only the SSSCB has authority to approve.

	5. 
	If a request is made to modify a specific component that does not affect more than one of the technical teams, the SSSCB has authority to pass the request to that technical team for a final decision.

	6. 
	All initial requests come to the SSSCB prior to approval or re-routing.

	
	


4.2 Provisioning Execution PRocess

4.2.1 Process for executing the server and storage provisioning process

4.2.2 Provisioning Procedures
	1. 
	The provisioning process for projects governed by the SDLC will not begin until the project has received approval to move out of Definition Phase.

	2. 
	The Computer Operations Team has authority to stop the provisioning process if the request hasn’t gone through the Concept and Definition phase.

	3. 
	All processes and procedure changes need to be reported to the EAGB for alignment.


5 Communications, Education and Marketing

As the data center continues to evolve, communications and outreach to more constituents will be imperative for long-term success.  It will be important for the Server and Storage Configuration Board, as well as all other data center roles to guarantee consistent communications are released that:

· Explain the actions of the Server and Storage Configuration Board and associated roles.
· Present the value of the data center standardization in a meaningful and concise manner.

As a first step, the final copy of the approved list should be made publicly available to all current and future constituents.  

5.1 Marketing Plan

The success of a standardized data center is based on the buy-in and approval by stakeholders.  Upon approval, the management team will identify areas of communication and marketing to ensure effective adoption of the processes & procedures in this document.

 Possible communication techniques include the following:
· Presentation at an OCIO all hands meeting.

· Brown Bag presentations with the involved OCIO divisions.
· Articles in the OCIO website, blog, newsletter, etc.

Appendix A Approved List of Standard Configuration Items
Link on SharePoint to the Standard Server and Storage Configuration Approved List

(to be added)
Appendix B OCIO Server and Storage Provisioning Policy

Server and Storage Provisioning

ocio-5xxx-10
Effective Date:

Revised Date:

Purpose of Revision:

Version:
Review Date:

TABLE OF CONTENTS

Section

I. Purpose 

II.
Scope 

III.
Policy 

IV.
Responsibilities 

V.
Effect on Other Policies 

I. Purpose 

The purpose of this policy is to standardize the provisioning of server & storage hardware based on the process defined in the Server and Storage Standard Configuration Governance Plan document.
II. Scope

This policy applies to all server and storage hardware provisioned in OCIO data centers.  This policy affects all OCIO staff supporting USPTO’s IT infrastructure.
III. Policy

All data center server & storage hardware will be provisioned based on the process defined in the Server and Storage Standard Configuration Governance Plan document.
IV. Responsibilities

The Office of Infrastructure Engineering and Operations (IEO) has the following responsibilities:

· Ensure that all data center server & storage hardware is provisioned in accordance with this policy.

· Conduct an annual review of this policy and make any necessary revisions.

The Office of Infrastructure Engineering and Operations (IEO), Technical Services Division (TSD) has the following responsibilities:

· Conduct an annual review of the Storage Standard Configuration Governance Plan document and make any necessary revisions.

V. Effect on Other Policies

This policy has no direct impact on any other OCIO policies.
ISSUED BY:

________________________________
John B. Owens II
Chief Information Officer 

United States Patent and Trademark Office

OFFICE OF PRIMARY INTEREST:  Office of Infrastructure Engineering and Operations
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