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USPTO Systems Development Life Cycle
Version 3.0
Solution Architecture Document (SAD)

9/30/2008
	Template Description

This document provides a template and guidance for development of an Architecture, Engineering & Technical Services Group (AETSG) Solution Architecture Document (SAD).  As part of the U.S. Patent and Trademark Office (USPTO) Office of the Chief Information Officer (OCIO), the AETSG organization is responsible for architecture and design artifacts as defined by the USPTO Systems Development Life Cycle (SDLC). AETSG has developed this template to provide architectural structure and guidance for AETSG architects and designers developing solution architecture specifications in conformance with the USPTO SDLC.

As noted in the references section this template has been developed based on the:

· USPTO Solution Architecture Template v0.1 10/2/2006,

· PFW Solution Architecture Guidelines and Standards v1.1 9/17/2007, and the

· PFW Reference Architecture v1.2 12/27/2007.

Also, the template takes into account lessons learned using the USPTO Solution Architecture Template and PFW Reference Architecture during development of the PFW Phase 2 Solution Architecture. The template also leverages and aligns with the IBM Rational Unified Process (RUP) SAD template as provided by the USPTO standard IBM Rational toolset.
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	Inline Guidance
The Record of Architectural Changes table provides a record of changes made to the SAD. 

The SAD is updated as required by the SDLC process during the SAD’s development and changes made to the SAD to meet SDLC SAD milestones are noted in the Record of Architectural Changes table.  

As the solution is designed, developed and deployed the SAD is updated by any architecturally significant changes made to solution architecture and changes noted in the Record of Architectural Changes table.  Later as the solution is maintained and enhanced the SAD is updated as required by architecturally significant changes to the architecture.

Note the Record of Architectural Changes table should map to the transition plan section of the SAD to indicate how the architecture has been developed and evolved.

Note to Author

This template is provided with inline guidance. Text enclosed in shaded box is included to provide guidance to the author and should be deleted before publishing the document


Related Artifacts

The following related artifacts were used to prepare the Solution Architecture Document (SAD):
	Artifact Name
	Date
	Version
	Location

	Solution Requirements (RequisitePro repository)
	
	
	

	Architectural Input Checklists and Questionnaires
	
	
	

	USPTO Enterprise Architecture Model (Metis)
	
	
	

	USPTO Enterprise Data Model (Rational Data Architect)
	
	
	

	Application Architecture Model (Rational Software Architect)
	
	
	

	Business Process Models (Documentum Process Analyzer)
	
	
	

	Common Service Specifications
	
	
	

	Infrastructure Architecture Diagrams and Specifications
	
	
	

	Technical Reference Model (TRM)
	
	
	

	System Interfaces (Rochade IT Roadmap)
	
	
	

	USPTO Software Product Inventory (Rochade IT Roadmap)
	
	
	

	Information Management Model (IMM) see Security Architecture guidance
	
	
	

	Information Protection Policy (IPP) see Security Architecture guidance
	
	
	


Table 1: Related Artifacts

	Inline Guidance
The Related Artifacts section and table identifies all artifacts used to prepare the SAD. All artifacts and models listed in the related artifacts table must be identified with the following attributes to support solution architecture configuration management: 

Date MM/DD/YYYY

Version (name or number)

Specify the repository location where the related artifact can be found.
The related artifacts table will only refer to tools and models used to prepare the solution architecture, for instance a solution may not require a business process model and may leave the business process model reference blank in the related artifacts table.

Note diagrams and specifications should be placed directly into the SAD as architecturally appropriate; avoid referring to artifacts such as diagrams and specifications as links to external architectural tool and model artifacts without also including a representation of the architectural diagram or specification placed directly into the SAD.

These artifacts should include the solution requirements prepared by the business as input for SAD as indicated by the USPTO SDLC Definition Phase: Requirements Specification or (Detailed Use Cases and Supplemental Specifications)

In addition to the solution requirements prepared by the business, AETSG will collect architectural attributes by means of defined architectural checklists and questionnaires which can be found in the SDLC repository.  These checklists include checklists and questionnaires required to by AETSG divisions to develop the architectures required by the solution including the application, data, and security architectures.

Note to Author

This template is provided with inline guidance. Text enclosed in shaded box is included to provide guidance to the author and should be deleted before publishing the document




	Inline Guidance
Refer to architectural tools and models used by AETSG to develop architecture artifacts:

· USPTO Enterprise Architecture (Metis)

· Data Architecture (Rational Data Architect)

· Application Architecture (Rational Software Architect)

· Requirements (RequisitePro)

· Business Process Models (Documentum Process Analyzer)

· Common Service Specifications

· System Interfaces (Rochade IT Roadmap)

· USPTO Software Product Inventory (Rochade IT Roadmap)

The Rochade IT Roadmap home page is located at: http://w-rochade-10/EAR/index.jsp

Note the Information Management Model (IMM) and Information Protection Policy (IPP) used to define the solution’s security architecture requirements, see the security architecture section guidance.

Include references to all related Infrastructure Architecture Diagrams and Specifications, including hardware, network, and middleware diagrams and specifications.  Note architecturally significant infrastructure diagrams and specifications should be placed directly into the SAD.

Specify the version of the USPTO Technical Reference Model (TRM) used during the development of the solution architecture.

Note to Author

This template is provided with inline guidance. Text enclosed in shaded box is included to provide guidance to the author and should be deleted before publishing the document
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Solution Overview
1.1 Business Description

	Inline Guidance
The Business Description section summarizes business objectives provided by the solution’s business requirements.  For large business application solutions the SAD business description should reference the business requirements developed by the business area stakeholder.  For projects that do not require business stakeholder business requirements to be developed, such as an OCIO project to develop improved software delivery tools, the SAD business description should reference the business goals and objectives specified in the project’s Project Analysis Document (PAD).

For projects that have developed business process models as input for the solution architecture, this section should introduce and describe the major, significant and central business processes specified by the business process models referenced in the solution architecture’s Related Artifacts table.

Note to Author

This template is provided with inline guidance. Text enclosed in shaded box is included to provide guidance to the author and should be deleted before publishing the document


1.2 Solution Architecture Overview

	Inline Guidance
The Solution Architecture Overview section provides one or more solution overview architectural diagrams and supporting description of the major components of the solution and the relationships between the major solution components.  

The solution architecture overview should be tailored to include, where applicable, input and output data flows, major processes, functions and system tasks.

Note to Author

This template is provided with inline guidance. Text enclosed in shaded box is included to provide guidance to the author and should be deleted before publishing the document


[image: image2.emf]
Figure 1: Example Solution Architecture Overview Diagram (PFW)
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Figure 2: Example Solution Architecture Overview Diagram (ePostal)

	Inline Guidance
The Solution Architecture Overview section should have one or more diagrams depicting an overview of the target solution architecture with supporting narrative text.  Replace the example Figure 1: Solution Architecture Overview Diagram with one or more diagrams depicting overview of target solution architecture.

The Solution Architecture Overview Diagram should depict major components of the solution and their relationships to each other and input and output data flows, major processes, functions and system tasks.  Identify major USPTO COTS, infrastructure, and platform technology components.

Note to Author

This template is provided with inline guidance. Text enclosed in shaded box is included to provide guidance to the author and should be deleted before publishing the document


1.3 Interfaces
	Inline Guidance
The Interfaces section identifies all high level interfaces between the solution and other target systems.  Systems interfaces information is maintained by AETSG using the Rochade IT Roadmap tool. Populate this section with interfaces report generated by the Rochade IT Roadmap.  The report indicates for each system interface: 

· The name of the target system interfaced with the solution, 
· The type of interface: either upstream (Solution PROVIDES data TO Target System) or downstream (Solution RECEIVES data FROM Target System), and 

· If an interface outage will ‘break’ the system: the absence of data to or from the Solution will result in degradation of performance or functionality of Target System.

Note the architect should review and assess the interfaces data in the Rochade IT Roadmap tool, and coordinate, with system and interface owners, any required updates to make the interface data and generated report data presented in this section current and accurate.

Note to Author

This template is provided with inline guidance. Text enclosed in shaded box is included to provide guidance to the author and should be deleted before publishing the document


Illustrative table to be replaced by IT Roadmap generated report]

	Target System
	Interface Type
	Break

	
	Upstream and/or Downstream
	Yes or No

	
	
	


Table 2:  Solution Interfaces
1.4 Future Architecture

	Inline Guidance
The Future Architecture section is an optional section that is included if necessary to capture future architectural solution guidance. The future architectural guidance may include identification and description of the application of potential new solution architecture components, such as a rules engine, or media server to address new solution architecture requirements. The solution’s transition plan should include some reference to the Future Architecture where applicable.

Note to Author

This template is provided with inline guidance. Text enclosed in shaded box is included to provide guidance to the author and should be deleted before publishing the document


1.5 Transition Planning

	Inline Guidance
The Transition Planning section provides a description of high-level transition plans to migrate from the current system architecture to the solution architecture by means of a defined transition plan. 

This section should be considered optional depending on the scope of transition planning required.  If information is applicable or available, describe scope of major releases for a phased transition plan.

The solution architecture should focus on the current phase of the transition plan with detailed architectural guidance and describe future phases at a level sufficient to enable consideration of future requirements during development of the current phase.

Note to Author

This template is provided with inline guidance. Text enclosed in shaded box is included to provide guidance to the author and should be deleted before publishing the document


1.5.1 Current Business Process Description

	Inline Guidance
Current Business Process Description: Identifies and describes the current business process to be migrated.

Note to Author

This template is provided with inline guidance. Text enclosed in shaded box is included to provide guidance to the author and should be deleted before publishing the document


1.5.2 Current System Architecture

	Inline Guidance
Current System Architecture: Identifies and describes the current system architecture.

Note to Author

This template is provided with inline guidance. Text enclosed in shaded box is included to provide guidance to the author and should be deleted before publishing the document


1.5.3 Transition Plan

	Inline Guidance
Transition Plan: Presents a high level plan to transition current business processes and architecture to the solution architecture.  Describe and define scope of major phases for a phased implementation and transition plan.  The transition plan should specify how current business processes will be migrated to the solution’s business processes and architecture. 

Note to Author

This template is provided with inline guidance. Text enclosed in shaded box is included to provide guidance to the author and should be deleted before publishing the document


2 Architecture Goals and Constraints

The Architecture Goals and Constraints section provides a description of goals and constraints of the solution architecture.  The following subsections each provide specific architecture goals and constraints.

2.1 USPTO Enterprise Architecture (UEA) 

	Inline Guidance
USPTO Enterprise Architecture (UEA): This section provides the enterprise architecture context for the solution architecture.  Describe, as applicable, the relationship of solution architecture to the USPTO Enterprise Architecture (UEA), and how the solution architecture supports the goals and constraints of the UEA.
The UEA includes the USPTO strategic goals and objectives and business, service, and technology architectures and the integration of those architectures. Each layer of the UEA includes performance, data, and security/privacy dimensions.   The UEA includes segment architectures, which provide the business area perspective of the enterprise architecture. The mapping of relevant enterprise and business area strategic goals and objectives, to the business processes, services, technologies, data, security, and performance measures affected by the solution are represented in UEA model views and information.  
Reference applicable UEA models as provided by the OCIO Federal Enterprise Architecture Division.  FEAD UEA models will include AS-IS and TO-BE architectures represented in system maps produced from the UEA repository.  Information will include relevant business processes, data exchange packages and AIS interfaces, security attributes, supporting technology (HW and SW), and services. 

Note to Author

This template is provided with inline guidance. Text enclosed in shaded box is included to provide guidance to the author and should be deleted before publishing the document


2.2 Architectural Assumptions and Decisions

	Inline Guidance
Architectural Assumptions and Decisions: List and describe impact of any significant and central architectural assumptions and decisions.  Where applicable, provide history of decisions and identify how and when decision was made in context of AETSG architectural governance.  For instance: describe architectural constraint on solution design due to capability of a required USPTO software tool.
Note to Author

This template is provided with inline guidance. Text enclosed in shaded box is included to provide guidance to the author and should be deleted before publishing the document


2.3 Solution Architecture Attributes
	Inline Guidance
Solution Architecture Attributes: This section identifies solution architecture attributes required to meet solution requirements.  Do not duplicate statements of requirements already cited in the solution requirements. In particular, for sections 2.3.5 – 2.3.12, if the specified attributes for the system have been fully spelled out in the non-functional requirements, then these sections may be omitted. In addition to review of the solution requirements, review the solution’s architectural checklists and questionnaires to identify solution architecture attributes and develop this section of the SAD.
Note to Author

This template is provided with inline guidance. Text enclosed in shaded box is included to provide guidance to the author and should be deleted before publishing the document


2.3.1 Technology
	Inline Guidance
Technology: Identify all software and hardware technologies that are to be used in the solution. Highlight any proposed technology choices that are not in compliance with the target USPTO Enterprise Architecture (UEA).  Refer to the hardware and software product inventory maintained by AETSG using the Rochade IT Roadmap tool.  If the roadmap does not contain current information for the AIS, please update the roadmap accordingly and populate the table in this section with the technology category, product, version, and status values from the roadmap.
Do not duplicate statements of requirements already cited in the solution requirements. In particular, if the specified attributes for the system have been fully spelled out in the non-functional requirements, then this section may be omitted.
Note to Author

This template is provided with inline guidance. Text enclosed in shaded box is included to provide guidance to the author and should be deleted before publishing the document


[Illustrative table to be replaced by IT Roadmap generated report]

	Category
	Vendor
	Product
	Version
	Status

	
	
	
	
	

	
	
	
	
	


Table 3:  Solution Technology
2.3.2 Patterns
	Inline Guidance
Patterns: Describe any architectural patterns that apply to the solution architecture. For example, the Model-View-Controller pattern.
Do not duplicate statements of requirements already cited in the solution requirements. In particular, if the specified attributes for the system have been fully spelled out in the non-functional requirements, then this section may be omitted.
Note to Author

This template is provided with inline guidance. Text enclosed in shaded box is included to provide guidance to the author and should be deleted before publishing the document


2.3.3 Common Services

	Inline Guidance
Common Services: Specify any existing common services to be used by the solution architecture and any new common services that will be developed for the solution. 
Do not duplicate statements of requirements already cited in the solution requirements. In particular, if the specified attributes for the system have been fully spelled out in the non-functional requirements, then this section may be omitted.
Note to Author

This template is provided with inline guidance. Text enclosed in shaded box is included to provide guidance to the author and should be deleted before publishing the document


2.3.4 Common Components

	Inline Guidance
Common Components: Specify any reusable USPTO common components to be reused as part of the solution 
Do not duplicate statements of requirements already cited in the solution requirements. In particular, if the specified attributes for the system have been fully spelled out in the non-functional requirements, then this section may be omitted.
Note to Author

This template is provided with inline guidance. Text enclosed in shaded box is included to provide guidance to the author and should be deleted before publishing the document


2.3.5 Portability

	Inline Guidance
Portability: Specify architectural attributes and guidance to support use of components that can be easily ported to other host hardware, operating systems and software tools to avoid an architecture tied to specific hardware, operating systems or tools. 

Do not duplicate statements of requirements already cited in the solution requirements. In particular, if the specified attributes for the system have been fully spelled out in the non-functional requirements, then this section may be omitted.
Note to Author

This template is provided with inline guidance. Text enclosed in shaded box is included to provide guidance to the author and should be deleted before publishing the document


2.3.6 Capacity

	Inline Guidance
Capacity: This section provides architectural guidance and solution architecture attributes required to meet capacity requirements, including storage and network capacity.  Describe solution architecture attributes to address database and data storage requirements such as specification for X GB of storage for X volume of specified records.

Do not duplicate statements of requirements already cited in the solution requirements. In particular, if the specified attributes for the system have been fully spelled out in the non-functional requirements, then this section may be omitted.
Note to Author

This template is provided with inline guidance. Text enclosed in shaded box is included to provide guidance to the author and should be deleted before publishing the document


2.3.7 Performance

	Inline Guidance
Performance: This section describes architectural attributes necessary to meet solution performance requirements such as how responsive key system functions are completed or timeframe benchmarks for system functions given by the solution requirements.

Do not duplicate statements of requirements already cited in the solution requirements. In particular, if the specified attributes for the system have been fully spelled out in the non-functional requirements, then this section may be omitted.
Note to Author

This template is provided with inline guidance. Text enclosed in shaded box is included to provide guidance to the author and should be deleted before publishing the document


2.3.8 Availability and Reliability

	Inline Guidance
Availability and Reliability: This section specifies the architecture attributes necessary to meet solution requirements for system availability and reliability, such as specific business hours the system must be available to its users.  Also use this section to provide architectural attributes necessary to meet system reliability requirements, such as specific system redundancy and recovery from failure timeframes. 

Do not duplicate statements of requirements already cited in the solution requirements. In particular, if the specified attributes for the system have been fully spelled out in the non-functional requirements, then this section may be omitted.
Note to Author

This template is provided with inline guidance. Text enclosed in shaded box is included to provide guidance to the author and should be deleted before publishing the document


2.3.9 Scalability

	Inline Guidance
Scalability: This section describes the architecture attributes necessary to accommodate forecasted growth in terms of system function transactions and volume indicated by the solution requirements.

Do not duplicate statements of requirements already cited in the solution requirements. In particular, if the specified attributes for the system have been fully spelled out in the non-functional requirements, then this section may be omitted.
Note to Author

This template is provided with inline guidance. Text enclosed in shaded box is included to provide guidance to the author and should be deleted before publishing the document


2.3.10 System Management, Monitoring and Administration

	Inline Guidance
System Management, Monitoring and Administration: This section provides architectural attributes required to meet operational and administration requirements as indicated by the solution requirements, such as reporting and logging required to support system operations and management.

Do not duplicate statements of requirements already cited in the solution requirements. In particular, if the specified attributes for the system have been fully spelled out in the non-functional requirements, then this section may be omitted.
Note to Author

This template is provided with inline guidance. Text enclosed in shaded box is included to provide guidance to the author and should be deleted before publishing the document


2.3.11 BC/DR and COOP

	Inline Guidance
BC/DR and COOP: This section specifies architectural attributes necessary to meet solution requirements for Business Continuity and Disaster Recovery (BC/DR) and Continuity of Operations (COOP) as identified by the business in context of the business processes supported by the solution architecture. 

Do not duplicate statements of requirements already cited in the solution requirements. In particular, if the specified attributes for the system have been fully spelled out in the non-functional requirements, then this section may be omitted.
Note to Author

This template is provided with inline guidance. Text enclosed in shaded box is included to provide guidance to the author and should be deleted before publishing the document


2.3.12 Other Solution Architecture Attributes

	Inline Guidance
Other Solution Architecture Attributes: This section specifies architectural attributes necessary to meet requirements for other miscellaneous solution architecture attributes not captured by the other defined solution architecture attribute sections.

Do not duplicate statements of requirements already cited in the solution requirements. In particular, if the specified attributes for the system have been fully spelled out in the non-functional requirements, then this section may be omitted.
Note to Author

This template is provided with inline guidance. Text enclosed in shaded box is included to provide guidance to the author and should be deleted before publishing the document


3 Application Architecture

	Inline Guidance
The Application Architecture section describes and defines the solution’s application architecture, including identifying, describing and defining major system components and their relationships.  Components defined and specified by the models included in the application architecture may include both custom and Commercial Off The Shelf (COTS) components integrated into the solution architecture.

Refer to the Rational System Architect (RSA) model developed for the solution and include significant diagrams and specifications from the model in the Application Architecture section as appropriate to enable the SAD Application Architecture to be complete without requiring review of the solution’s RSA model.

Note to Author

This template is provided with inline guidance. Text enclosed in shaded box is included to provide guidance to the author and should be deleted before publishing the document


3.1 Application Layers

	Inline Guidance
Use the Application Layers section to organize system components by application layers.

Note to Author

This template is provided with inline guidance. Text enclosed in shaded box is included to provide guidance to the author and should be deleted before publishing the document


3.2 Common Service Specifications

	Inline Guidance
Use the Common Service Specification section to provide service specifications to describe and define how all common services identified by the solution architecture common service attributes are integrated into the solution’s application architecture.  

This section is optional and is only required for solutions integrating common services as identified by the solution architecture common service attributes.

Note to Author

This template is provided with inline guidance. Text enclosed in shaded box is included to provide guidance to the author and should be deleted before publishing the document


3.3 Component Models

3.3.1 Component Relationship Diagrams
	Inline Guidance
Use the Component Relationship Diagrams section to provide component models illustrating static views of component relationships, such as UML component diagrams, for the components identified by the application architecture. Include models that illustrate relationships of components across application layers supporting the solution’s significant and central use case scenarios.

Replace example Figure 3: Component Relationship Diagram with one or more diagrams as required developing the level of detail required to provide unambiguous high-level architectural specifications and guidance to architects and designers developing the solution detailed design.  

All diagrams should be annotated with supporting narrative to define all objects and relationships depicted by the diagrams.  These diagrams should easily cross reference with the components identified in the section 1.2 solution overview diagram(s).

Note to Author

This template is provided with inline guidance. Text enclosed in shaded box is included to provide guidance to the author and should be deleted before publishing the document


[image: image3.emf]
Figure 3: Example Component Relationship Diagram
3.3.2 Interaction Diagrams

	Inline Guidance
Use the Interaction Diagrams section to provide component models illustrating dynamic views of component interaction, such as UML sequence diagrams, for the components identified by the application architecture. Include models that illustrate interaction of components across application layers supporting the significant and central use case scenarios identified by the SAD.

Replace example Figure 4: Component Interaction Diagram with one or more diagrams as required to develop the level of detail required to provide unambiguous high-level architectural specifications and guidance to architects and designers developing the solution detailed design.  

All diagrams should be annotated with supporting narrative to define all objects and relationships depicted by the diagrams.  These diagrams should easily cross reference with the components identified in the section 3.3.1 Component Relationship Diagrams and Solution Overview Diagram in section 1.2.

Note to Author

This template is provided with inline guidance. Text enclosed in shaded box is included to provide guidance to the author and should be deleted before publishing the document
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Figure 4: Example Component Interaction Diagram
3.4 Walkthrough Models

	Inline Guidance
Use the Walkthrough Models section to provide walkthrough models to trace system execution and validate the solution’s application architecture and component interaction required to implement significant and central use cases and business process defined by the solution requirements.

Several models may be provided as required to enhance the description and validation of the solution architecture by tracing the execution of required external and internal system interfaces, data flows, and component interactions required for the system to react and process the events specified by the use cases.

Each walkthrough model should describe a business scenario and process.  The process should be described with a narrative as a numbered sequence of defined events, illustrated with a solution architecture diagram annotated to relate the pictured solution components to the narrative’s numbered events.

Note to Author

This template is provided with inline guidance. Text enclosed in shaded box is included to provide guidance to the author and should be deleted before publishing the document
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Figure 5: Example Walkthrough Model Diagram
Example Walkthrough Narrative

The interaction starts with an applicant accessing the TOW site and entering a serial number to search for a trademark case.

1. The applicant’s browser sends a request to the HTTP server with the appropriate request parameters required to perform the case search.

2. The HTTP server forwards the request to the portal server.

3. TOW application components (typically portlets) running on the portal server examine the request and determine that the request is for TICRS content. The application components forward the request to an application component running on the WAS.

4. Application components on the WAS interface with the TICRS database to retrieve the metadata associated with the trademark case.

5. The data is retrieved from the TICRS database for the requested serial number.

6. The application components format the data in a format desired by the portal server based components and return the contents to the portal server based components.

7. The portal server components construct an HTML response and return it to the requestor.

8. The HTTP server returns the HTML response to the requesting browser.
Example provided by ‘TICRS Solution Architecture Overview’ (v1.2 2/11/05).
4 Data Architecture
	Inline Guidance
Goals of the Data Architecture include solution adherence to USPTO Enterprise Data Model (EDM) standards and solution reuse of USPTO standard data repositories and services.

Refer to the Rational Data Architect (RDA) model developed for the solution and include significant diagrams and specifications from the model in the Data Architecture section as appropriate to enable the SAD Data Architecture to be complete without requiring review of the solution’s RDA model.

Note this section should accurately cross-reference and adhere to USPTO Enterprise Data Model definitions and specifications, and follow established naming standards as described in the Data Element Naming Conventions and Standardization: Technical Standard and Guideline IT-212.3-13.

Note to Author

This template is provided with inline guidance. Text enclosed in shaded box is included to provide guidance to the author and should be deleted before publishing the document


4.1 Data Flow and Context Diagrams

	Inline Guidance
Data Flow and Context Diagrams: Data Flow and Context Diagrams is an optional section of the Data Architecture.  A Data Flow Diagram (DFD) is a graphical representation of the "flow" of data both internal to the system and with external systems. A context diagram is a data flow diagram showing data flows between a generalized application within the domain and the other entities and abstractions with which it communicates.

Note to Author

This template is provided with inline guidance. Text enclosed in shaded box is included to provide guidance to the author and should be deleted before publishing the document


4.2 Conceptual/Logical Data Model

	Inline Guidance
Conceptual/Logical Data Model: This section of the SAD provides Conceptual and Logical data models.  The Conceptual Model describes the logical grouping of the basic data building blocks of the AIS.  The Logical Model represents the major processes and data requirements of the AIS business. Note the Solution Design Document (SDD) will extend the logical model with a Physical Data Model to define the physical representation of the AIS data.

Note to Author

This template is provided with inline guidance. Text enclosed in shaded box is included to provide guidance to the author and should be deleted before publishing the document


4.3 Authoritative Data Sources
	Inline Guidance
Authoritative Data Sources: This section of the SAD Identifies authoritative data sources that AISs will be required to access.  The purpose for identifying authoritative data sources is to enable rapid, trusted transactions in USPTO core business functions.
Note to Author

This template is provided with inline guidance. Text enclosed in shaded box is included to provide guidance to the author and should be deleted before publishing the document


4.4 Standard Data Elements
	Inline Guidance
Standard Data Elements: This section of the SAD identifies Standard Data Element (SDE) usage and/or proposes new SDEs by searching and analyzing SDEs through the Rochade Standard Data Element Viewer, PTO COOL:Gen Gen Viewer, and PTO Oracle Viewer.  The purpose for using approved SDEs for users/projects is to promote a consistent data standard that makes information understandable and reusable enterprise-wide

Note to Author

This template is provided with inline guidance. Text enclosed in shaded box is included to provide guidance to the author and should be deleted before publishing the document


4.5 Physical Data Model Guidance

	Inline Guidance
Physical Data Model Guidance: Physical Data Model Guidance provides guidelines for developing the Solution Design Document (SDD) when extend the logical model with a Physical Data Model to define the physical representation of the AIS data. All data elements contained in the Physical Data Model developed as part of the detailed design must adhere to the data naming standards maintained by the AETSG/EDD, Standard Data Elements (SDEs) approved by the AETSG/EDD, and authoritative data sources that AIS will be required to access.

Note to Author

This template is provided with inline guidance. Text enclosed in shaded box is included to provide guidance to the author and should be deleted before publishing the document


4.6 XML Resources Guidance

	Inline Guidance
eXtensible Markup Language (XML) Resources Guidance:   XML Resources Guidance provides the guidelines for developers to follow when designing and creating XML resources.  All Automated Information System projects that develop XML resources must adhere to rules and procedures defined in the USPTO XML Naming and Design Rules.   Standardization of XML names, which include xml elements, entities, attributes, and types, are key to development of enterprise-wide data architecture at the USPTO.  Building a common xml data architecture creates benefits such as accuracy, consistency, timeliness, accessibility, lower level of data maintenance expenses and higher level of data integration. 

Note to Author

This template is provided with inline guidance. Text enclosed in shaded box is included to provide guidance to the author and should be deleted before publishing the document


4.7 Data Migration Guidance

	Inline Guidance
Data Migration Guidance: Data Migration Guidance is an optional section of the Data Architecture that provides architectural guidance for any significant data migration and conversion effort required by the solution. The data migration guidance should be referenced where appropriate by the solution architecture transition plan to indicate data migration sequencing requirements in relationship to the solution architecture’s transition from current baseline architecture to the solution’s target architecture.

Note to Author

This template is provided with inline guidance. Text enclosed in shaded box is included to provide guidance to the author and should be deleted before publishing the document


4.8 ERM and E-Gov Act: Section 207

	Inline Guidance
ERM and E-Gov Act: Section 207: This section provides data architecture attributes necessary to meet solution requirements for Electronic Records Management (ERM) and related requirements specified by the ‘E-Gov Act: Section 207’.

Note to Author

This template is provided with inline guidance. Text enclosed in shaded box is included to provide guidance to the author and should be deleted before publishing the document


5 Security Architecture

This section of the SAD describes the Security Architecture as required to meet the solution’s security requirements.
5.1 Security Solution Overview

	Inline Guidance
Use the Security Solution Overview section to provide high-level solution overview and description of the Security Architecture. Identify and describe how the Security Architecture meets the solution’s security requirements. 
The Security Architecture section of the SAD is developed by AETSG and is described in a Security Architecture Model: 

Security architecture is based on the “Least Privilege” principle. A Least Privilege Enterprise Model designed for architectural assurance is implemented in a comprehensive access control model. As a result, logical access controls are based on the principle of role based access control (RBAC). User access is granted to the minimum resources required to perform their official job functions. 

RBAC is the security requirement model to be implemented at all levels of the enterprise from network access control at the device level, database access control at the data level, application level access control as well as user access. The infrastructure components for this model at USPTO include Active Directory and Documentum.

The RBAC model is the foundation for development of the Information Management Model (IMM) Information Domains. The Information Management Model helps us understand the type of information, the user requirements for access to this information and the need for its protection. This knowledge is critical in order to define specific domains of information. Finally an Information Protection Policy (IPP), which provides the foundation on which this security architecture must be created. 
Note to Author

This template is provided with inline guidance. Text enclosed in shaded box is included to provide guidance to the author and should be deleted before publishing the document


5.2 Security Architecture Goals and Constraints

	Inline Guidance
Use the Security Architecture Goals and Constraints section to identify and describe the significant and central security goals and constraints of the solution’s Security Architecture.

Goals:

Security Architecture goals are to provide integrity, confidentiality, availability, non-repudiation and privacy, transparently to the user, and seamlessly to all business conducted via the USPTO network. 

Constraints:

Security Architecture constraints include all Federal OMB and NIST mandated security requirements necessary for federal agencies to comply with Title III of the E-Government Act (Public Law 107-347 December 2002) entitled the Federal Information Security Management Act (FISMA).  FISMA requires each federal agency to develop, document, and implement an agency-wide information security program.
Note to Author

This template is provided with inline guidance. Text enclosed in shaded box is included to provide guidance to the author and should be deleted before publishing the document


6 Infrastructure Architecture

	Inline Guidance
Use the Infrastructure Architecture section to map application architecture deployment models to hardware and software infrastructure specifications including memory and CPU specifications required to meet volume and performance requirements.  Include in this section infrastructure architecture guidance and specifications for:

1. Software,

2. Hardware,

3. Network, and

4. Middleware.

Provide infrastructure architecture guidance and specifications for all environments required developing, testing and deploying solution including: Development, System Integration Test (SIT), Functional Qualification Testing (FQT), and Production.

Specify required architectural attributes for the solution’s software, hardware, network, and middleware infrastructure. The attributes should include specifications for any USPTO specific and standard infrastructure.

Replace example Infrastructure Architecture Overview Diagram Replace with one or more diagrams as required to develop the level of detail required to provide unambiguous high-level architectural specifications and guidance to architects and designers developing the solution detailed design.  

All diagrams should be annotated with supporting narrative to define all objects and relationships depicted by the diagrams.  These diagrams should easily cross reference with components identified in Solution Overview Diagram in section 1.2.

Note to Author

This template is provided with inline guidance. Text enclosed in shaded box is included to provide guidance to the author and should be deleted before publishing the document
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Figure 6: Example Infrastructure Architecture Overview Diagram
6.1 Deployment Models
	Inline Guidance
Use the Deployment Models to describe how the application architecture is deployed into one or more physical network (hardware) configurations.

Replace example diagrams with one or more diagrams to illustrate significant and central components of the infrastructure architecture, these diagrams should be easily cross-referenced with the Infrastructure Architecture Overview Diagram.

Provide diagrams as required to develop the level of detail required to provide unambiguous high-level architectural specifications and guidance to architects and designers developing the solution detailed design.  

All diagrams should be annotated with supporting narrative to define all objects and relationships depicted by the diagrams.  These diagrams should easily cross reference with components identified in section 3.0 Application Architecture and in Solution Overview Diagram in section 1.2.

Note to Author

This template is provided with inline guidance. Text enclosed in shaded box is included to provide guidance to the author and should be deleted before publishing the document
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Figure 7: Example Web Application Middleware Deployment Diagram
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Figure 8: Example Oracle RAC Deployment Diagram
7 Appendix A – DEFINITIONS, ACRONYMS, AND ABBREVIATIONS
This appendix provides tables of definitions, acronyms, and abbreviations.

8 Appendix B – TECHNICAL RISKS AND MITIGATION ACTIVITIES
This appendix provides a table of technical risks identified during the development of the solution architecture and the mitigation activities recommended to address these risks.  These technical risks have been identified to be considered for inclusion into the solution’s overall PMO risk management plan to be tracked by the solution’s management and stakeholders.

	Technical Risks
	Mitigation Activities

	
	

	
	


Table 4:  Technical Risks and Mitigation Activities
9 Appendix C – REQUIRED APPROVALS SIGNATURE PAGE
This appendix provides the signature page for required approvals by:

Business Project Manager

_________________

_____________________
____________

Printed Name


Signature


Date

OCIO Chief Technical Officer (CTO)

_________________

_____________________
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Printed Name


Signature


Date

Lead System Architect (LSA)
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_____________________
____________

Printed Name


Signature


Date

System Development Lead (SDL)
_________________

_____________________
____________

Printed Name


Signature


Date

Enterprise Systems Services Group (ESSG)
_________________

_____________________
____________

Printed Name


Signature


Date

Approver - Network and Telecommunications Services Group (NTSG)
_________________

_____________________
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Printed Name
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Date

Approver - Information Technology Security Management Group (IT SMG)
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