



Security Policies

Current Policies

· USPTO IT Security Handbook 

· [OCIO-6016-10] USPTO Rules of the Road 

· [OCIO-6002-09] Password Protected Screen Saver Policy 

· [OCIO-6003-09] Peer-to-Peer Software and File Sharing Policy 

· [OCIO-6004-09] PKI Certificate Policy 

· [OCIO-6005-09] Remote Access Policy 

· [OCIO-6006-09] Anti-Virus Policy 

· [OCIO-6007-09] Breach Notification Policy 

· [OCIO-6008-09] IT Privacy Policy 

· [OCIO-6009-09] IT Security Education Awareness Policy 

· [OCIO-6011-09] Network and AIS Audit, Logging, and Monitoring Policy 

· [OCIO-6012-09] Password Management Policy 

· [OCIO-6013-09] Secure Application Development Coding Policy 

· [OCIO-6014-09] Personally Identifiable Data Removal Policy  

Policies Under Development

The following policies are currently under development within OCIO.  

· [OCIO-6010-09] IT Security Management 

· [OCIO-6015-09] IT Security Handbook 

IT Security Policy, Standards and Guidelines References

The following references are related to the Policies, Standards and Guidelines service area.

The web links listed below are a per-policy listing of all web-based references for the proposed USPTO IT Security Policies. This page was designed in an effort to keep the necessary web references up to date in a more timely manner and manage this in such a way that USPTO management would not need to re-approve a policy for minor changes (such as web reference link changes).

 Use of IT Resources, E-Mail, and the Internet Policy References

· Network and AIS Audit, Logging, Measurement, and Monitoring Policy (draft) 

· U.S. Department of Commerce IT Security Program Policy and Minimum Implementation Standards 

· Department of Commerce Internet Use Policy (http://www.osec.doc.gov/ostm/intpol.htm) 

· National Institute of Standards and Technology (NIST) Special Publication (SP) 800-18, Guidelines for Developing Security Plans for Information Technology Systems 

· National Institute of Standards and Technology (NIST) Special Publication (SP) 800-44 Version 2, Guidelines on Securing Public Web Servers 

· National Institute of Standards and Technology (NIST) Special Publication (SP) 800-45, Guidelines on Electronic Mail Security 

· Automated Information System Security Controls Manual Technical Standard and Guideline USPTO IT-212.2-15 sec 6.4.3 

· Office of Management and Budget (OMB) Circular A‑130, Appendix III, "Security of Federal Automated Information Resources"    

· Part 1 of Executive Order 12674 - Implementing Standards of Ethical Conduct for Employees of the Executive Branch 

· 5 CFR, section 2635.101 (b) (5) - Standards of Ethical Conduct for Employees of the Executive Branch. 

· 5 CFR § 2635.101 (9), Basic Obligation of Public Service 

· 5 CFR § 2635.702 (b), Appearance of Governmental Sanction 

· 5 CFR § 2635.704 (a) and (b)(1), Use of Government Property 

· 5 CFR § 2635.705, Use of Official Time 

· 5 CFR § 735.203, Conduct Prejudicial to the Government      

· 31 CFR § 0.213, General Conduct 

· 41 CFR § 101‑35.201 Telecommunications Management Policy 

· 41 CFR, section 101-35. 202 - Collection for Unauthorized Use 

· 5 U.S.C., section 301 

· Executive Order 13011, Federal Information Technology, section 3(a)(1) 

· DoE Policy Bonneville Power Authority Manual, Chapter 1110: Policy for Use of Information Technology Equipment 

· Internal Revenue Service, Policy on Limited Personal Use of Government Information Technology Equipment/Resources 

· National Institute of Health (NIH) Policy Manual Chapter 2806 - Limited Authorized Personal Use of NIH Information Technology (IT) Resources 

· Federal CIO Council, Recommended Executive Branch Model Policy/Guidance on "Limited Personal Use" of Government Office Equipment Including Information Technology 

· Disposal of Records, 44 U.S.C. Chapter 33 

· Privacy Act of 1974 (Freedom of Information Act) 5 U.S.C. 552 

Incident Reporting and Handling Policy References

· USPTO Agency Administrative Order (AAO) 212-4, Information Technology Security 

· Department of Commerce (DOC) IT Security Program Policy and Minimum Implementation Standards 

· Network and AIS Audit, Logging, Measurement, and Monitoring Policy (draft) 

· National Institute of Standards and Technology Special Publication (SP) 800-3, Establishing a Computer Security Incident Response Capability 

· National Institute of Standards and Technology (NIST) Special Publication (SP) 800-12, An Introduction to Computer Security: The NIST Handbook 

· National Institute of Standards and Technology (NIST) Special Publication (SP) 800-14, Generally Accepted Principles and Practices for Securing Information Technology Systems 

· National Institute of Standards and Technology (NIST) Special Publication (SP) 800-18, Guidelines for Developing Security Plans for Information Technology Systems 

· National Institute of Standards and Technology (NIST) Special Publication (SP) 800-26, Security Self-Assessment Guide for Information Technology Systems 

· National Institute of Standards and Technology (NIST) Special Publication (SP) 800-30, Risk Management Guide for Information Technology Systems 

· National Institute of Standards and Technology (NIST) Special Publication (SP) 800-31, Intrusion Detection Systems 

· National Institute of Standards and Technology (NIST) Special Publication (SP) 800-40, Procedures for Handling Security Patches   

· National Institute of Standards and Technology (NIST) Special Publication (SP) 800-41, Guidelines on Firewalls and Firewall Policy 

· National Institute of Standards and Technology (NIST) Special Publication (SP) 800-51, Use of the Common Vulnerabilities and Exposures (CVE) Vulnerability Naming Scheme   

· National Institute of Standards and Technology (NIST) Special Publication (SP) 800-61, Computer Security Incident Handling Guide 

· Federal Agency Security Practices (http://csrc.nist.gov/fasp/) 

· Office of Management and Budget Circular A-130, Management of Federal Information Resources, Appendix III, Security of Federal Automated Information Systems 

· Section 3544 of the Federal Information Security Management Act (FISMA) of 2002 - 44 USC 3544 

· Office of the President Presidential Decision Directive 63, Critical Infrastructure Protection 

· National Institute of Standards and Technology ITL Bulletin, Computer Attacks, What They Are and How to Defend Against Them, May 1999 

· SANS Institute Computer Security Incident Handling: Step-by-Step, Version 2.3.1, 2003 

· Computer Emergency Response Team website (http://www.cert.org) 

· Federal Computer Incident Response Center website (http://www.fedcirc.gov) 

· Department of Justice, Criminal Division, Computer Crime and Intellectual Property Section (CCIPS), Search and Seizure Manual: Searching and Seizing Computers and Obtaining Electronic Evidence in Criminal Investigations, July 2002 

Network and AIS Audit, Logging, Measurement, and Monitoring Policy References

· Department of Commerce Internet Use Policy (http://www.osec.doc.gov/ostm/intpol.htm) 

· USPTO Use of IT Resources, E-Mail, and the Internet Policy (draft) 

· Electronic Communication Privacy Act 

· National Institute of Standards and Technology (NIST) Special Publication (SP) 800-12, An Introduction to Computer Security: The NIST Handbook 

· National Institute of Standards and Technology (NIST) Special Publication (SP) 800-14, Generally Accepted Principles and Practices for Securing Information Technology Systems 

· National Institute of Standards and Technology (NIST) Special Publication (SP) 800-18, Guidelines for Developing Security Plans for Information Technology Systems 

· National Institute of Standards and Technology (NIST) Special Publication (SP) 800-26, Security Self-Assessment Guide for Information Technology Systems 

· National Institute of Standards and Technology (NIST) Special Publication (SP) 800-27, Engineering Principles for Information Technology Security (A Baseline for Achieving Security) 

· National Institute of Standards and Technology (NIST) Special Publication (SP) 800-30, Risk Management Guide for Information Technology Systems 

· Federal Information System Controls Audit Manual (FISCAM) 

· Federal Agency Security Practices (http://csrc.nist.gov/fasp/) 

· Office of Management and Budget (OMB) Circular A-130, Appendix III, Security of Federal Automated Information Resources 

· Section 3544 of the Federal Information Security Management Act (FISMA) - 44 USC 3544 

Logical Access Controls Policy References

· USPTO Network and AIS Audit, Logging, Measurement, and Monitoring Policy (draft) 

· USPTO Use of IT Resources, E-Mail, and the Internet Policy (draft) 

· USPTO Automated Information System Security Controls Manual 

· National Institute of Standards and Technology (NIST) Special Publication (SP) 800-12, An Introduction to Computer Security: The NIST Handbook 

· National Institute of Standards and Technology (NIST) Special Publication (SP) 800-14, Generally Accepted Principles and Practices for Securing Information Technology Systems 

· National Institute of Standards and Technology (NIST) Special Publication (SP) 800-18, Guidelines for Developing Security Plans for Information Technology Systems 

· National Institute of Standards and Technology (NIST) Special Publication (SP) 800-26, Security Self-Assessment Guide for Information Technology Systems 

· National Institute of Standards and Technology (NIST) Special Publication (SP) 800-27, Engineering Principles for Information Technology Security (A Baseline for Achieving Security) 

· National Institute of Standards and Technology (NIST) Special Publication (SP) 800-30, Risk Management Guide for Information Technology Systems 

· Federal Agency Security Practices (http://csrc.nist.gov/fasp/) 

· Office of Management and Budget (OMB) Circular A-130, Appendix III, Security of Federal Automated Information Resources 

· Section 3544 of the Federal Information Security Management Act (FISMA) - 44 USC 3544 

IT Security in Procurements and Contracts References

· National Institute of Standards and Technology (NIST) Special Publication (SP) 800-4A,Security Considerations in Federal Information Technology Procurements (Draft) 

· National Institute of Standards and Technology (NIST) Special Publication (SP) 800-18, Guide for Developing Security Plans for Information Technology Systems 

· National Institute of Standards and Technology (NIST) Special Publication (SP) 800-30, Risk Management Guide for Information Technology Systems 

· National Institute of Standards and Technology (NIST) Special Publication (SP) 800-34, Guide to Information Technology Security Services 

· USPTO Life Cycle Management Manual for Automated Information Systems 

· OMB Circular A-130, Appendix III, Security of Federal Automated Information Resources 

· U.S. Department of Commerce IT Security Program Policy and Minimum Implementation Standards 

Classification, Handling, Marking, Storage, and Disposition of Computer Systems Media Policy References

· U.S. Department of Commerce, IT Security Program Policy and Minimum Implementation Standards 

· Department of Energy, Identifying Classified Information, M475-1a 

· Department of Defense 5220. 22-M, Industrial Security Manual for Safeguarding Classified Information 

· National Institute of Standards and Technology (NIST) Special Publication (SP) 800-12, An Introduction to Computer Security: The NIST Handbook 

· National Institute of Standards and Technology (NIST) Special Publication (SP) 800-14, Generally Accepted Principles and Practices for Securing Information Technology Systems 

· National Institute of Standards and Technology (NIST) Special Publication (SP) 800-18, Guidelines for Developing Security Plans for Information Technology Systems 

· National Institute of Standards and Technology (NIST) Special Publication (SP) 800-26, Security Self-Assessment Guide for Information Technology Systems 

· National Institute of Standards and Technology (NIST) Special Publication (SP) 800-27, Engineering Principles for Information Technology Security (A Baseline for Achieving Security) 

· National Institute of Standards and Technology (NIST) Special Publication (SP) 800-30, Risk Management Guide for Information Technology Systems 

· Federal Agency Security Practices (http://csrc.nist.gov/fasp/) 

· Office of Management and Budget (OMB) Circular A-130, Appendix III, Security of Federal Automated Information Resources 

· Records Management by Federal Agencies, 44 U.S.C., Chapter 31 

