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1. BACKGROUND

The Federal Information Systems Management Act (FISMA) (section 3534(b)(2)(D)(iii)) [3] requires each agency to determine minimally acceptable system configuration requirements and ensure compliance with them. 
The Certification and Accreditation (C&A) of the United States Patent and Trademark Office (USPTO) Mission Critical and Business essential systems has revealed the need for documented secure Server Operating System (OS) baselines.  This Secure Baseline Policy provides standardization and consistency in the security configuration of servers, network devices and the application of security controls across those systems.  It is essential for the secure and efficient operation of USPTO computing resources and establishing unified operational support for all servers and network infrastructure devices.

2. PURPOSE
This policy establishes USPTO standards for the creation, maintenance and use of secure server OS and network device baselines.

3. Definitions

· Server Operating System Baseline Configuration (Server OS Baseline)

The minimum configuration of an operating system that meets USPTO security and operational requirements.  This baseline serves as the starting point for the configuration of different types of servers (ex. Oracle database servers, Portal Application Platform servers, Web Services servers) used to process USPTO information across the USPTO network.

· Network device

Something which mediates data in a computer network (examples are routers, switches) and which are configurable beyond simple firmware.

· Certification 

A comprehensive assessment of the management, operational, and technical security controls in an information system, made in support of security accreditation, to determine the extent to which the controls are implemented correctly, operating as intended, and producing the desired outcome with respect to meeting the security requirements for the system
. 

· Accreditation

The official management decision given by a senior agency official to authorize operation of an information system and to explicitly accept the risk to agency operations (including mission, functions, image, or reputation), agency assets, or individuals, based on the implementation of an agreed-upon set of security controls
.  

· Certification and Accreditation (C&A)

The processes by which USPTO IT systems are certified, accredited, and authorized to operate in USPTO’s complex distributed networked operating environment.

4. SCOPE

The provisions of this policy will apply to all server and applicable network device operating systems at USPTO including:

· Those approved and documented.

· Those utilized in development, testing or production environments.

· Those used for AIS or Infrastructure support.

5. POLICY

5.1 General Policy
A secure configuration baseline 
will be defined and documented for each server operating system.  With respect to network devices, at minimum Cisco IOS shall also have a defined secure baseline and be documented. The development and documentation of a secure baseline configuration for other network devices such as switches is highly recommended. The secure baseline configuration may be customized to fit technical, architectural, and operational constraints but shall incorporate some of the following guidance: vendor recommendations, Federal regulations, Federal Information Processing Standards (FIPS), NIST recommendations (NIST Special Publication 800-70: Security Configuration Checklists Program for IT Products), DISA Security and Technical Implementation Guides (STIGS), U.S. Department of Commerce IT Security Policy and Minimum Implementation Standards, Revised June 30, 2005, USPTO policy and operational practices, and the Center for Internet Security. The secure baseline will address all aspects of the OS and device configuration including but not limited to:

· Configuration of USPTO required security controls.

· Elimination of unnecessary services and utilities.

· Configuration requirements for allowed services and utilities.

· Standardization of audit logging configurations.

· Application of current vendor recommended patch sets and/or service packs.

A secure baseline will be defined for new operating systems as a prerequisite to approval for the USPTO Technical Reference Model.

The secure baseline will be the minimum configuration for all servers and deployed within USPTO.

All servers and network devices, where practicable, will be updated regularly in accordance with the Office of the Chief Information Officer (OCIO) Technical Note: IT-212.5-01:TN17, Server Operating System Patch Management Procedures, Effective: 06/25/2003 .  Servers and network devices that do not comply with the current secure baseline configuration will be modified to reflect the baseline configuration at the next scheduled security configuration upgrade cycle.

New application development and major changes to existing applications will be required to adopt the current baseline for their selected operating system.

Any hardware systems that cannot operate with the Security OS Baseline will be considered non-compliant and will not be deployed into production. 

5.2 Documentation

Implementation details of the secure baseline for a specific operating system or a specific network device will be documented in a technical note (TN) using a format comparable to the DISA System Technical Implementation Guide (STIG) or a format recommended by the NIST Special Publication 800-70: Security Configuration Checklists Program for IT Products.  

5.3 Maintenance of the Baseline

The secure baseline documents will be periodically updated to reflect new security patches installed in accordance with the Server Operating System Patch Management Procedures (IT-212.5-01:TN17) and changes to industry best practices recommendations.

5.4 Exceptions

All deviations from the secure baseline required by a new application must be identified and approved by the IT Security Policy Division (ITSPD) using the waiver process detailed in the USPTO IT Security Handbook 
prior to implementation.  Approved deviations shall be documented in the Master and AIS Security plans.

If a server or network device requires deviations from the secure baseline due to the incompatibility of an existing application, the deviations will be documented in the related Master and component system/AIS security plans and reported to the appropriate Approving Official(s).

Implementations that are not covered by the USPTO Lifecycle Management 
process must have all deviations documented and approved by the ITSPD and the Director of the Office of Enterprise System Services (OESS)

Legacy (existing) servers that are 3 or more years of age and are in containment on the effective date of this policy, will be subjected to a secure baseline audit after any C&A remediation changes have been completed to identify deviations from the current secure baseline.  The deviations from the current secure baseline shall be documented in the Aggregate and the AIS security plans.  The extent of the deviation from the baseline will have direct bearing on establishing the priority for retirement of the server.

6. Compliance

System audit and compliance with this policy will be certified as part of the recurring C&A process.

The secure baseline configurations will be reviewed and certified as part of the recurring C&A process.

The Systems Administrator responsible for the installation of an Operating System on a server will certify that the installation is in compliance with this policy.

The Systems Administrator responsible for maintaining a server will certify that the server is maintained in compliance with this policy.

The Network Administrator responsible for maintaining CISCO IOS will certify that it is maintained in compliance with this policy.

If a network device is opted to employ a secure baseline, the Network Administrator responsible for maintaining that device shall certify the device is maintained in compliance with this policy. 

7. ROLES AND RESPONSIBILITIES
All USPTO employees or contractor employees responsible for the management, testing, evaluation, implementation, installation, configuration, operation, and maintenance or security of USPTO IT resources will implement the mandatory practices of this policy and will identify any proposed deviations from the mandatory practices of this policy.

The Office of Technology Architecture & Engineering Services-Advanced Infrastructure Solutions Division (OTAES-AISD), with support from ITSPD, I/INSSD, I/USSD, I/ODAS, I/MAISG and other relevant departments, shall have technical oversight over secure baselines to ensure compliance with the Target Enterprise Security Architecture and other enterprise architectural standards.  

The OTAES-AISD will, with support from ITSPD, AASD, I/NSSD, I/USSD, I/ODAS, and I/MAISG identify, produce and control different versions of secure baseline documents in accordance with the USPTO Change Management Process and with this policy.

The appropriate system administrators will update the secure baseline, if applicable, to document the patches and service packs deployed in accordance with the Server Operating System Patch Management Procedures (IT-212.5-01:TN17).

The system administrator installing a new server or network device will certify the secure baseline installation on USPTO servers or network device.

The System Administrator maintaining a system is responsible for deploying regular updates in accordance with the Server Operating System Patch Management Procedures (IT-212.5-01:TN17).

SDMs and System Owners are responsible for identifying deviations from the OS Server Baseline required by an application, obtaining approval for deployment of those deviations and documenting the deviations in the Aggregate and AIS Security plans.

8. CANCELLATIONS

None.

9. REFERENCES

1) Server Operating System Patch Management Procedures Technical Note:IT-212.5-01:TN17
2) NIST SP 800-53 REV1, Recommended Security Controls for Federal Information Systems 
3) NIST Special Publication 800-70: Security Configuration Checklists Program for IT Products
4) DISA Security Technical Implementation Guides (STIGS).  http://csrc.nist.gov/pcig/cig.html
5) Department of Commerce Minimum Implementation Standards.

      http://www.osec.doc.gov/cio/ITSIT/DOC-IT-Security-Program-Policy.htm
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