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1 Introduction
This Risk Management Plan (RMP) presents the process for implementing proactive risk management as part of the overall management of the [Project Name (Project Acronym) #.#].

The risk management is a project management tool to assess and mitigate events that might adversely impact the project. Successful implementation of risk management will increase the project’s likelihood of success.

This document should be updated throughout the life of the project. New risks may be identified and the identified risks may expire during the project. This document should be updated accordingly.

1.1 Project Key Stakeholders

Figure 1‑1: Key Stakeholders

	Project Manager:
	

	Business Project Manager:
	

	Project Task Order Manager (TOM):
	

	System Development Lead (SDL):
	

	Project SDI Contractor Task Order Manager:
	

	Anticipated Start Date:
	

	Anticipated Project Complete Date:
	


1.2 Purpose

The purpose of risk management is to identify potential risks before they occur so that risk mitigation activities may be planned and invoked as needed during the life of the project.

This plan will:
· serve as a basis for identifying alternatives to achieve goals, schedule, and performance goals,

· assist in making decisions on budget and funding priorities,

· provide risk information for project reviews or milestone decisions, and
· allow monitoring the health of the program as it proceeds.

1.3 Scope

The scope of the Risk Management Plan is to:
· identify the procedures used to manage risks throughout the project,

· document the approach to risk identification and analysis,

· develop an appropriate risk mitigation strategy for all identified risks,

· assign the responsibilities for managing risks,

· establish a procedure for reviewing, evaluating and monitoring risks on an on-going basis, adding new risks, updating current identified risks, and 

· report the status of current risks.

2 Reference Documents

Project Charter

Project Charter for [Project Name] [Project Acronym] #.#, [Document Date].
Project Plan

Project Plan for [Project Name] [Project Acronym ]#.#, [Document Date].
Quality Assurance Plan

Quality Assurance Plan for [Project Name] [Project Acronym] #.#, [Document Date].
3 Roles and Responsibilities

All project staff should be informed about their responsibilities for assessing and mitigating risks by the Project Manager (PM) and/or System Development Manager (SDL). 

3.1 Project Manager

Project Manager (PM) Responsibilities include:

· Lead project team to identify project risks;

· Support the PCD (Program Control Division) Risk Management Support in developing the Risk Management Plan;

· Incorporate the resources and time required to execute the Risk Management Plan;

· Coordinate with the Risk Owners to monitor risks and implement risk response strategies;

· Periodically review the Risk Register Worksheet to ensure the risk management has been applied. 

3.2 System Development Lead

System Development Lead (SDL) Responsibilities include:

· Assist the Project Manager and project team to identify project risks;

· Support the PCD Risk Management Support in developing the Risk Management Plan;

· Allocate the technical resources and time required to execute the Risk Management Plan;

· Coordinate with the Project Manager to monitor risks and implement risk response strategies.

3.3 Risk Owner

Risk Owner Responsibilities include:

· Manage an individual risk;

· Update the status of risk assigned;


· Develop and/or update the assigned risk mitigation strategy;

· Monitor the risk assigned and inform PM of any threats to the project, if the risk becomes a real event;

· Assist the PM in activities associated with risk monitoring and control.

3.4 Business Project Manager

· Participate in risk identification and risk activities as part of the project team, and

· Assist with mitigation and contingency actions for escalated risks, as needed.

3.5 Project Team

· Participate in the risk identification process, and discuss risk monitoring and mitigation activities at team meetings.

3.6 Other Project Stakeholders

· Participate in the risk identification process as needed.

4 Risk Management Planning 

Risk Management Planning is the process of deciding how to approach and conduct the risk management activities for the project.

The [Project Acronym] risk management activities involve identifying risk, assessing risk, and take steps to reduce negative risk to an acceptable level.

4.1 Risk Identification

Risk identification determines which risks might affect the project and documents their characteristics in the Risk Register (Risk Register Worksheet). All project stakeholders are responsible for the risk identification.

Risk categories will help project stakeholders identify, understand, and monitor the project potential risks. The risk categories below are the essential categories.  Each category must be discussed in the Risk Management Plan even if the project manager considers the risk to be insignificant or non-existent.  Any other risk categories, such as, training, procurement, legal and policy, etc., should be added as the risks are identified.

1) Project Resources

2) Funding for Project 

3) Cost Impact

4) Project Scope 

5) Schedule Impact 

6) Environment Availability 

7) Technical

8) Dependencies and interoperability between this project and others

9) Security

10) Other

4.2 Qualitative Risk Analysis

Qualitative Risk analysis includes methods for prioritizing the identified risks for further analysis or action by assessing and combining their probability of occurrence and impact.

Probability of Occurrence: The probability of occurrence ranges and definitions used for this project are given in the following table.
Table 4‑1: Probability of Occurrence Range and Definitions

	Probability Range
	Definition

	Certain
	1.0
	Very likely to occur

	High
	0.8
	Likely to occur

	Medium
	0.5
	May occur about half of the time

	Slight
	0.2
	Unlikely to occur

	None
	0.0
	Very unlikely to occur


Risk Impact: The risk impact categories and definitions used for this project are given in the following table.

Table 4‑2: Risk Impact Categories and Definitions

	Impact Category
	Definition

	Critical
	1.0
	An even that, if it occurred, would cause project failure.

	High
	0.8
	An event that, if it occurred, would cause major cost/schedule increases. Secondary requirements may not be achieved.

	Medium
	0.5
	An event that, if it occurred, would cause moderate cost/schedule increases, but important requirements would still be met.

	Low
	0.2
	An event that, if it occurred, would cause only a small cost/schedule increase, Requirements would still be achieved.

	None
	0.0
	An event that, if it occurred, would have no effect on the project.


Risk Weight: The risk weight is a value calculated that is the product of probability of occurrence and impact. It is used to compare risks as part of the risk prioritization process. 


Risk weight = (Probability of occurrence) x (Impact).

Table 4‑3: Risk Weight

	Risk Weight
	Definition

	> = 0.64
	High Risk
	Likely to cause significant increase in cost, disruption of schedule, or degradation of performance. Significant additional action and high priority management attention will be required to control acceptable risk.

	0.04 – 0.64
	Moderate Risk
	May cause some increase in cost, disruption of schedule, or degradation of performance. Special action and management attention may be required to control acceptable risk.

	= < 0.04
	Low Risk
	Has little or no potential for increase in cost, disruption of schedule or degradation of performance. Actions within the scope of the project and normal management attention should result in controlling and monitoring acceptable risk.


4.3 Risk Response Planning (Mitigation Strategy)

Risk Response Planning is the process of developing options and determining and planning actions to either reduce the likelihood or the impact of negative risks to the project objectives.

The project manager identifies which strategy is best for each risk, and then design specific action(s) to implement that strategy.

Mitigation strategies and definitions used for this project are given in the following table.

Table 4‑4: Mitigation Strategies

	Mitigation Strategies
	Definition

	Avoidance
	Risk avoidance is changing the project plan to eliminate the risk or condition or to protect the project objectives from its impact.  Some risks can be avoided, especially those that occur early in the project and can be addressed by clarifying requirements, obtaining additional information, improving communications or training.  Other risk avoidance strategies may include reducing scope to avoid high-risk requirements, adding resources or time, adopting a familiar rather than an innovative approach or using a contractor experienced in similar activities.

	Transference
	Risk transfer is most effective in dealing with financial risks.  It is normally accomplished by shifting the consequence of the risk to another party.  It does not eliminate the risk.  Use of a contracting vehicle to transfer risk can reduce costs if increases should occur as a result of mid project changes.  Risk transference is normally not effective when schedule or technical considerations are paramount.

	Mitigation
	Mitigation reduces the probability and /or consequence of an adverse risk event to an acceptable threshold through reducing the probability of a risk occurring or reducing the impact on the project. Mitigation is used when that strategy is more effective than attempting to repair the consequences after the risk has been realized.  Mitigation costs should be appropriate, given the likely probability of the risk and its consequences.  It can follow the pattern of implementing a new course of action that is less complex, changing conditions so the probability of the risk occurring is diminished, or by using a more stable seller.

	Acceptance
	Acceptance may be active or passive.  Active acceptance may include developing a contingency plan to execute if a risk occurs. Passive acceptance requires no action and expects the project team to react to the risk as it occurs.  The most simple and usual means of risk acceptance calls for establishing a reserve to deal with the impacts of risks that are not avoided, transferred or otherwise mitigated.  This reserve may be cash, resources or schedule slack.


The risk mitigation strategy for each individual risk is documented in the Risk Register.

4.4 Risk Monitoring and Control

Risk monitoring and control keeps track of the identified risks and new risks. It continues throughout the project life cycle. 

The risk owner is responsible for monitoring risks to identify any change in the status, or if they turn into an issue. It is best to hold regular risk reviews to identify actions outstanding, update risk probability and impact, close risks that have expired, and identify new risks.

4.5 Risk Register

The risk register is initiated in the Risk Identification process and updated in Qualitative Risk Analysis. It is further updated in the Risk Reponses Planning and Risk Monitoring and Control processes.

The risk register details all identified risks, including description, category, probability of occurring, risk impact, proposed risk mitigation strategies, risk owner, risk review date, and current status.

Importantly, it includes the high priority risks, the risk response strategies, and the assigned risk owner who will monitor the risks. 

5 Risk Register Worksheet

Table 5‑1: Risk Register Worksheet

	Risk ID
	Risk Category
	Risk Description (Identified Risk)
	Release
	Probability (P)
	Impact (I)
	Risk Weight (PxI)
	Mitigation Strategy
	Review Date
	Risk Owner
	Status

	PR-1
	Project Resources
	
	
	 FORMDROPDOWN 

	 FORMDROPDOWN 

	 FORMDROPDOWN 

	
	
	PM
	 FORMDROPDOWN 


	F-1
	Funding for Project
	
	
	 FORMDROPDOWN 

	 FORMDROPDOWN 

	 FORMDROPDOWN 

	
	
	PM
	 FORMDROPDOWN 


	C-1
	Cost Impact
	
	
	 FORMDROPDOWN 

	 FORMDROPDOWN 

	 FORMDROPDOWN 

	
	
	PM
	 FORMDROPDOWN 


	PS-1
	Project Scope
	
	
	 FORMDROPDOWN 

	 FORMDROPDOWN 

	 FORMDROPDOWN 

	
	
	PM
	 FORMDROPDOWN 


	S-1
	Schedule Impact
	
	
	 FORMDROPDOWN 

	 FORMDROPDOWN 

	 FORMDROPDOWN 

	
	
	PM
	 FORMDROPDOWN 


	E-1
	Environment Availability
	
	
	 FORMDROPDOWN 

	 FORMDROPDOWN 

	 FORMDROPDOWN 

	
	
	PM
	 FORMDROPDOWN 


	T-1
	Technical
	
	
	 FORMDROPDOWN 

	 FORMDROPDOWN 

	 FORMDROPDOWN 

	
	
	PM
	 FORMDROPDOWN 


	D-1
	Dependencies and interoperability between this project and others
	
	
	 FORMDROPDOWN 

	 FORMDROPDOWN 

	 FORMDROPDOWN 

	
	
	PM
	 FORMDROPDOWN 


	Se-1
	Security
	
	
	 FORMDROPDOWN 

	 FORMDROPDOWN 

	 FORMDROPDOWN 

	
	
	PM
	 FORMDROPDOWN 


	O-1
	Other
	
	
	 FORMDROPDOWN 

	 FORMDROPDOWN 

	 FORMDROPDOWN 

	
	
	PM
	 FORMDROPDOWN 



6 Approvals
This is to acknowledge I have reviewed the Risk Management Plan for [Project Name]. By signing below, I give my concurrence, approval and acceptance of the Risk Management Plan for [Project Name] dated XX/XX/XXXX. 

________________________________              ____________________________

   OCIO Project Manager

                      Date

________________________________              ____________________________

   System Development Lead
                      
          Date

________________________________              ____________________________

   Business Project Manager
 

          Date

APPENDIX A Acronyms and Definitions
	Acronym
	Definition

	OCIO
	Office of the Chief Information Officer

	PCD
	Program Control Division 

	PM
	Project Manager

	PMBOK
	Project Management Body of Knowledge

	SDL
	System Development Lead

	USPTO
	United States Patent and Trademark Office

	
	

	
	

	
	

	
	

	
	

	
	

	
	


APPENDIX B Sample Risk Register Worksheet
	Risk Category
	Risk Description               (Defined Risk)
	Release
	Probability (P)
	Impact       (I)
	Risk Weight (PxI)
	Approach Response                                       (Mitigation Strategy)
	Review Date
	Risk Owner
	Status

	Project Resources


	Project Staff change
	RMP 1.1

RMP 1.2
	 FORMDROPDOWN 

	 FORMDROPDOWN 

	 FORMDROPDOWN 

	Avoidance: Be prepared to use those employees productively when they do start.  Borrow skills from other projects or the business area to compensate for limited staff unavailability.  

Mitigation:  use other resources that may be targeted for other projects to temporarily reduce the effect of personnel shortages.

Acceptance:  If necessary, be prepared to increase the schedule.
	06/01/07
	PM
	Active

	Funding for Project
	The funding in the budget may not adequately support the project plan
	RMP 1.1
	 FORMDROPDOWN 

	 FORMDROPDOWN 

	 FORMDROPDOWN 

	Avoidance:  Conduct an order of magnitude cost estimate and refine accordingly.  Request additional funding accordingly
	06/01/07
	PM
	Active

	Cost Impact
	The cost of individual project components cannot be estimated sufficiently far in advance
	RMP 1.1

RMP 1.2
	 FORMDROPDOWN 

	 FORMDROPDOWN 

	 FORMDROPDOWN 

	Avoidance:  Conduct estimate of project component costs.  Study like projects for comparison of estimates and actual cost.  
	06/01/07
	PM
	Active

	Cost Impact
	The spending schedule may be too conservative
	RMP 1.1

RMP 1.2
	 FORMDROPDOWN 

	 FORMDROPDOWN 

	 FORMDROPDOWN 

	Acceptance:  Conduct monthly earned value assessments for cost variance and cost performance indices. Monitor variances and compute shortfalls necessary to complete project.
	06/01/07 and every month thereafter
	PM
	Active

	Project Scope
	The customer may choose to expand the requirements
	RMP 1.2
	 FORMDROPDOWN 

	 FORMDROPDOWN 

	 FORMDROPDOWN 

	Avoidance:  Gain customer approval of the project scope statement and the project requirements statement.  Establish firm change control policies
	06/01/07 and every month thereafter
	PM
	Active

	Schedule Impact
	The schedule may not be properly estimated
	RMP 1.1
	 FORMDROPDOWN 

	 FORMDROPDOWN 

	 FORMDROPDOWN 

	Acceptance:  Conduct monthly earned value assessments for schedule variance and schedule performance indices Monitor variances and compute shortfalls necessary to complete project.
	Biweekly
	SDL
	Active

	Schedule Impact
	The contractor effort may not be properly reflected in the schedule
	RMP 1.1
	 FORMDROPDOWN 

	 FORMDROPDOWN 

	 FORMDROPDOWN 

	Avoidance: Refine the WBS (Work Breakdown Structure) and involve the project development team in the project planning and analysis phase.
	Biweekly
	PM
	Active

	Environment Availability
	The test environment must completely replicate the production environment
	RMP 1.2
	 FORMDROPDOWN 

	 FORMDROPDOWN 

	 FORMDROPDOWN 

	Mitigation:  Establish a test environment that uses identical baselines, equipment and interfaces with that environment the user will employ.
	09/30/07
	PM/test manager
	Active

	Technical
	Technical requirements specifications must be possible
	RMP 1.1
	 FORMDROPDOWN 

	 FORMDROPDOWN 

	 FORMDROPDOWN 

	Avoidance. Examine requirements during requirements specification phase for practicality. 

Acceptance. Construct a work around plan to ensure requirements are meant. Include additional funding for a management reserve.
	08/31/07
	PM/SDL
	Active

	Dependencies and interoperability between this project and others
	The integration of the system with the environments and other systems must occur as planned
	RMP 1.2
	 FORMDROPDOWN 

	 FORMDROPDOWN 

	 FORMDROPDOWN 

	Avoidance: Ensure that system requirements, system design document and test specifications are ready in a timely manner for proper system integration.
	06/30/07

07/31/07

09/30/07
	PM/SDL/

Test manager
	Active

	Security
	The system will be secure from hackers
	RMP 1.1

RMP 1.2
	 FORMDROPDOWN 

	 FORMDROPDOWN 

	 FORMDROPDOWN 

	Avoidance.  Develop security plan to ensure that proper security features to include firewalls, password protection and other limiting features are planned and installed in the system.  Incorporate security requirements that can be tested during unit, systems integration and FQT.
	07/31/07
	SDL
	Active

	Other
	
	
	 FORMDROPDOWN 

	 FORMDROPDOWN 

	 FORMDROPDOWN 
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