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Security Categorization Workbook

Instructions

1. Use the table below to identify the information types collected, processed, maintained, used, shared, disseminated, transmitted, or stored by or through the Automated Information System (AIS).  Please mark the ones that apply to the system.

2. Determine which information types, if any, contain privacy data.

3. For each information type that has been identified in Step 1, determine the potential security impact that might result from the unauthorized disclosure, modification, or loss of availability of this information.  National Institute of Standards and Technology (NIST)-recommended impact levels for confidentiality, integrity, and availability (C, I, A) of each information type are identified in the “Security Objective” columns of the matrix.  The NIST definitions of Confidentiality, Integrity, and Availability are:

Confidentiality – “Preserving authorized restrictions on Information access and Disclosure, including means for protection personal privacy and Proprietary Information.” [44 USC Sec 3542]

Integrity – “Guarding against improper information modification or destruction and includes ensuring information non-repudiation and authenticity” [44 USC Sec 3542]

Availability – “Ensuring timely and reliable access to and use of information.” [44 USC Sec 3542]

4. Review the provisional impact levels (NIST-recommended) for appropriateness based on the organization, environment, mission, use, and connectivity associated with the system.  Consider whether the current NIST-recommended impact level is appropriate for the system’s environment or whether the impact level should be modified to a lower or higher impact level.  If a determination is made that the impact level should be modified, provide the rational or justification for the adjustment(s).
5. Low, Moderate, and High impact level definitions are provided below:

The potential impact is LOW if:  The loss of confidentiality, integrity, or availability could be expected to have a limited adverse effect on organizational operations, organizational assets, or individuals.

LOW AMPLIFICATION: A limited adverse effect means that, for example, the loss of confidentiality, integrity, or availability might: (i) cause a degradation in mission capability to an extent and duration that the organization is able to perform its primary functions, but the effectiveness of the functions is noticeably reduced; (ii) result in minor damage to organizational assets; (iii) result in minor financial loss; or (iv) result in minor harm to individuals.

The potential impact is MODERATE if:  The loss of confidentiality, integrity, or availability could be expected to have a serious adverse effect on organizational operations, organizational assets, or individuals.

MODERATE AMPLIFICATION: A serious adverse effect means that, for example, the loss of confidentiality, integrity, or availability might: (i) cause a significant degradation in mission capability to an extent and duration that the organization is able to perform its primary functions, but the effectiveness of the functions is significantly reduced; (ii) result in significant damage to organizational assets; (iii) result in significant financial loss; or (iv) result in significant harm to individuals that does not involve loss of life or serious life threatening injuries.

The potential impact is HIGH if:  The loss of confidentiality, integrity, or availability could be expected to have a severe or catastrophic adverse effect on organizational operations, organizational assets, or individuals.

HIGH AMPLIFICATION: A severe or catastrophic adverse effect means that, for example, the loss of confidentiality, integrity, or availability might: (i) cause a severe degradation in or loss of mission capability to an extent and duration that the organization is not able to perform one or more of its primary functions; (ii) result in major damage to organizational assets; (iii) result in major financial loss; or (iv) result in severe or catastrophic harm to individuals involving loss of life or serious life threatening injuries.
Example:

	Category
	Description
	Security Objective

	
	
	Confidentiality
	Integrity
	Availability

	7.0
	Legislative Relations

	 FORMCHECKBOX 

	7.3
	Proposal Development
	Supports drafting proposed legislation that creates or amends laws subject to Congressional legislative action.
	MODERATE
	LOW
	LOW


1 Selecting INformation Types
As explained in NIST Special Publication (SP) 800-60, Revision 2, Volumes 1 and 2, Guide for Mapping Types of Information and Information Systems to Security Categories, the information types are categorized by business area: Service Delivery Support, Government Resource Management, and Mission-Based.  Use the tables provided in the following sub-sections to select the information types that are processed, stored, or transmitted by your information system.    
1.1 Service Delivery Support Information

Table 1-1 lists the Service Delivery Support Information.  Service delivery support functions are the daily activities necessary to provide the critical policy, programmatic, and managerial foundation that support the Federal government operations.
Table 1‑1:  Service Delivery Support Information

	Security Categorization of Service Delivery Support Information

	Category
	Description
	Security Objective

	
	
	Confidentiality
	Integrity
	Availability

	1.0
	Controls and Oversight
	Controls and Oversight information is used to ensure that the operations and programs of the federal government and its external business partners comply with applicable laws and regulations and prevent waste, fraud, and abuse.

	 FORMCHECKBOX 

	1.1
	Corrective Action

(Policy/Regulation)
	Supports the enforcement functions necessary to remedy programs that have been found non-compliant with a given law, regulation, or policy.
	low
	low
	low

	 FORMCHECKBOX 

	1.2
	Program Evaluation
	Supports the analysis of internal and external program effectiveness and the determination of corrective actions as appropriate.
	low
	low
	low

	 FORMCHECKBOX 

	1.3
	Program Monitoring
	Supports the data-gathering activities required to determine the effectiveness of internal and external programs and the extent to which they comply with applicable laws, regulations, and policies.
	low
	low
	low

	2.0
	Regulatory Development
	Regulatory Development information supports activities associated with providing input to the lawmaking process in developing regulations, policies, and guidance to implement laws.

	 FORMCHECKBOX 

	2.1
	Policy and Guidance Development
	Supports the creation and dissemination of guidelines to assist in the interpretation and implementation of regulations.
	low
	low
	low

	 FORMCHECKBOX 

	2.2
	Public Comment Tracking
	Supports the activities of soliciting, maintaining, and responding to public comments regarding proposed regulations.
	low
	low
	low

	 FORMCHECKBOX 

	2.3
	Regulatory Creation
	Supports the activities of researching and drafting proposed and final regulations.
	low
	low
	low

	 FORMCHECKBOX 

	2.4
	Rule Publication
	Supports all the activities associated with the publication of a proposed or final rule in the Federal Register and Code of Federal Regulations.
	low
	low
	low

	3.0
	Planning and Budgeting
	Planning and Resource Allocation information supports the activities of determining strategic direction, identifying and establishing programs and processes to enable change, and allocating resources (capital and labor) among those programs and processes.

	 FORMCHECKBOX 

	3.1
	Budget Formulation
	Supports all activities undertaken to determine priorities for future spending and to develop an itemized forecast of future funding and expenditures during a targeted period of time.
	low
	low
	low

	 FORMCHECKBOX 

	3.2
	Capital Planning
	Supports the processes for ensuring that appropriate investments are selected for capital expenditures.
	low
	low
	low

	 FORMCHECKBOX 

	3.3
	Enterprise Architecture
	Supports an established process for describing the current state and defining the target state and transition strategy for an organization’s people, processes, and technology.
	low
	low
	low

	 FORMCHECKBOX 

	3.4
	Strategic Planning
	Supports the determination of long-term goals and the identification of the best approach for achieving those goals.
	LOW
	LOW
	LOW

	 FORMCHECKBOX 

	3.5
	Budget Execution
	Supports the day-to-day requisitions and obligations for agency expenditures, invoices, billing dispute resolution, reconciliation, Service Level Agreements (SLAs), and distributions of shared expenses.
	low
	low
	low

	 FORMCHECKBOX 

	3.6
	Workforce Planning
	Supports the processes for identifying the workforce competencies required to meet the agency’s strategic goals and for developing the strategies to meet these requirements.
	low
	low
	low

	 FORMCHECKBOX 

	3.7
	Management Improvement
	Supports all efforts to gauge the on-going efficiency of business processes and identify opportunities for reengineering or restructuring.
	low
	low
	low

	 FORMCHECKBOX 

	3.8
	 Budgeting and

 Performance 

 Integration
	Supports activities that align Federal resources allocated through budget formulation, execution, and management actions with examinations of program objectives, performance, and demonstrated results such as Program Performance Assessments, Government Performance Results Act (GPRA) plans and reports, performance-based agency budget submissions, and Financial Management Cost Accounting and Performance Measurement data.
	low
	low
	low

	 FORMCHECKBOX 

	3.9
	 Tax and Fiscal

 Policy
	Supports analysis of the implications for economic growth and stability in the United States and the world of Federal tax and spending policies. This includes assessing the sustainability of current programs and policies, the best means for raising revenues, the distribution of tax liabilities, and the appropriate limits on debt.
	low
	low
	low

	4.0
	Internal Risk Management and Mitigation
	Internal Risk Management and Mitigation information supports all activities relating to the processes of analyzing exposure to risk and determining appropriate counter-measures. Risks with too much information associated with Internal Risk Management and Mitigation activities may inherently affect the resistance to compromise/damage and recovery from damage with respect to a broad range of critical infrastructures and key national assets.

	 FORMCHECKBOX 

	4.1
	Contingency Planning
	Supports the actions required to plan for, respond to, and mitigate damaging events.
	moderate
	moderate
	moderate

	 FORMCHECKBOX 

	4.2
	Continuity of Operations
	Supports the activities associated with the identification of critical systems and processes, and the planning and preparation required to ensure that these systems and processes will be available in the event of a catastrophic event.
	moderate
	moderate
	moderate

	 FORMCHECKBOX 

	4.3
	Service Recovery
	Supports the internal actions necessary to develop a plan for resuming operations after a catastrophe occurs, such as a fire or earthquake.
	low
	low
	low

	5.0
	Revenue Collection
	Revenue Collection information includes the collection of government income from all sources. Note: Tax collection is accounted for under the Taxation Management information type in the General Government mission area.

	 FORMCHECKBOX 

	5.1
	Debt Collection
	Supports activities associated with the collection of money owed to the United States Government from both foreign and domestic sources.
	MODERATE
	LOW
	LOW

	 FORMCHECKBOX 

	5.2
	User Fee Collection
	Supports the collection of fees assessed on individuals or organizations for the provision of government services and for the use of government goods or resources.
	LOW
	LOW
	MODERATE

	 FORMCHECKBOX 

	5.3
	Federal Asset Sales
	Supports the activities associated with the acquisition, oversight, tracking, and sale of non-internal assets managed by the federal government with a commercial value and sold to the private sector.
	LOW
	MODERATE
	LOW

	6.0
	Public Affairs
	Public Affairs information supports activities involving the exchange of information and communication amongst the federal government, citizens, and stakeholders in direct support of citizen services, public policy, and/or national interest.

	 FORMCHECKBOX 

	6.1
	Customer Services
	Supports activities associated with providing and managing the delivery of information and support to the government’s customers.
	LOW
	LOW
	LOW

	 FORMCHECKBOX 

	6.2
	Official Information Dissemination
	Supports efforts to provide official government information to external stakeholders through the use of various types of media.
	LOW
	LOW
	LOW

	 FORMCHECKBOX 

	6.3
	Product Outreach 
	Supports the marketing of government services, products, and programs to the general public in an attempt to promote awareness and increase the number of customers/beneficiaries of those services and programs.
	low
	low
	low

	 FORMCHECKBOX 

	6.4
	Public Relations
	Supports the efforts to promote an organization’s image through the effective handling of citizen concerns.
	low
	low
	low

	7.0
	Legislative Relations
	Legislative Relations information supports activities aimed at the development, tracking, and amendment of public laws through the legislative branch of the federal government.

	 FORMCHECKBOX 

	7.1
	Legislation Tracking
	Supports following legislation from conception to adoption.
	low
	low
	low

	 FORMCHECKBOX 

	7.2
	Legislation Testimony
	Supports activities associated with providing testimony/evidence in support of, or opposition to, legislation from conception to adoption.
	low
	low
	low

	 FORMCHECKBOX 

	7.3
	Proposal Development
	Supports drafting proposed legislation that creates or amends laws subject to Congressional legislative action.
	moderate
	low
	low

	 FORMCHECKBOX 

	7.4
	Congressional Liaison

Operations
	Supports all activities associated with supporting the formal relationship between a Federal Agency and the U.S. Congress. 
	moderate
	low
	low

	8.0
	General Government
	General Government information supports the general overhead costs of the federal government, including: legislative and executive activities; provision of central fiscal, personnel, and property activities; and the provision of services that cannot reasonably be classified in any other service support area. Generally, all activities closely associated with other service support areas or information types shall be included in those service support areas or information types rather than listed as a part of General Government. This service support area is reserved for central government management operations; most agency-specific management activities would not be included here. However, unlike other service support functions, some General Government information types are associated with specific organizations (e.g., Office of Personnel Management (OPM) for central personnel management).

	 FORMCHECKBOX 

	8.1
	Central Fiscal Operations
	Supports the fiscal operations performed by designated organization(s) on behalf of the government.
	MODERATE
	LOW
	LOW

	 FORMCHECKBOX 

	8.2
	Legislative Functions
	Supports the service support activities associated with costs of the Legislative Branch other than the Tax Court, the Library of Congress, and the Government Printing Office revolving fund.
	low
	low
	low

	 FORMCHECKBOX 

	8.3
	Executive Functions
	Supports the operations of the executive office.
	low
	low
	low

	 FORMCHECKBOX 

	8.4
	Central Property Management
	Supports most of the operations of the General Services Administration.
	low
	low
	low

	 FORMCHECKBOX 

	8.5
	Central Personnel Management
	Supports most of the operating activities of the OPM and related agencies.
	low
	low
	low

	 FORMCHECKBOX 

	8.6
	Taxation Management
	Supports activities associated with the implementation of the Internal Revenue Code and the collection of taxes in the United States and abroad.
	moderate
	low
	low

	 FORMCHECKBOX 

	8.7
	Central Records and Statistics Management
	Supports the operations surrounding the management of official documents, statistics, and records for the entire federal government.
	moderate
	low
	low

	 FORMCHECKBOX 

	8.8
	Income Information
	Supports all the wages, self employment earnings, savings type data and other financial resources information that is needed to help determine the amount of Retirement, Survivor, or Disability benefits that individuals may be entitled to receive or not receive from the Supplementary Security Income or RSDI Title II Programs.
	moderate
	moderate
	moderate

	 FORMCHECKBOX 

	8.9
	Personal Identity and Authentication
	Information necessary to ensure that all persons who are potentially entitled to receive any federal benefit are enumerated and identified so that federal agencies can have reasonable assurance that they are paying or communicating with the right individuals.
	moderate
	moderate
	moderate

	 FORMCHECKBOX 

	8.10
	Entitlement Event Information
	Information about events such as death and date of occurrence, date of a disabling event and the relating data that can reasonably prove the severity only as auxiliaries of the primary beneficiary, other related information needed to process a claim for benefits of such disability, proof of only as auxiliaries of the primary beneficiary, and other related information needed to process a claim for benefits. 
	moderate
	moderate
	moderate

	 FORMCHECKBOX 

	8.11
	Representative Payee Information
	Information required to determine the need for representative payees and the data that is gathered to make the determination of who should serve as the representative payee for all beneficiaries of federal benefits who are unable to manage their own funds.
	moderate
	moderate
	moderate

	[ FORMCHECKBOX 
]
	[8.12]
	[General Information]
	[Describe as needed to add additional security categories under General Government.]
	[LOW] [Moderate] [high]
	[LOW] [moderate] [high]
	[Low] [moderate] [high]


1.2 Government Resource Management Functions

Table 1-2 lists the information types related to government resource management functions.  The government resources management information business area includes the back office support activities that enable the federal government to operate effectively.
Table 1‑2:  Government Resource Management Functions

	Security Categorization of Government Resource Management Functions

	Category
	Description
	Security Objective

	
	
	Confidentiality
	Integrity
	Availability

	1.0
	Administrative Management
	Administrative Management information supports the day-to-day management and maintenance of the internal infrastructure. Administrative information is usually routine and relatively low impact. However, some Administrative Management information is either very sensitive (e.g., logistics management for nuclear or other hazardous materials, security management information, and security clearance management information) or critical (e.g., inventory control and logistics management information needed to support time-critical operations). All national security information is outside the scope of this guideline. Routine administrative management information systems that do not process classified information are not usually designated national security systems, even if they are critical to the direct fulfillment of military or intelligence missions.

	 FORMCHECKBOX 

	1.1
	Facilities, Fleet, and Equipment Management
	Supports the maintenance, administration, and operation of offices buildings, fleets, machinery, and other capital assets considered as possessions of the federal government.
	low
	low
	low

	 FORMCHECKBOX 

	1.2
	Help Desk Services
	Supports the management of a service center to respond to government employees' technical and administrative questions.
	low
	low
	low

	 FORMCHECKBOX 

	1.3
	Security Management
	Supports the physical protection of an organization’s personnel, assets, and facilities.
	moderate
	moderate
	low

	 FORMCHECKBOX 

	1.4
	Travel
	Supports the activities associated with planning, preparing, and monitoring of business-related travel for an organization’s employees.
	low
	low
	low

	 FORMCHECKBOX 

	1.5
	Workplace Policy Development and Management
	Supports all activities required to develop and disseminate workplace policies such as dress codes, time reporting requirements, telecommuting, etc.
	low
	low
	low

	2.0
	Financial Management
	Financial Management information supports the aggregate set of accounting practices and procedures that allow for the accurate, efficient, transparent, and effective handling of all government revenues, funding, and expenditures. Confidentiality impacts associated with Financial Management information are generally associated with the sensitivity of specific projects, programs, and/or technologies that might be revealed by unauthorized disclosure of information. Integrity breaches, such as successful frauds, can affect agency image. Permanent loss/unavailability of Financial Management information can cripple agency operations.

	 FORMCHECKBOX 

	2.1
	Accounting
	Supports accounting for assets, liabilities, fund balances, revenues and expenses associated with the maintenance of Federal funds and expenditure of Federal appropriations (Salaries and Expenses, Operation and Maintenance, Procurement, Working Capital, Trust Funds, etc.), in accordance with applicable Federal standards (FASAB, Treasury, OMB, GAO, etc.).
	low
	MOderate
	low

	 FORMCHECKBOX 

	2.2
	Funds Control
	Provides for the management of the Federal budget process including the development of plans and programs, budgets, and performance outputs as well as financing Federal programs and operations through appropriation and apportionment of direct and reimbursable spending authority, fund transfers, investments and other financing mechanisms.
	MODERate
	moderate
	low

	 FORMCHECKBOX 

	2.3
	Payments
	Supports disbursements of Federal funds, via a variety of mechanisms, to Federal and private individuals, Federal agencies, state, local and international Governments, and the private sector, to effect payment for goods and services, or distribute entitlements, benefits, grants, subsidies, loans, or claims.
	LOW
	moderate
	low

	 FORMCHECKBOX 

	2.4
	Collections and Receivables
	Includes deposits, fund transfers, and receipts for sales or service.
	low
	moderate
	low

	 FORMCHECKBOX 

	2.5
	Asset and Liability Management
	Provides accounting support for the management of assets and liabilities of the Federal government.
	low
	low
	low

	 FORMCHECKBOX 

	2.6
	Reporting and Information
	Provides financial information, reporting and analysis of financial transactions.
	low
	moderate
	low

	 FORMCHECKBOX 

	2.7
	Cost Accounting/Performance Measurement
	Supports the process of accumulating, measuring, analyzing, interpreting, and reporting cost information useful to both internal and external groups concerned with the way in which an organization uses, accounts for, safeguards, and controls its resources to meet its objectives.
	low
	moderate
	low

	3.0
	Human Resources
	Human Resources information supports all activities associated with the recruitment and management of personnel.

	 FORMCHECKBOX 

	3.1
	HR Strategy
	Supports the development of effective human capital management strategies to ensure federal organizations are able to recruit, select, develop, train, and manage a high-quality, productive workforce in accordance with merit system principles.
	low
	low
	low

	 FORMCHECKBOX 

	3.2
	Staff Acquisition
	Establishes procedures for recruiting and selecting high-quality, productive employees with the right skills and competencies, in accordance with merit system principles.
	low
	low
	low

	 FORMCHECKBOX 

	3.3
	Organization and Position Management
	Designs, develops, and implements organizational and position structures that create a high-performance, competency-driven framework that both advances the agency mission and serves agency human capital needs.
	low
	low
	low

	 FORMCHECKBOX 

	3.4
	Compensation Management
	Designs, develops, and implements compensation programs that attract, retain and fairly compensate agency employees.
	low
	low
	low

	 FORMCHECKBOX 

	3.5
	Benefits Management
	Designs, develops, and implements benefit programs that attract, retain and support current and former agency employees.
	low
	low
	low

	 FORMCHECKBOX 

	3.6
	Employee Performance Management
	Designs, develops, and implements a comprehensive performance management approach to ensure agency employees are demonstrating competencies required of their work assignments.
	low
	low
	low

	 FORMCHECKBOX 

	3.7
	Employee Relations
	Designs, develops, and implements programs that strive to maintain an effective employer-employee relationship that balance the agency’s needs against its employees’ rights.
	low
	low
	low

	 FORMCHECKBOX 

	3.8
	Labor Relations
	Manages the relationship between the agency and its unions and bargaining units.
	low
	low
	low

	 FORMCHECKBOX 

	3.9
	Separation Management
	Conducts efficient and effective employee separation programs that assist employees in transitioning to non-Federal employment; facilitates the removal of unproductive, non-performing employees; and assists employees in transitioning to retirement.
	low
	low
	low

	 FORMCHECKBOX 

	3.10
	Human Resources Development
	Designs, develops, and implements a comprehensive employee development approach to ensure that agency employees have the right competencies and skills for current and future work assignments.
	low
	low
	low

	4.0
	Supply Chain Management
	Supply chain management information supports the purchasing, tracking, and overall management of goods and services.

	 FORMCHECKBOX 

	4.1
	Goods Acquisition
	Supports the procurement of physical goods, products, and capital assets to be used by the federal government.
	low
	low
	low

	 FORMCHECKBOX 

	4.2
	Inventory Control
	Supports the tracking of information related to procured assets and resources with regards to quantity, quality, and location.
	low
	low
	low

	 FORMCHECKBOX 

	4.3
	Logistics Management
	Supports the planning and tracking of personnel and their resources in relation to their availability and location.
	low
	low
	low

	 FORMCHECKBOX 

	4.4
	Services Acquisition
	Supports the oversight and/or management of contractors and service providers from the private sector.
	low
	low
	low

	5.0
	Information and Technology Management 
	Information and Technology Management information supports the coordination of Information Technology (IT) resources and systems required to support or enable a citizen service. Impacts to information associated with the operation of IT systems generally need to be considered even when all mission-related information processed by the system is intended to be available to the general public. The relevant issues may be different for integrity and availability than for confidentiality. Information that has been made public, by definition, requires no confidentiality protection. In contrast, integrity and availability protection cannot be maintained for copies of information that have been distributed to the public. Only by maintaining copies of information in organization-controlled information systems can integrity and availability assurance be maintained.

	 FORMCHECKBOX 

	5.1
	System Development
	Supports all activities associated with the in-house design and development of software applications.
	low
	moderate
	low

	 FORMCHECKBOX 

	5.2
	Lifecycle/Change Management
	Supports the processes that facilitate a smooth evolution, composition, and workforce transition of the design and implementation of changes to agency resources such as assets, methodologies, systems, or procedures.
	low
	moderate
	low

	 FORMCHECKBOX 

	5.3
	System Maintenance
	Supports all activities associated with the maintenance of in-house designed software applications.
	low
	moderate
	low

	 FORMCHECKBOX 

	5.4
	IT Infrastructure Maintenance
	Supports the planning, design, implementation, and maintenance of an IT Infrastructure to effectively support automated needs.
	low
	low
	low

	 FORMCHECKBOX 

	5.5
	Information Security
	Supports all functions pertaining to the securing of federal data and systems through the creation and definition of security policies, procedures, and controls covering such services as identification, authentication, and non-repudiation.
	low
	moderate
	low

	 FORMCHECKBOX 

	5.6
	Record Retention
	Supports the operations surrounding the management of the official documents and records for an agency.
	low
	low
	low

	 FORMCHECKBOX 

	5.7
	Information Management
	Supports the coordination of information collection, storage, and dissemination, and destruction as well as managing the policies, guidelines, and standards regarding Information Management.
	low
	moderate
	low

	 FORMCHECKBOX 

	5.8
	System and Network Monitoring
	Supports all activities related to the real-time monitoring of systems and networks for optimal performance.
	moderate
	moderate
	low

	 FORMCHECKBOX 

	5.9
	Information Sharing
	The BRM provided in the FEA Consolidated Reference Model Document, Version 2.3, October 2007 specifies Information Sharing as relating to any method or function, for a given business area, facilitating: data being received in a usable medium by one or more departments or agencies as provided by a separate department or agency or other entity; and data being provided, disseminated or otherwise made available or accessible by one department or agency for use by one or more separate departments or agencies, or other entities, as appropriate.
	n/a
	n/a
	n/a


1.3 Mission-Based Information

Mission-based information types are, by definition, specific to individual departments and agencies or to specific sets of departments and agencies.  NIST SP 800-60 lists several mission-based information types; however, the only area that relates to USPTO’s mission is the Economic Development category.  Table 1-3 selectively lists the Economic Development category of information. 
Table 1‑3:  Mission-Based Information

	Security Categorization of Mission-Based Information

	Category
	Description
	Security Objective

	
	
	Confidentiality
	Integrity
	Availability

	1.0
	Economic Development
	Economic Development includes the activities required to promote commercial/industrial development and to regulate the American financial industry to protect investors. It also includes the management and control of the domestic economy and the money supply, and the protection of intellectual property and innovation. 

	 FORMCHECKBOX 

	1.1
	Business and Industry Development
	Business/industry development supports activities related to the creation of economic and business opportunities and stimulus, and the promotion of financial and economic stability for corporations and citizens involved in different types of business.
	low
	low
	low

	 FORMCHECKBOX 

	1.2
	Intellectual Property Protection
	Intellectual Property Protection involves law enforcement activities involving the enforcement of intellectual property including inventions; literary and artistic works; and symbols, names, images, and designs used in commerce.
	low
	low
	low

	 FORMCHECKBOX 

	1.3
	Financial Sector Oversight
	Financial Sector Oversight involves the regulation of private sector firms and markets (stock exchanges, corporations, etc.) to protect investors from fraud, monopolies, and illegal behavior. This also includes deposit protection.
	MODERATE
	low
	low

	 FORMCHECKBOX 

	1.4
	Industry Sector Income Stabilization
	Industry Sector Income Stabilization involves all programs and activities devoted to assisting adversely impacted industrial sectors (farming, commercial transportation, etc.) to ensure the continued availability of their services for the American public and the long-term economic stability of these sectors.
	MODERATE
	low
	low

	2.0
	Health
	Public Health involves Federal programs and activities charged with ensuring and providing for the health and well being of the public.

	 FORMCHECKBOX 

	2.1
	Health Care Research and 

Practitioner Education
	Health Care Research and Practitioner Education fosters advancement in health discovery and knowledge.
	low
	low
	low

	3.0
	General Sciences and 

Innovation
	General Sciences and Innovation includes general research and technology programs, space exploration activities, and other research and technology programs that have diverse goals and cannot be readily classified into another mission area or information type.

	 FORMCHECKBOX 

	3.1
	Scientific and Technological Research and Innovation
	Scientific and Technological Research and Innovation includes all federal activities whose goal is the creation of new scientific and/or technological knowledge as a goal in itself.
	low
	low
	low

	 FORMCHECKBOX 

	3.2
	Space Exploration and Innovation
	Space Exploration and Innovation includes all activities devoted to innovations directed at human and robotic space flight and the development and operation of space launch and transportation systems, and the general research and exploration of outer space.
	low
	Moderate
	low


2 System Security Categorization Approval
In Table 2-1, provide a summary of the information types that apply based on the selections identified in the FIPS 199 assessment.
Table 2‑1:  FIPS 199 Security Categorization Summary

	Information Type Name
	Security Objective
	Rationale for Selecting or Adjusting Security Categorization Levels

	
	Confidentiality
	Integrity
	Availability
	

	
	
	
	
	

	
	
	
	
	


Provide the overall impact rating (i.e., the high water mark) for each security objective:

Confidentially = [Select: LOW, MODERATE or HIGH]
Integrity = [Select: LOW, MODERATE or HIGH]
Availability = [Select: LOW, MODERATE or HIGH]
Based on the above information, the System Impact Level for the [System Name] is: [Select: Low, Moderate, or High].
I, [Insert Name], approve the System Impact Level selected for the [System Name].  Changes to the data processed, stored and transmitted by the information system will require a review and update to the Security Categorization.
[Insert Name]













Date 
[Organization Title], [Organization],

System Owner for the [System Name] System
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