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1 Introduction
The Office of Management and Budget (OMB) Memorandum 04-04, E-Authentication Guidance for Federal Agencies, requires agencies to review new and existing electronic transactions to ensure that authentication processes provide the appropriate level of assurance.  

1.1 Purpose
The purpose of this questionnaire is to determine whether the [SYSTEM NAME] is required to conduct an E-Authentication Assessment (E-AA).  

The information contained in this document was developed from four sources:

1.
Public Law 107-347, E-Government Act of 2002,, 44 U.S.C. Ch 36), December 2002.

2.
OMB M-04-04, E-Authentication Guidelines for Federal Agencies, December 2003.

3.
National Institute of Standards and Technologies (NIST) Special Publication (SP) 800-63 Revision 1, Electronic Authentication Guideline (DRAFT), February 2008.

4.
OMB, E-Authentication Ramp Up Data and Risk Assessment Capture Memorandum, October 2005.

The above reference documents provide detailed information on the requirements for Federal agencies.

1.2  Applicability
All USPTO Automated Information Systems (AISs), including those managed by contractor organizations, are required to have a completed E-RA.
2 E-Authentication Assessment Questionnaire
System Name: 

Date of Assessment:  

Name of Assessor(s): 

Answer the following questions:

Do human users (does not include servers or other network components) access the system from the Internet to conduct government business electronically?

	 FORMCHECKBOX 

	YES

	 FORMCHECKBOX 

	NO


Can the human users be public users and not limited to government employees or partners of the government?

	 FORMCHECKBOX 

	YES

	 FORMCHECKBOX 

	NO


Does the system require these human users to authenticate to the system before access is granted?  Authentication focuses on confirming a person’s identity, based on the reliability of his or her credentials (i.e. username/password).

	 FORMCHECKBOX 

	YES

	 FORMCHECKBOX 

	NO


3 Questionnaire Results Conclusion
If you answered ‘No’ to ANY of the three (3) questions, then the system is not required to conduct an E-RA and does not require any additional steps to be taken.

If you answered ‘Yes’ to ALL three (3) questions, the responsible organization must conduct an E-RA using the E-RA Tool available in the Resources & Tools section on the E-Gov website. 
It is recommended that the organization refer to the e-Auth assessment Tool Activity Guide before using the E-RA tool.  The activity guide is available on the e-Gov Web site.
   This questionnaire must be provided as part of the system’s Risk Assessment documentation and maintained as part of the Certification and Accreditation package (C&A) for each system.     









� The e-Authentication Assessment tool can be downloaded from the e-Gov Web site:  http://www.cio.gov/eauthentication/drilldown_ea.cfm?action=ea_era
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