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2Table 1: Tool Summary




1 introduction
1.1 Purpose

The purpose of this coding standard is to provide guidance to the United States Patent and Trademark Office (USPTO) application-development teams that use technologies addressed by this standard.  By following this standard, teams will produce application code that is consistent, readable, maintainable, and, to the extent possible, compliant with industry best practices and conventions.

1.2 Scope

All USPTO application development teams developing new or modifying existing code must follow this standard, whether the developers are USPTO employees or not, and regardless of where the application is developed or where it will be hosted.

This standard does not address areas that are covered by other technology-independent standards, such as user interface behavior, language (coding) standards or inter-technology standards, such as interoperability standards.

It is specifically not required that:

· Existing baseline code be retrofitted to comply with this standard unless it is modified.
· Third-party primary product source lines comply with this standard.
· Industry standard interfaces be ‘shoehorned’ into complying with this standard.

1.3 Exceptions

Exceptions to this standard must be approved in advance, in writing, by the Information Systems Technical Working Group (IS-TWG).

2 Software Development Guidelines
This document contains required practices that will be enforced through the System Development Lifecycle (SDLC) processes.  The purpose of these standards is to improve application performance, security, and maintainability of software developed by or for the United States Patent and Trademark Office (USPTO).
2.1 Software and Equipment Requirements
2.1.1 Development Tools

All development is required to use USPTO provided Configuration Management tools. USPTO shall provide all necessary tools all of which are contained within the Rational Suite of Products.  Supplemental tools may be used as defined in the Technical Reference Model (TRM). Legacy projects may require tools that are not listed below. Approval use of these for these projects shall be performed on a case by case basis.
Table 1: Tool Summary
	Equipment/Software
	Vendor
	Version
	Comment

	Rational RequisitePro
	IBM 
	
	Requirements

	Rational Software Architect (RSA
	IBM
	
	Architecture and Design

	Rational Application Developer (RAD)
	IBM
	
	Design and Development

	Rational Data Architecture
	IBM
	
	Architecture and Design

	Rational Software Modeler (RSM)
	IBM
	
	Architecture and Design

	Rational Asset Manager (IRAM)
	IBM
	
	Architecture and Design

	Rational Build Forge
	IBM
	
	Development and Release Management

	Rational ClearCase (CC)
	IBM
	
	CM Repository

	Rational ClearQuest (CQ)
	IBM
	
	Change Management and Defect Tracing

	Rational ClearQuest  Test Manager/JUnit
	IBM/Open Source
	
	Functional and Unit Testing

	Microsoft Visual Studio
	Microsoft
	
	Plugin is available for Rational IDE

	Microsoft Visual Studio 6 for VB6 development, and Visual Studio 2005 and/or 2008
	Microsoft
	
	

	TBD (Purify, PMD, FindBugs)
	
	
	Code Checker

	Other
	
	
	As Requested and approved


2.1.2 Development Equipment
TBD.  
2.2 Process and Procedures
The USPTO standards for documentation required for this task are defined in the OCIO Systems Development Life Cycle (SDLC v3.) USPTO standards for hardware and software are defined in the Technical reference Model (TRM.) The use of new technology must be presented to and approved by the Enterprise Architecture Governance Board (EAGB). All Development shall follow the USPTO CM Policies as well as USPTO standards. Standards and guidelines shall be placed on the USPTO Intranet sight located as follows:

  http://ptoweb.uspto.gov/ptointranet/cisd/cio/standards_practices/standards_practices.html
2.2.1 Methodology

All software development shall adhere to the waterfall methodology unless approval has been approved by the OCIO USPTO for use of another development methodology.
2.3 Development
2.3.1 Planning and Analysis, Requirements

All software must comply with System and non-functional requirements including the ability to exist in a virtual environment. 

Review is needed for the requirements to ensure that they are “buildable” and testable and are complete for development. 

All software must comply with Enterprise Architecture and Application and Data Architecture Divisions. All new technology must be presented and approved by the EAGB prior to development.

2.3.2 Documentation and Reviews
The following documentation shall be delivered through out the life cycle. All deliverables required shall be reviewed by USPTO staff and must be approved prior to progression to the next step in the software development process. This category includes all written deliverables required by any Task Order Statement. The USPTO will conduct formal reviews of these documents and the contractor must address all issues raised unless explicitly waived by the USPTO. A plan to mitigate any major issues found during review may be requested.
2.3.2.1 Software Architecture

The developer shall follow all architectures presented by USPTO. If the USPTO does not provide an architecture, the developer may be required to create or update the Solution Architecture Document (SAD).  This document shall be reviewed by USPTO. A version shall be accepted by the USPTO before the start of engineering efforts, unless otherwise waived by the USPTO. 

Changes in the design shall require throughout the development cycle.
2.3.2.2 Software Services and Reuse

TBD
2.3.2.3 Software Design

This design document is based on the Solution Design Document (SDD) Template and shall be written or updated before source code changes. The design document must outline the design and/or engineering approach for each deliverable. This document shall be reviewed by USPTO. A version shall be accepted by the USPTO before the start of engineering efforts, unless otherwise waived by the USPTO. 

Changes in the design shall require updates to the documentation throughout the development cycle.

2.3.2.4 Test Cases
Test Cases and their derivatives (results, remarks, etc) shall be documented and stored in the USPTO designed Configuration Management Repository. These test cases include a set of conditions or variables that a tester shall use to determine whether software is working correctly or whether it is not.
Test cases shall be reviewed by USPTO and shall also be integrated into an appropriate SDLC artifact. Test cases shall, minimally, include the following:

•
Test case description,

•
Test steps,

•
Expected results (pass/fail criteria),

•
Actual results from test, and

•
Remarks.

As mentioned above, all information relating to test cases shall be stored in a USPTO CM Repository. This includes the test cases themselves along with the items indicated in the above bullet list. Test cases shall be tied to requirements as specified by USPTO either in an explicit requirements document, work request form, or other USPTO designed mechanism for distribution of requirements for projects under this task order statement.

2.3.2.5 Test Results

All test results shall be documented based on the written and approved test plan. For any tests that fail, documentation describing the failure and the fix in detail shall be provided. All failed tests shall be fixed before accepted delivery of the software. The USPTO may waive specific fixes based on an Internal rating process (bug triage.) Waivers shall be granted, in writing, by the appropriate USPTO staff. 

2.3.2.6 CM and Builds

All development shall follow the USPTO CM Policies and Procedures. CM Plans shall be delivered as part of SDLC and updated through out the development cycle for any changes. The software shall be integrated into the automation tools.
2.3.2.7 Release Notes
Release Notes shall be completed with the final delivery. Release notes are required with each deliverable. The release notes shall provide details about the delivered software and those details shall address design elements from prerelease design documentation such as the SDD and UIDD. The purpose of release notes is to validate that the contractor has delivered the expected software and to provide details useful to USPTO to properly deploy and test the software. Some of these details may be beneficial to the USPTO help desk and the security group.

2.3.2.8 Other Written Deliverables
Additional documentation may be required based on the specific project or Task Order. This can include but is not limited to User Documentation, Training Documentation, Operation’s Documentation.
2.3.3 Implementation, Unit Test and Code Review
2.3.3.1 Code Drops and Freezes

The development team shall identify activities that lead to targeted drops of code throughout the development life cycle.  Key deliverables may be delivered to test and the CM Tree frozen from further development until the bugs are fixed. A Code Freeze is a point in time, in the development process, that the rules for making changes to that code become stricter denotes the end the development iteration by reducing the scale or frequency of changes in preparation for meeting release dates. Updates to software, while in code freeze, are to fix bugs designated as critical during bug triage. All changes made, during code freeze, shall be peer reviewed by a Senior Member of the engineering team and/or by a USPTO or designate.
2.3.3.2 Database

All development shall follow the USPTO Data Architecture recommendations for Database development and integration.
2.3.3.3 Strings
TBD
2.3.3.4 Passwords

TBD
2.3.3.5 Technical Logging

The developer shall add logging at strategic points in their software modules when the technology is available. Logging shall contain error messages, unexpected condition information, tracing data and other information deemed appropriate by the USPTO and/or the contractor. Logging shall contain the ability to be turned on or off. Appropriate implementation of logging shall be verified during software reviews and shall require modifications if deemed necessary by the USPTO. Specifics shall be provided in the SDD. The developer shall adhere to guidelines for the data format for logging and security guidelines for both the protection and integrity of USPTO software systems and for the privacy of those using USPTO systems.

The developer shall also list and document all messages displayed in logs, such that administrators have the necessary information to troubleshoot and make corrections as necessary.
2.3.3.6 Error Messages

The developer shall document all error messages. This includes error messages displayed to software users and administrators. Each error messages shall be described in detail. The target audiences are software users and the USPTO help desk.
2.3.4 Unit Testing
The developer shall perform unit testing on all software before the delivery to the test team. All  unit testing shall be integrated to run automatically within the USPTO CM tools. Unit test cases shall be updated if necessary when bugs are found in the code. 
2.3.5 Code Review

All software delivered by the contractor shall undergo a code review prior to acceptance by the USPTO. A code review is a systematic examination of computer source code. This examination is intended to find and fix coding mistakes that occurred during development. A code review is one of many steps to improve the quality of software and to identify areas of improvement in the skill level of software engineers assigned to USPTO development tasks.
Results of the code reviews shall be reviewed by the development team and shall reply, in writing, with plans to address each issue. USPTO shall review the written plan and the USPTO shall provide the final and accepted course of action for each issue.
2.3.6 Test Support

The developer will fix bugs as assigned by the bug triage. These bug triage meetings are scheduled by the USPTO assigned Project Manager and are designed to review each new bug to determine its categorization. The team, performing the scrub, shall rate each bug to determine the order of priority required for bug fixes. This team may deem bugs as stoppers -- meaning that the software will not be released until stopper bugs are fixed. USPTO may allow software to be deployed with bugs that are not rated as stoppers.

2.3.7 Deployment
TBD
2.3.8 Production Support

TBD
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