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1 INTRODUCTION

This section contains supporting information for Certification of the United States Patent and Trademark Office (USPTO) [System Name] [Unique ID].  The Certification process presents the Authorizing Official (AO) with a verified measurement of the extent to which the security controls are implemented correctly, operating as intended, and producing the desired outcome with respect to meeting the security requirements for the [System Acronym].  Based on the review of the certification package, the AO can make an informed, risk-based decision and has the authority to allow one of the following:

(1) Grant an Authority To Operate (ATO) for a period of three years,
(2) Grant an Interim Authority To Operate (IATO) for a specified time period until risks are remediated, or

(3) Deny or terminate operation of the system until its risk can be remediated to an acceptable level.  
1.1 Scope
The Certification and Accreditation (C&A) boundary for [System Acronym] comprises multiple components.  Certification testing on the [System Acronym] was conducted utilizing multiple assessment methods and tools, reference the [System Acronym] Certification Test Plan [insert version #].  System documentation was gathered and reviewed to obtain an accurate representation of the information system security controls, policies, and procedures that pertain to [System Acronym].  In conjunction with documentation review, interviews were conducted with the System Owner and System Development Leads (SDLs) to assess National Institute of Standards and Technology (NIST) Special Publication (SP) 800-53 Rev. 1, December 2006, security controls.  This security assessment was conducted from [Date] to [Date].
1.2 Security Assessment Methodology
Office of Management and Budget (OMB) Circular A-130, Appendix III Security of Federal Automated Information Resources, the Federal Information Security Management Act (FISMA), and the Department of Commerce (DOC) Information Technology (IT) Program Policy and Minimum Implementation Standards, June 30, 2005 guidance was used for performing this security assessment.  The [SYSTEM Acronym] security control review was performed in accordance with the NIST SP 800-37, Guide for the Security Certification and Accreditation of Federal Information Systems to determine the extent that security controls for [SYSTEM Acronym] satisfy the requirements of Federal Information Processing Standards (FIPS) 200, Minimum Security Requirements for Federal Information and Information Systems.

NIST SP 800-53 Rev. 1, December 2006, was used to determine the controls that were applicable to [System Acronym].  NIST SP 500-53a (version) procedures were used to assess the effectiveness of the selected controls. 
The Certification Team conducted three main tasks:

1. Developed and executed the Certification Test Plan (CTP) including

a. Performing system scans

b. Reviewing existing system documentation

c. Interviewing USPTO IT security and technical personnel

2. Conducted vulnerability analysis

3. Performed risk assessment

Vulnerability analysis and risk assessment of the scanning results were performed at two levels.  The assessment team performed the initial review to eliminate false positives and provide the initial analysis and risk rating for the remaining vulnerabilities.  The remediation team performed a second review of the identified findings with the assistance of [System Acronym] system administrators, database administrators, and application developers to address additional findings which do not apply to the [System Acronym] as it is configured within the USPTO environment.

[Provide a brief explanation of how the certification testing was performed and results included in the C&A process].
1.3 Assumptions and Constraints

The following assumptions and constraints apply to the development of this SAR:

[Provide list of assumptions while creating this SAR – examples are provided below and must be edited based on the system.  The information below is just an example; this section MUST be modified depending on the system being evaluated because some of the examples below DO NOT APPLY to every system]
· Same versions of the software components and consistent system configurations are maintained for the system for all locations.

· The accreditation boundaries described in the System Boundary document and SSP are accurate and complete.

· The interviews and questionnaires of key personnel are current, accurate and complete. 

· The system/application is presently in the operational phase of its SDLC.  

· DISA Gold Disk V2.02., Retina 5.2.21 Network Security Scanner3 and Nessus 3.0 tools were used to conduct the security testing.
· All key stakeholders of the system were involved with the risk assessment process
· Remediation activities were conducted to reduce or eliminate system risk prior to the creation of the final Risk Assessment Report

· An accurate list of all remaining vulnerabilities is tracked in the system’s POA&M
· The source information presented in this document was provided by the personnel or organization who provided related system information, and is accurate.

2 SYSTEM DESCRIPTION

[INSERT SUMMARY OF SYSTEM DESCRIPTION FROM SYSTEM BOUNDARY DOCUMENT]
3 SECURITY ASSESSMENT RESULTS 
A total of [Insert exact #] weaknesses were identified during the testing phase for [SYSTEM Acronym].  Weaknesses were found through the evaluation of [#] Management, [#] Operational and [#] Technical security controls identified in NIST SP 800-53a (version).  Weaknesses were also identified using [#] automated tools as documented in the [System Acronym] Security Requirements Traceability Matrix (SRTM) and Assessment Workbook [version] [date].  

Table 3-1 reports the number of system-specific High findings by source.

Table 3‑1: Vulnerabilities by Source and High Risk Level

	High Findings

	Source
	Initial Findings
	Remediated
	Total Remaining

	NIST 800-53a (version) Assessment
	 
	 
	 

	Automated Results
	 
	 
	 

	Total
	 
	 
	 


Table 3-2 reports the number of system-specific Moderate findings by source.

Table 3‑2: Vulnerabilities by Source and Moderate Risk Level
	Moderate Findings

	Source
	Initial Findings
	Remediated
	Total Remaining

	NIST 800-53a (version) Assessment
	 
	 
	 

	Automated Results
	 
	 
	 

	Total
	 
	 
	 


Table 3-3 reports the number of system-specific Low findings by source.

Table 3‑3: Vulnerabilities by Source and Low Risk Level
	Low Findings

	Source
	Initial Findings
	Remediated
	Total Remaining

	NIST 800-53a (version) Assessment
	 
	 
	 

	Automated Results
	 
	 
	 

	Total
	 
	 
	 


3.1 Automated Scan Results

[In this section, provide a summary of the automated scan results findings]
4 Remediation Activities
When the results of the certification tests were provided to the Remediation Team, the team’s initial activity was to review and prioritize each weakness identified for [System Acronym].  The team then identified and closed vulnerabilities which did not apply to [System Acronym] as it is configured and hosted by the USPTO Infrastructure.  The justification for closing these findings is documented in the system’s remediation spreadsheet.  With the support of the System Owner, the database and system administrators, and application support staff, a Corrective Action Plan (CAP) was developed to identify findings that could be corrected immediately and to schedule the remaining findings with a Plan of Action and Milestones (POA&M). There are three stages of remediation.  The stages and status is as follows:

Stage 1 – Analysis of reported weaknesses
Stage 2 – Generation of a Corrective Action Plan to address each weakness
Stage 3 – Closure of findings and creation of POA&M for remaining items of risk
High risk findings were scheduled for immediate correction.  Immediate correction of moderate risk findings is preferred, but near term scheduling was accepted for funding or complex implementation issues. Due to the minimal impact of Low vulnerabilities, the remediation team prioritized each of these weaknesses in coordination with the SO and SDL’s and scheduled remediation activities as part of routine system maintenance.
For those findings that required a more complex corrective action, the SO, SDLs, and System Administrators collaborated in the development of a CAP and POA&M.  The USPTO change management process provides an audit trail for the corrective actions that occur during remediation activities. 
The system’s RAR and SSP were updated to reflect weaknesses that were remediated prior to the presentation of the final C&A package to the AO.  The remediation team continues to track and report the status of correction activities for the POA&M items on a periodic basis after the presentation of the final C&A package to the AO.
[Include any additional factors that played a role in the remediation process and a description of how the factor affected the process.]

5 Statement of Residual Risk 

[Insert #] POA&Ms have been opened at the system level for the <System Acronym> for remaining weaknesses that could not be corrected prior to the presentation of the C&A package to the AO.  The POA&M and remaining risks are provided in the table below:
· Control Mapping – NIST SP 800-53 Rev. 1 control family and control name

· Number of Occurrences by Assessment Procedure – total number of assessment procedures that failed for the particular control family to include enhancements.
· Vulnerability – description of the weakness noted on the information system

· Risk Description – high level description of the impact and risk involved with that particular vulnerability based on the  threat and impact

· Risk Rating – High, Moderate or Low as identified in the Risk Assessment Report for that particular weakness.

· POA&M – number assigned to track the weakness

· Scheduled completion date – date of anticipated remediation

Table 5‑1: Remaining Risks indentified for <System Acronym>
	Control Mapping
	Number of Occurrences by Assessment Procedure
	Vulnerability
	Risk Description
	Risk Rating
	POA&M
	Scheduled Completion Date

	AC-1 Access Control Policy and Procedures
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	


5.1 Risk Based Decision
During the remediation process, it was determined by the SO that the cost of correction for certain vulnerabilities exceeded the incurred risk for the system.  These risks are considered tolerable by the system owner and do not present a significant risk to any individual, organization or USPTO assets.  These risks are documented in the table below: 

· Control Mapping – NIST 800-53 Rev. 1 control family and control name

· Number of Occurrences by Assessment Procedure – total number of assessment procedures that failed for the particular control family to include enhancements
· Vulnerability – description of the weakness noted on the information system

· Risk Description – high level description of the impact and risk involved with that particular vulnerability based on the threat and impact

· Justification/Compensating Control – justification for why the risk is tolerable an what compensating controls have been implemented to reduce the risk to an acceptable level

· Residual Risk Rating – High, Moderate or Low as identified in the Risk Assessment Report for that particular weakness

Table 5‑2: Accepted Risks indentified for <System Acronym>
	Control Mapping
	Number of Occurrences by Assessment Procedure
	Vulnerability
	Risk Description
	Justification/ Compensating Control
	Residual Risk Rating

	AC-1 Access Control Policy and Procedures
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


5.2 Inherited Common Controls 

Multiple findings apply to USPTO Common Controls and provide an overview of the risks associated with the security and/or system development programs at USPTO.  These findings are transferred to the appropriate program with a status of Residual Program Risk.  Although there is a residual risk associated with these vulnerabilities, the resolution of the findings is beyond the direct control of the SO.  POA&Ms have been created to identify and track these program-level issues on an on-going basis.  Remediation efforts to correct the Common control weaknesses serve to eliminate risk at the enterprise level and to increase the maturity of the overall USPTO IT Security Program.

The combination of the system-specific findings and Common Control findings represent the overall risk associated with the [System Acronym]
[Insert exact #] findings have been reported by the Common Controls assessment.  The applicable POA&M, project/action, cited Common Control(s) and number of findings (by source) for each are listed in the table below
· Control Mapping – NIST 800-53 Rev 1 control family and control name

· Number of Occurrences by Assessment Procedure – total number of assessment procedures that failed for the particular control family to include enhancements
· Vulnerability – description of the weakness noted by the Common Control owner

· Risk Description – high level description of the impact and risk involved with that particular vulnerability based on the threat and impact

· Risk Rating – High, Moderate or Low as identified in the Risk Assessment Report for that particular weakness

· POA&M – number assigned to track the weakness
· Scheduled completion date – date of anticipated remediation

Figure 5‑3:  Common Controls POA&M Based Security Program Improvements
	Control Mapping
	Number of Occurrences by Assessment Procedure
	Vulnerability
	Risk Description
	Risk Rating
	POA&M
	Scheduled Completion Date

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	


6 SUMMARY

Based upon a review of the findings, the residual risks, CAP, and POA&M, I rate the current overall risk for the operation of the [SYSTEM Name] as [Low/Moderate/High].  
The POA&M describes the corrective measures that have been implemented or are planned to address any deficiencies in the security controls for the information system and to reduce or eliminate known vulnerabilities. 

After assessing the results of the security assessment, it is my opinion as the Certifying Official that an [Acceptable level or Unacceptable level] of risk to the agency exists and that the system [should or should not] be accredited.  This Security Assessment Report and my Certification Statement provide the basis for that recommendation.

Rod Turk, Certifying Official  




Date

[Insert Name], System Owner




Date
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