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Executive Summary

Introduction

This Risk Assessment Report (RAR) presents the results of the risk assessment conducted for the U.S. Patent and Trademark Office (USPTO) <System Name>. This report documents the vulnerabilities discovered during security assessment activities and provides an assessment of the risks associated with the possible exploitation of those vulnerabilities. Furthermore, it evaluates existing countermeasures and provides recommendations for cost-effective solutions that would eliminate or minimize the effects of the identified risks for the <System Acronym> system. 

Authorization

The Office of the Chief Information Officer (OCIO) has authorized a Risk Assessment for the <System Acronym> system.  

Background

The Federal Information Security Management Act 2002 (FISMA) and the Office of Management and Budget (OMB) Circular A-130 state that agencies must implement and maintain a program to ensure that adequate security is provided for all agency information collected, processed, transmitted, stored, disseminated and destroyed. Adequate security is defined as security commensurate with the risk and magnitude of harm resulting from the loss, misuse, unauthorized access to, or modification of information.

System Description

[System Acronym] is a [mission-critical or business essential] system with a FIPS 199 [Low, Moderate, or High] security categorization. 

[Describe the system’s purpose, including main functions and services that the system provides].   

Detailed descriptions of the system and its subcomponents can be found in Section 2 of this document.
Note:  The following regulation was utilized for this certification effort:

NIST SP 800-53, Rev. 1, Recommended Security Controls for Federal Information Systems, December 2006.
Risk Summary

This risk assessment follows the guidance from the National Institute of Standards and Technology (NIST) provided in Special Publication 800-30, Risk Management Guide for Information Technology Systems.  Data supporting this risk assessment is drawn from a review of agency and system documents, interviews, certification testing, and automated vulnerability scans.

This risk assessment concludes that identified threats may be able to exploit known system vulnerabilities and impact the <System Acronym> in a total of <#> findings, as listed in the table below:

Table 1‑1:  Total Findings by Risk Rating
	Total Findings by Risk Rating

	Class
	High
	Medium
	Low
	Total

	Management
	
	
	
	

	Operational
	
	
	
	

	Technical
	
	
	
	

	Automated [Automated Tools]
	
	
	
	

	Automated (SRR Scripts)
	
	
	
	

	Total
	
	
	
	


The Certification and Accreditation (C&A) team evaluated the Management, Operational, and Technical security controls of the [System Acronym] in accordance with NIST SP 800-53(A) Second Public Draft (SPD).  Additionally, automated vulnerability scans were conducted on the system using [Identify Tools] scans. 

These activities resulted in the recognition of {#} Management findings, {#} Operational findings, and {#} Technical findings.  An additional {#} Automated Scan findings were identified.  Of the total findings, {#} are considered High, {#} are considered Moderate and {#} are considered Low. 

All findings require a Plan of Action and Milestones (POA&M).  Please see the Security Assessment Report (SAR) for a complete list of findings and their associated POA&Ms.  Refer to the [System Acronym] Security Requirements Traceability Matrix (SRTM) and Assessment Workbook [Date], located in the ‘Artifacts’ folder of the C&A package, for detailed information regarding automated-scan results.  Low vulnerabilities identified by the automated scans are reported per device and grouped together as one line item in the SRTM and Assessment Workbook.  Refer to the automated scan results for details on these Low risk findings.

A high-level description of the findings identified during this risk assessment is provided below.  

High-Risk Findings:

[Briefly discuss each control family having vulnerabilities that were rated at High risk—include the rationale for how the likelihood and impact ratings were determined.  Also discuss any High-risk findings from automated scans.]

 Moderate-Risk Findings:
[Briefly discuss each control family having vulnerabilities that were rated at Moderate risk—include the rationale for how the likelihood and impact ratings were determined.  Also discuss any Moderate-risk findings from automated scans.]
 Low-Risk Findings:

[Briefly discuss each control family having vulnerabilities that were rated at Low risk—include the rationale for how the likelihood and impact ratings were determined.  Also discuss any Low-risk findings from automated scans at a high level.]
 Recommendations

In order to achieve an Authority to Operate (ATO), all High and Moderate risk findings must be remediated immediately.  Based on the identified risks to <System Acronym>, it is recommended that efforts to properly implement the recommended countermeasures for the information system be in accordance with NIST SP 800-53 Revision 1.  The remediation process requires a coordinated effort between various groups within the agency. Some controls must be implemented at the application level while others are controlled by infrastructure support groups. Additionally, USPTO upper management approval and support is required in order to effectively communicate organizational policies and procedures pertaining to information security. 

The most significant area of concern for the [System Acronym] system is the lack of implementation of controls in the area of [insert control families that were affected by High and Moderate-risk findings].  

[Briefly describe recommended mitigating strategy/actions].
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1 Introduction

This Risk Assessment Report (RAR) presents the results of the risk assessment conducted for the U.S. Patent and Trademark Office (USPTO) <System Name>. This report documents the vulnerabilities discovered during the certification testing and provides an assessment of the risks associated with possible exploitation of those vulnerabilities.  If exploited, these vulnerabilities could result in unauthorized disclosure or modification of USPTO information and denial of service or access to data by unauthorized users.  Furthermore, this RAR evaluates existing countermeasures and provides recommendations for cost-effective solutions that would eliminate or minimize the effects of the identified risks for the <System Acronym> system. 

1.1 Purpose

This RAR describes the <System Acronym> operating environment, describes findings regarding system weaknesses, and provides recommendations for mitigating security risks.  This Risk Assessment was completed in support of the Certification and Accreditation (C&A) of <System Acronym>.  The Risk Assessment  provides a basis on which the <System Acronym> Certification Authority (CA) and the Authorizing Official (AO) can make an informed risk-based decision of whether <System Acronym> will be: (1) Certified and Accredited (approved to operate with acceptable residual risk); (2) Given Interim Authority to Operate (IATO) for a period not to exceed one year, during which time recommended countermeasures can and will be implemented; or (3) Not approved for operation until identified risks have been mitigated.

1.2 Scope of Risk Assessment

This Risk Assessment is a snapshot of the <System Acronym> system as of the conclusion of the data collection phase of the risk assessment process.  Refer to the <System Acronym> System Boundary document for the applications and components that are within the scope of this Risk Assessment.

2 SYSTEM CHARACTERIZATION

2.1 System Description

[System Acronym] is a [mission-critical or business essential] system with a FIPS 199 [Low, Moderate, or High] security categorization as described in Section 1 of the [System Acronym] System Security Plan.   Based on the security categorization, the [System Acronym] system is categorized as a [Major Application or General Support System] requiring [Low, Moderate, High] baseline security controls.  
[Describe the system’s purpose, including main functions and services that the system provides.]   
Refer to Section 1 of the [System Name] System Security Plan for details on the [System Acronym] applications, information flow, users, hardware and software components, locations, system architecture, system interconnections, and information types.

3 Risk Assessment approach

3.1 Project Participants

Table 3‑1: Risk Assessment Participants

	Role
	Name
	Address
	Phone
	Email

	System Owner
	
	
	
	

	System Development Leads (SDL):
[System Acronym] 
	
	
	
	

	Information System Security Officer (ISSO)
	
	
	
	

	Information Technology and Security Policy Division (ITSPD)
	
	
	
	

	C&A Team Member
	
	
	
	

	C&A Team Member
	
	
	
	


3.2 Information Gathering Techniques

In support of this Risk Assessment, the certification team conducted the following data gathering activities: 

· Reviewed agency and system documents

· Interviewed key system personnel
· Existing controls were verified and validated for compliance using NIST SP 800-53A (Second Public Draft (SPD)) for Moderate baseline controls and system-specific test procedures.

· Conducted vulnerability scans against the [System Acronym] server devices using ISS and Nessus tools.
·  Performed on-site inspections and conducted interviews with key personnel 

3.3 Threat Identification and Analysis

A key part of the threat analysis is determining the threat actions associated with each threat-source. These factors govern the probability and impact of a given threat-source to exploit vulnerabilities. Table 3-3 contains all potential threat-sources that could cause harm to the <System Acronym> and its processing environment.  
3.4 Likelihood Determination

For each vulnerability identified, the probability that a threat-source would be able to exploit it was determined using the criteria presented in the Tables 3-2 and 3-3 below.
Table 3‑2: Likelihood of Threat Occurrence

	Likelihood Rating
	Threat Description

	High (1.0)
	The threat-source is in place, highly motivated and sufficiently capable. There are NO countermeasures to prevent the threat from being exploited. 

	Moderate (0.5)
	The threat-source exists, but countermeasures are in place that will impede successful exercise of the vulnerability, or the threat-source lacks motivation or is only marginally capable of carrying out the threat.

	Low (0.1)
	The threat-source lacks motivation or capability, security controls are in place to prevent successful exploitation of the threat, or significantly impede threat capability.


Table 3‑3: Threat Likelihood, Human Threats, Threat-Source, Motivation, and Threat Actions

	Threat Types
	Motivation For Threat
	Threat Action

	Intentional and Unintentional Human Threats

	Hacker, cracker
	Challenge 

Ego Rebellion
	· Hacking

· Social engineering

· System intrusion, break-ins

· Unauthorized system access

	
	Destruction of information
	· Computer crime (e.g., cyber stalking) 

	Computer Criminal
	Illegal information disclosure Monetary gain
	· Fraudulent act (e.g., replay, impersonation, interception)

· Information bribery

	
	Unauthorized data alteration
	· Spoofing

· System intrusion

	Terrorist 
	Blackmail 

Destruction 

Exploitation Revenge
	· Bomb/Terrorism

· Information warfare

· System attack (e.g., distributed denial of service)

· System penetration

· System tampering

	Industrial Espionage (companies, foreign governments, other government interests) 
	Competitive advantage 

Economic espionage
	· Economic exploitation

· Information theft

· Intrusion on personal privacy

· Social engineering

· System penetration

· Unauthorized system access (access to classified, proprietary, and/or technology-related information)

	Poorly Trained Employee 
	Unintentional errors and omissions (e.g., data entry error, programming error)
	· Incorrect information

· Computer abuse

· Input of falsified, corrupted data

· Malicious code (e.g., virus, logic bomb, Trojan horse)



	Disgruntled Employee
	Curiosity 

Ego 

Intelligence

Monetary gain 

Revenge 

Unintentional errors and omissions (e.g., data entry error, programming error)
	· Assault on an employee

· Blackmail

· Browsing of proprietary information

· Computer abuse

· Fraud and theft

· Information bribery

· Input of falsified, corrupted data

· Interception

· Malicious code (e.g., virus, logic bomb, Trojan horse)

· Sale of personal information

· System bugs

· System intrusion

· Unauthorized system access sabotage

	Negligent Employee
	Curiosity

Unintentional errors and omissions (e.g., data entry error, programming error)
	· Browsing of proprietary information

· Computer abuse

· Input of falsified, corrupted data

· Malicious code (e.g., virus, logic bomb, Trojan horse)

· Unauthorized system access sabotage

	Dishonest Employee
	Curiosity 

Ego 

Intelligence

Monetary gain 

Revenge 

Unintentional errors and omissions (e.g., data entry error, programming error)
	· Assault on an employee

· Blackmail

· Browsing of proprietary information

· Computer abuse

· Fraud and theft

· Information bribery

· Input of falsified, corrupted data

· Interception

· Malicious code (e.g., virus, logic bomb, Trojan horse)

· Sale of personal information

· System bugs

· System intrusion

· System Unauthorized system access sabotage

	Terminated Employee
	Ego 

Intelligence

Monetary gain 

Revenge 


	· Assault on an employee

· Blackmail

· Browsing of proprietary information

· Computer abuse

· Fraud and theft

· Information bribery

· Input of falsified, corrupted data

· Interception

· Malicious code (e.g., virus, logic bomb, Trojan horse)

· Sale of personal information

· System bugs

· System intrusion

· System Unauthorized system access sabotage



	Natural Threats

	Earthquake
	N/A
	· Damage to facility

· Workforce casualties

· Interruption to utilities

	Extreme Cold
	N/A
	· Damage to facility

· Workforce casualties

· Interruption to utilities

	Extreme Hot
	N/A
	· Damage to facility

· Workforce casualties

· Interruption to utilities

	Fire 
	N/A
	· Damage to facility

· Workforce casualties

· Interruption to utilities

	Flood 
	N/A
	· Damage to facility

· Workforce casualties

· Interruption to utilities

	Hail
	N/A
	· Damage to facility

· Workforce casualties

· Interruption to utilities

	Hurricane
	N/A
	· Damage to facility

· Workforce casualties

· Interruption to utilities

	Lightning 
	N/A
	· Damage to facility

· Workforce casualties

· Interruption to utilities

	Tornado
	N/A
	· Damage to facility

· Workforce casualties

· Interruption to utilities

	Wind
	N/A
	· Damage to facility

· Workforce casualties

· Interruption to utilities

	Environmental Threats

	Chemical and Biological Hazards
	N/A
	· Terrorism 

· Human carelessness

· Accidents

	Electrical Surges or Outages
	N/A
	· Lightning

· Poor power supply

	Fire Suppression Systems
	N/A
	· System malfunction

	Hardware Failures
	N/A
	· Routine wear and tear

· Human carelessness

	Rodents and Pests
	N/A
	· Lack of pest control

	Software Failures
	N/A
	· Software defect

· License expiration

	Telecommunication Outages
	N/A
	· Extreme weather conditions

· Telecom provider configuration issues

· Telecom provider hardware issues


3.5 Vulnerability Identification and Analysis

A vulnerability is a weakness through which a threat may adversely impact a system or its associated assets.  Multiple threats may exploit a single vulnerability.  Thus, mitigating a single vulnerability can address more than one threat/vulnerability pair.  
Refer to the <System Acronym> SRTM and Assessment Workbook dated <MM/DD/YYYY> for a complete list of the vulnerabilities identified for the <System Acronym> and corresponding threat-sources and threat actions.
3.6 Control Analysis

The overall objective of the control analysis process is to assess the status of present Management, Operational, and Technical system security controls, which may be either preventive or detective in nature. This assessment is required to determine the likelihood that the identified vulnerabilities can be exploited, and the impact such exploitation may have on the <System Acronym> system. 

3.7 Impact Determination

For each vulnerability identified, the impact on the USPTO’s mission that would result if the vulnerability were to be exploited by a threat was determined using the criteria presented in the table below.
Table 3‑4: Impact Definitions

	Impact Level
	Impact Definition

	High
	Exercise of the vulnerability (1) may result in the highly costly loss of major tangible assets or resources; (2) may significantly violate, harm, or impede an organization’s mission, reputation, or interest; or (3) may result in human death or serious injury.

	Moderate
	Exercise of the vulnerability (1) may result in the costly loss of tangible

assets or resources; (2) may violate, harm, or impede an organization’s

mission, reputation, or interest; or (3) may result in human injury.

	Low
	Exercise of the vulnerability (1) may result in the loss of some tangible assets or resources or (2) may noticeably affect an organization’s mission, reputation, or interest.


The impact of a threat event can be described in terms of mission impacts resulting from data loss or compromise. Mission impact can be degraded when data integrity, availability, and confidentiality are compromised.  Impact areas defined in OMB M-04-04 were also considered in determining the impact ratings for each vulnerability identified in this Risk Assessment.  
[Briefly describe rationale with respect to the system’s/information’s type sensitivity and corresponding confidentiality, availability, and integrity requirements and OMB M-04-04 impact areas—these impact areas are provided as dropdowns in the SRTM and Assessment Workbook.  If the system requires an e-authentication RA, provide results as an Appendix to this document.  If the system does not require an e-authentication assessment, provide rationale in this section].
Table 1-2 (Summary of Information Types) in the Certification Work Plan also provides further details.
3.8 Risk Level Determination

In accordance with NIST SP 800-30 guidance, the risk rating is a function of likelihood and impact, and was calculated using the 3x3 matrix presented in the table below. 

Table 3‑5: Risk-Level Matrix

	Threat Likelihood
	Impact

	
	Low
(10)
	Moderate
(50)
	High
(100)

	High (1.0)
	Low
10 x 1.0 = 10
	Moderate
50 x 1.0 = 50
	High

100 x 1.0 = 100

	Moderate (0.5)
	Low
10 x 0.5 = 5
	Moderate

50 x 0.5 = 25
	Moderate

100 x 0.5 = 50

	Low (0.1)
	Low

10 x 0.1 = 1
	Low

50 x 0.1 = 5
	Low

100 x 0.1 = 10


Based on the risk level determination for each identified weakness, the necessary actions to reduce or eliminate the risk are provided in the table below.  

Table 3‑6: Risk-Level Actions

	Risk Level
	Risk Description and Necessary Actions

	High
	If an observation or finding is evaluated as a High risk, there is a strong need for corrective measures. An existing system may continue to operate, but a corrective action plan must be put in place as soon as possible.

	Moderate
	If an observation is rated as Moderate risk, corrective actions are needed and a plan must be developed to incorporate these actions within a reasonable period of time.

	Low
	If an observation is described as Low risk, the system’s DAA must determine whether corrective actions are still required or decide to accept the risk.


3.9 Mitigation Actions
Once the risks have been identified and risk level determined, a series of recommended countermeasures are provided to mitigate or eliminate the risks to the system. The goal is to reduce the risks to an acceptable level before system accreditation can be granted. Factors that are considered for recommended countermeasures include:
· Effectiveness of recommended options (e.g., system compatibility)

· Legislation and regulation

· Organizational policy

· Operational impact

· Safety and reliability

RISK ASSESSMENT RESULTS

Refer to the Security Requirement Traceability Matrix (SRTM) and Assessment Workbook dated <MM/DD/YYYY> for detailed information regarding the findings associated with this risk assessment, including the following information:
· Unique Identifier

· Control Number (Automated Scan, NIST 800-53)
· Vulnerability Description
· Threat Source

· Impact Level (L,M,H)
· Likelihood Level (L,M,H)

· Risk Level (L,M,H)
· Risk Description
· Mitigation Action to reduce or eliminate the risk
· Status

Table 4-1 below provides details pertaining to the risk identified for [System Name] 
Table 4‑1: Risk Findings
	Unique ID
	Control Number
	Control Description
	Vulnerability
	Threat Source
	Impact Severity
	Likelihood of Occurrence
	Risk Level
	Risk Description
	Recommended Controls
	Status

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	


3.10 Overall Level of Risk

Based on the observations listed in this assessment, [#] vulnerabilities were determined to have a Low risk rating; [#] vulnerabilities were determined to have a Moderate risk rating; and [#] vulnerabilities were determined to have a High risk rating.  As a result the overall level of risk for the [System Acronym] is [High, Moderate, Low].
3.11 Level of Acceptable Risk

Among the [Total # of Vulnerabilities] vulnerabilities identified, [%] are considered unacceptable because serious harm could result and affect the operation of [System Acronym].  Immediate, mandatory countermeasures need to be implemented to mitigate the risk of these threats.  Resources must be made available to reduce the risk to an acceptable level.

Of the identified vulnerabilities, [%] are considered acceptable to [System Acronym] because only minor problems may result from these risks.  Recommended countermeasures have also been provided for implementation to reduce or eliminate the risk.

3.12 Conclusion

The Risk Assessment for the [System Acronym] identifies risks of operation (those areas which do not meet minimum requirements and for which adequate countermeasures have not been implemented).  The RA also determines the likelihood of occurrence and suggests countermeasures to mitigate identified risks in an effort to provide an appropriate level-of-protection and to meet all minimum requirements imposed on the [System Acronym].

The system security policy requirements are being met at this time with the exception of those areas identified in this report.  The countermeasures recommended in this report specify the additional security controls needed to meet policies and to effectively manage the security risk to the [System Acronym] and its operating environment.  Ultimately, the Certification Official and the Authorizing Official must determine whether the totality of the protection mechanisms approximate a sufficient level of security, and are adequate for the protection of this system and its resources/information.  The Risk Assessment Results supplied critical information and should be carefully reviewed by the AO prior to making a final accreditation decision.

By combining the factors of threat, vulnerability, likelihood, impact, and possible mitigations, the overall risk associated with the operation of the [System Acronym] is determined to be [Insert Overall System Risk Level (Low, Moderate, High)].  While weaknesses were discovered within the implementation of certain management, operational, and technical security controls, the overall effect of these layered controls provides adequate protection to the system.
