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Exhibit A
USPTO deploys AISs and COTS products to the following standardized environments: 

 

Server Operating Systems : 
Red Hat Enterprise Linux 5 

    Capable of running as a virtualized client ane on native hardware

    Secured to a PTO OS Baseline that is based on the current CIS Benchmarks recommendations. 

 

Windows 2008  

    Capable of running as a virtualized client and on native hardware

    Secured to a PTO OS Baseline that is based on the current CIS Benchmarks recommendations. 

 

Infrastructure Components: 

Oracle 11g 

    Running on Red Hat Enterprise Linux. 

    Secured to a PTO Baseline that is based on the current CIS Benchmarks recommendations. 

 

Enterprise SQL 2005 

    Running on Windows

    Secured to a PTO Baseline that is based on the current CIS Benchmarks recommendations 

 

Single Sign On using the user's existing Windows login credentials, through Kerberos. 

 

MicroSoft Exchange 2007  
 

Documentum 6.0 sp1   running on Red Hat Enterprise Linux with databases on Oracle. 

 

WebSphere 6.1.x running on Red Hat Enterprise Linux

 

Red Hat Enterprise Linux Apache Web Server running on RHEL.

 

All network and data encryption must be FIPS 140-2 compliant. 

 

Desktops: 
Windows version TBD
    Capable of running as a virtualized client and on native hardware

    Secured to a PTO OS Baseline that is based on ......TBD.......
Internet Explorer version TBD 
MicroSoft Outlook version TBD

USPTO requires that COTS vendors provide ongoing support for current versions of Operating Systems and Infrastructure Components. This list includes versions in use as of 1Q2010.    USPTO strives to migrate OS's and Infrastructure Components to the current version within a year of the vendor's General Availability Release.  
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