ATTACHMENT B

RFI NO. DOCSSPAPT10-00003

TABLE 1:  PROPOSED REQUIREMENTS 

	No.
	Proposed Requirement
	Requirement Source
	Priority Code

	1
	The solution shall manage system and application password settings via a centralized console.
	USPTO
	DE

	2
	The solution shall store system and application passwords in a centralized repository.
	USPTO
	MA

	3
	The solution shall perform easy setup, configuration, and user operation.
	USPTO
	MA

	4
	The solution shall allow the administrator to access the solution remotely through a secure mechanism. 


	USPTO
	HD

	5
	The solution shall enable administrators to manage passwords by means of Sudo and SSH commands in Unix and Linux.
	USPTO
	DE

	6
	The solution shall support a management server based on the Red Hat Enterprise Linux Operating System.
	USPTO
	HD

	7
	The solution shall be capable of managing password accounts on Red Hat Enterprise Linux, Microsoft Windows Server, AIX, VMware, and ESX platforms.
	USPTO
	MA

	8
	The solution shall provide a mechanism to manage application-to-application passwords of service accounts that require no human intervention.
	USPTO
	MA

	9
	This solution should have the capability to work in unison with the Blackberry BES server to allow the administrator to have password management of the handheld devices in the organization. 
	USPTO
	DE

	10
	The solution shall not place an undue burden, as defined by the USPTO System Performance Branch, on CPU, memory, or disk space of the host system.
	USPTO
	MA

	11
	The solution shall invoke system and application password changes automatically every 90 days on all associated client accounts.
	USPTO
	MA

	12
	The solution shall support the synchronization and control of passwords for Administrator Passwords (enterprise administrators), Privileged Passwords (e.g., backup administrators, database, and help desk technicians), Servers Password Accounts, Application Password Accounts, Service Password Accounts, and Passwords within USPTO Custom Code.

	USPTO
	MA

	13
	The solution shall coordinate and map user IDs and passwords across applicable computers and devices.
	USPTO
	MA

	14
	When creating an account, the solution shall enforce specific rules for the ownership of a password which shall clearly define and document ownership of the account and the associated privileges. 


	USPTO
	HD

	15
	The solution shall enable system administrators to assign and manage role-based passwords shared by two or more users and shall lock passwords automatically when two different users attempt to access the same account simultaneously.
	USPTO
	DE

	16
	This solution shall allow users to have different group memberships and roles on different servers.


	USPTO
	HD

	17
	The solution shall be able to normalize UIDs and GIDs. 
	USPTO
	OP

	18
	The solution shall provide mechanisms for setting Security Control parameters: failed login attempts, locking out login after a specified number of failed attempts, granting access to the application only for a specified time limit for temporary accounts, termination of inactive user sessions, automatic passwords resets, or setting password age.
	USPTO/NIST
	MA

	19
	The solution shall have a mechanism to do automatic reset of passwords by individual administrators.
	USPTO
	HD

	20
	The solution shall protect all password and data transmitted, stored, and backed-up on the management server using approved encryption mechanisms such as SSL, SSH, and FIPS 140-2. 
	USPTO
	MA

	21
	The solution shall have tamper-proof audit log capability for reporting all password management component transactions.
	NIST/FISMA 
	MA

	22
	The solution shall be able to track who used a given password and when, and to capture all operations performed by a given user on any resource.
	NIST/FISMA 
	MA

	23
	The solutions shall have the capability to check for compliance with government regulations and organizational policies for password composition.


	USPTO/FISMA
	MA



	24
	The solution shall be able to review last login or inactive account data on a per- device basis.
	USPTO
	DE

	25
	Solution shall have failover functionality to remain accessible during periods of physical and environmental outages.
	USPTO
	MA

	26
	The solution shall have an override capability to be able to access any controlled password manually in the case of a total system failure.
	USPTO
	HD

	27
	The solution shall be capable of using the authentication services of, and be able to import users and user groups from, an external Windows Active Directory and LDAP directory identity store.
	USPTO
	MA

	28
	The solution shall be capable of alerting the system administrator when one of the following password events has occurred:  expired, changed, locked out, or restored passwords.
	USPTO
	MA

	29
	The solution shall be capable of automatically notifying password owners when any of the following significant events occur related thereto:  password access, change in access permissions, and change in user roles, password expiry, or automatic password reset. 
	USPTO
	HD

	30
	The solution shall enable system administrators to initiate self-service password resets via a challenge-response authentication mechanism.
	USPTO
	MA

	31
	The solution shall provide a seamless means for administrators to validate user password requests and then securely release the passwords requiring minimal interaction from the administrator.
	USPTO
	MA

	32
	The solution shall have the ability to use digital certificates (PKI) for future integration with the existing organization’s PKI infrastructure. 
	USPTO
	DE

	33
	The solution shall support HSPD-12 PIV-II based digital certificates for Two-Factor Authentication Requirements and storage of images, digital certificates, license keys, and biometrics information. 
	USPTO
	DE

	34
	The solution shall support password updates for WebSphere Application Server, Portal Server, and MQ as well as Documentum Content Server.
	USPTO
	HD

	35
	The solution shall be able to update passwords in web-server-config (.properties) files.
	USPTO
	DE

	36
	The solution shall be able to perform test connections from various servers to the respective databases before/after password changes.
	USPTO
	DE

	37
	The solution shall support the ability to manage database passwords, including those for Oracle and MS SQL Server. 
	USPTO
	HD


