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1.1 Purpose 

The USPTO enterprise makes use of various IT systems (servers, devices, applications, etc.) and face a number of challenges due to the proliferation of administrative passwords (also referred to as, privileged user passwords). In conducting market research of commercially available administrative passwords management products, the USPTO is interested in finding a solution that will make password management simpler than it is today and ease the administrative burden associated with user and system disruption caused by mandated password changes every 90 days for privileged administrator accounts.
1.2 Scope

The scope of this market research is solely on password management solution for System Administrator Accounts and enterprise Application Accounts. 
To support such an effort, the USPTO is interested in obtaining no cost trial software/hardware, virtual machine images, and/or hosted solutions with multiple user accounts to perform password management administration scenarios and research solution features.

In addition, the USPTO is also interested in vendor site presentations highlighting the product capabilities to a group of key USPTO personnel.  Web presentations are also acceptable in cases where a site visit would cause undue hardship. This group intends to learn as much as possible about the solutions presented to them that satisfy the password management system requirements.

The USPTO is seeking input/comments including the GSA product contract number from interested parties. 
1.3 USPTO Password Management System (PMS) Considerations

The USPTO is heavily dependent on servers, databases, network devices, security infrastructure and other software applications for their day-to-day operations. These infrastructures are accessed, protected, and controlled through administrative account passwords. Some administrators use some applications in a shared environment.
The number of administrative passwords has grown through time as more servers, devices, and applications are continuously added to the USPTO enterprise. Administrators are burdened with multiple passwords and face problems securely storing, managing and sharing the passwords. 

These administrative passwords, also known as Shared Administrative Passwords may give unlimited access to the extent that the user can see or do virtually anything in a large number of servers and devices. This practice brings along with it accountability issues since the privileged user administrator is not role-based and actions cannot be traced back to a particular user.

Another class of administrative account is Service Accounts. Service accounts are used by applications internally, for instance, with the use of scripts. These are Application Accounts that frequently have unlimited system privileges. 

Furthermore, USPTO IT Managers are required by modern IT security practices to enforce certain standard password policies, such as, the use of strong passwords, curbs on usage of obvious passwords and forcing passwords changes at periodic intervals. Current USPTO password management capabilities lack provisions for comprehensive management of these policies. This situation encumbers USPTO administrators to handle a significant number of administrative passwords that requires time and effort to manually store and manage the passwords efficiently and securely.

1.4 PMS Solution Objectives

The USPTO is interested in finding a solution that will make password management simpler than it is today and ease the administrative burden associated with user and system disruption caused by forced password changes every 90 days for privileged administrator accounts. This would include the synchronization of all the changed passwords. The passwords groups that fall under this request are as follows:

· Administrator Passwords (enterprise administrators)

· Privileged Passwords (e.g., backup administrators, database, help desk technicians)

· Servers Password Accounts

· Application Password Accounts

· Service Password Accounts

· Passwords within USPTO Custom Code

1.5 Operating Environment

The USPTO environment consists of many different Operating Systems (OS) that may or may not communicate with each other, or use a standard directory type of infrastructure to store password attributes (such as, Active Directory or Red Hat Enterprise Directory). Some of the types of OS that are running within the USPTO Data Center are:

· Microsoft Server 

· IBM AIX

· HP-UX

· Red Hat Enterprise Linux

· VMware ESX

2.0 Password Management Solution Requirements

Table 1 lists the proposed PMS requirements, along with their sources and priority codes.

2.1 Requirement Sources

· USPTO

· NIST

· FISMA

· FIPS

2.2 Priority Codes

· MA (Mandatory)

· HD (Highly Desirable)

· DE (Desirable)
· OP (Optional)

