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U.S. Department of Commerce Privacy Impact Assessment
USPTO HSPD-12-PIVS/CMS

Unique Project Identifier: PTOI-007-00

Introduction: System Description

(a) general description of the information in the system

(b) a description of a typical transaction conducted on the system

(c) any information sharing conducted by the system

(d) a citation of the legal authority to collect PII and/or BII

(e) the Federal Information Processing Standard (FIPS) 199 security impact category for the 
system
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Section 1:  Status of the Information System 

(Check all that apply.)

Continue to answer questions, and complete certification.

Changes That Create New Privacy Risks (CTCNPR)

Section 2:  Information in the System

(Check all that apply.)

Identifying Numbers (IN)

General Personal Data (GPD)
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Work-Related Data (WRD)

Distinguishing Features/Biometrics (DFB)

System Administration/Audit Data (SAAD)

Other Information (specify)

                                                           
1 Public key infrastructure (PKI) digital certificate with an asymmetric key pair. 

Information Collected PIV Card 
Sponsorship

Identity 
Proofing 
and 
Registration

HSPD-12-
PIVS/CMS 
(Electronically 
Stored)

PIV Card 
(Physically 
Displayed)

PIV Card 
(Electronically 
Stored)
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(Check all that apply.)

Directly from Individual about Whom the Information Pertains

Government Sources

Non-government Sources

 
(Check all that apply.)

Technologies Used Containing PII/BII Not Previously Deployed (TUCPBNPD)

Section 3: System Supported Activities
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(Check all that 
apply.)

Activities

Section 4: Purpose of the System

(Check all that apply.)

Purpose
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Section 5:  Use of the Information

Section 6:  Information Sharing and Access

(Check all that apply.)
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(Check 
all that apply.)

Class of Users

Section 7:  Notice and Consent

(Check all that apply.)
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Section 8: Administrative and Technological Controls

(Check all that 
apply.)
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Section 9:  Privacy Act

(A new system of records notice (SORN) is required if the system is not covered 
by an existing SORN).

(list all that apply)

Section 10:  Retention of Information

(Check all that apply.)
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(Check all that apply.)

Disposal

Section 11: NIST Special Publication 800-122 PII Confidentiality Impact Levels
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(Check all that apply.)

Section 12: Analysis


