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DECI SI ON ON APPEAL

This is a decision on appeal under 35 U.S.C. 8 134 fromthe
final rejection of clains 1-34.

W affirm

! Application for patent filed September 18, 1997, entitled
(as anended) "Method and System for Establishing Secure
Communi cati ons Over Conputer Networks."

-1 -



Appeal No. 2002-2126
Application 08/931, 187

BACKGROUND

The invention relates to a nethod and apparatus for secure
conmuni cati ons between a server and a renote client, in which the
server selects a security algorithmfroma plurality of security
al gorithms and comuni cates the selected security algorithmto
the client which uses the algorithmto conmunicate with the
server. This avoids the problemin the prior art of using a
single algorithmthat nust be installed on the conputers.

Claiml is reproduced bel ow

1. A systemfor secure comunications over a
conmuni cati on nmedi um conpri si ng:

a client; and

a server accessible via the nmediumby the client, the
server being configured to comunicate via the mediumw th
the client that is configured to run an application program
including a plurality of security algorithns accessible to
the server, wherein the server is configured to select, upon
a request fromthe client, a security algorithmfromsaid
plurality of security algorithnms, and to comrunicate the
selected security algorithmto the client.
The examiner relies on the follow ng reference:

Bor za 6, 076, 167 June 13, 2000
(filed August 11, 1997)

Clainms 1-34 stand rejected under 35 U S.C. 8§ 102(e) as being
antici pated by Borza.

W refer to the final rejection (Paper No. 19) and the
exam ner's answer (Paper No. 27) (pages referred to as "EA_ ")

for a statement of the exam ner's rejection, and to the
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substitute appeal brief (Paper No. 26) (pages referred to as

"Br__") and the reply brief (Paper No. 29) (pages referred to as

"RBr__") for a statenent of appellant's argunents thereagainst.
OPI NI ON

Cains 1, 3-5, 10, 12, 13, and 15-34

The i ndependent cl ai ns define an apparatus, system or
nmet hod for secure comuni cations between a server and a renote
client, in which the server selects a security algorithmfroma
plurality of security algorithnms and comruni cates the sel ected
security algorithmto the client (Br10-12). |ndependent
clainms 17, 28, 29, and 31 recite that the selection is random
| ndependent clainms 17, 29, and 31-34 recite |linking or potenti al
Il inking of the selected security algorithmto the client
appl i cation program and/ or the server process.
Borza di scloses that prior art solutions to secure
conmuni cations on the Internet include a known encryption
al gorithm such as a public key/private key system (col. 1,
i nes 31-46) as described in connection with Fig. 2 (col. 4,
l[ine 51 to col. 5, line 12). Borza notes (col. 5, lines 13-20):
It is evident to those of skill in the art that
i npl ementati on of security according to the prior art
requi res standardi sation of encryption algorithnms and
processes, either through the use of software fromthe sane
vendor or through the use of a standard encryption
algorithm There are disadvantages to each of these
approaches in that using a comon vendor reduces flexibility

and maintainability, while using a standard encryption
al gorithmreduces security.
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Borza describes that "it is an object of this invention to
provide a nethod for securely transmtting data across a network
that is not confined to a single encryption algorithm (col. 1,
line 67 to col. 2 line 3). Thus, an object of Borza's invention
is directed to overcom ng the sane problem as appellant's
invention, that security upon a single algorithmis vul nerable.
Borza di scl oses a nmethod of enhanci ng network security using
two kinds of "process": a "security process” for securing
information to be transferred and a "characterisation
[ Canadi an/British spelling] process" to characterize bionetric
identification data. For purposes of this appeal, we consider
only the "security process." However, we note that the clained
"security algorithn is a broader termthan "encryption
algorithm™ as indicated by dependent clains 3 and 12, and could
al so enconpass the "characterisation process.” Borza discloses
that the "security process” could conprise "an encryption

algorithm (col. 5, lines 65-66; col. 8, lines 57-59), that the

"server 51 is provided with a plurality of security processes (or
characterisation processes for use with bionetric identification
systens) inplenmented using the JAVA progranm ng | anguage”
(enphasi s added) (col. 8, lines 47-50), the "server 51 transmts
an encrypted security process ... to the client conmputer 52 where
it is deci phered and executed” (col. 8, lines 52-55), and states

that "[a]lternatively, the security process is determ ned
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random y" (enphasis added) (col. 8, lines 66-62). Thus, Borza
di scl oses randomy selecting a security algorithm (the security
process which may be an encryption algorithm froma plurality of
security algorithms. As shown in Fig. 4, the secure
conmuni cation is initiated by the client. The security process
is linked to the client application because "[a] client
conputer 52 provided with a JAVA interpreter is capabl e of
executing the security processes” (col. 8, lines 50-51), which
appears to be the disclosed nethod in the specification, page 8.
It is inherent that if Borza sends an encryption algorithmas a
security process to the client, it nust have a decryption
algorithmon the server to be able to decode the data. For these
reasons, we find the independent clains to be antici pated.

Appel | ant argues that colum 5 to colum 6 of Borza cited by
t he exam ner do not disclose the limtations of the independent
claims (Brl1l4), that no selection of a security algorithmat the
server is required, nor is there any transm ssion of the sel ected
security algorithmfromthe server to the client conputer (Br16),
and that "there is no disclosure anywhere from Borza [of the
limtations of the independent clains]" (Brl19).

These argunents are not persuasive based on the findings
above. The rejection is based on anticipation and appellant is
responsible for reading the entire reference, not just the

portions expressly referred to by the exam ner.
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Appel l ant argues that Borza relies on private key/public key
algorithms incorporated in both the server and the client (Br13)
and that only after the exchange of public encryption keys can
t he server prepare an enhanced security process (Brl7), whereas
in appellant's independent clains, the selection of a security
algorithmis made in direct response to the client's request, not
after an exchange of public keys as in Borza and there is no
exchange of public keys in the claims (Brl18). See also RBrb5-6.

These argunents are totally unpersuasive. The clains are
open ended and, therefore, do not preclude the existence of other
structure or steps, such as the additional encryption in Borza.

Appel | ant argues that Borza does not randomy select from
one of a plurality of security algorithnms (RBr4: RBr7; RBr8).

As previously discussed, Borza discloses selection froma
plurality of security processes stored on the server, the
security process can be an encryption algorithm and the security
process can be randomly selected. Appellant has not dealt with
any of these teachings of Borza.

Appel  ant argues that "[t]he security process as suggested
by Borza '167 is a bionetric characterization process"” (RBr5; see
al so RBr6-7).

This is an erroneous argunent. Borza distinguishes between
"security process" and a "characterization process" (e.g.,

col. 8, lines 47-49), although it discloses that the security
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process can be in the formof a characterization process
(col. 10, lines 49-50) as well as an encryption algorithm
(col. 5, lines 65-67; col. 10, |lines 64-66).
Argunents not made have not been addressed. See 37 CFR
8§ 1.192(c)8)(iv) (1990) (arguments must be made in the brief).
Appel | ant has not shown error in the finding of
anticipation. The rejection of clains 1, 3-5, 10, 12, 13, and

15-34 i s sust ai ned.

Dependent claim 2

Appel | ant argues that Borza does not disclose that "the
sel ected security algorithmencodes and decodes information
conmuni cat ed between the server and client” in claim2 and
"[t]here is no disclosure anywhere from Borza ' 167 of any
selected security algorithm (Br2l).

Borza di scloses that a "security process” transmtted to the
client can be an encryption algorithm(col. 5, lines 65-67),
whi ch necessarily encodes information. Inherently, the server
nmust contain a conplenmentary decryption algorithmto decode the
encrypted information. Appellant has not shown error in the

rejection. The rejection of claim2 is sustained.
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Dependent claim 6

Appel  ant argues that the limtations that "the server
conmuni cates the selected security algorithmto the client as a
data stream and wherein the the application programis
configured to transformthe data streaminto at |east one
accessible routine"” in claim6 are "not disclosed anywhere in
Borza '167" (Br2l1). It is argued that colum 8, line 65 to
colum 9, line 48, cited by the exam ner, is a pseudo-code
listing of a JAVA applet for performng bionetric
characterization (Br21) and (Br21): "There is no disclosure
anywhere from Borza ' 167 of any selected security algorithm as
all eged by the Exam ner. As a result, no selected security
al gorithm can be communicated to [a] client in any form as
incorrectly alleged by the Exam ner."

Borza di scloses that a "security process” transmtted to the
client can be an encryption algorithm(col. 5, lines 65-67).
Borza discloses transmtting the security process, inplenented in
t he JAVA progranmm ng | anguage, to the client where it is
deci phered and executed. Since the client conmputer is capabl e of
executing the transmtted security process in JAVA form it is
necessarily configured to transformthe data streamfromthe
network into an executable routine. Appellant has not shown

error in the rejection. The rejection of claim6 is sustained.
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Dependent clains 7, 8, and 11

Appel | ant argues that the virtual machine configured to
transformthe security algorithminto programcode or a routine
accessible by the client application programin clains 7, 8,
and 11 is not taught by Borza (Br21-22).

Borza di scloses that the nmethod of transmitting security
processes "relies on the cross platformconpatibility built into
t he JAVA progranm ng | anguage” (col. 8, lines 45-46) and that the
client "provided with a JAVA interpreter is capable of executing
the security process” (col. 8, lines 50-51). It was well known
that a JAVA interpreter is a JAVA Virtual Machine. The
interpreter transforns the data streaminto an executable
program Appellant has not shown error in the rejection. The

rejection of clains 7, 8, and 11 is sustai ned.

Dependent claim 14

Appel | ant argues that Borza does not disclose "selecting the
security algorithmbased on at |east one of: the geographic
| ocation, |IP address, and security level of the client" in
claim14. It is argued that since there is no disclosure of any
sel ected security algorithmanywhere in Borza, no selection of
security algorithmcan be based on the three criteria (Br22-23).
Borza di scloses that a "security process” transmtted to the

client can be an encryption algorithm(col. 5, lines 65-67).
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Borza discloses that "the location of the client--in a secure
environnent, in a university conputer |ab, nobile conputer,
etc.--is also a factor" (col. 13, lines 30-32) in determning a
m ni mrum set of requirenents for security. Appellant has not
shown that the m nimum set of requirenments do not apply to the
security process. For the examner's benefit in any continued
prosecution, we note that determ nation of the security algorithm
based on | ocation was well known, the best exanple being the use
of different encryption standards for U S. and export
(international) use. Appellant has not shown any error in the

rejection. The rejection of claim 14 is sustained.
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CONCLUSI ON

The rejection of clains 1-34 is sustained.

No tinme period for taking any subsequent action in
connection with this appeal nmay be extended under 37 CFR
§ 1.136(a).
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