The opinion in support of the decision being
entered today was not witten for publication
and i s not binding precedent of the Board.
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Bef ore HAI RSTON, BARRETT, and RUGE ERO, Administrative Patent
Judges.

BARRETT, Adninistrative Patent Judge.

DECI SI ON ON APPEAL

' Application for patent filed July 10, 1997, entitled
"(Obj ect Encapsul ation Protection Apparatus,” which is a division
of Application 08/336,581, filed Novenber 9, 1994, now U. S Pat ent
5,742,826, issued April 21, 1998.
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This is a decision on appeal under 35 U . S.C. 8 134 fromthe
rejection of claims 2-6 and 12-22. % Clains 7-11 are objected to
as depending froma rejected claim

W reverse

BACKGROUND

The invention relates to an apparatus and net hod for
enforcing encapsul ati on of an object having object data and at
| east one object nethod program by restricting access to the
object data to only authorized nethod prograns including the at
| east one object method program

Claim2 is reproduced bel ow.

2. A data protection apparatus, said data protection
appar at us conpri sing:

a first object, said first object being stored on a
conput er system

first object data and a first at |east one nethod
program associated with said first object; and

a storage protection nmechani sm which enforces
encapsul ation of said first object, said storage protection
mechani sm enf orci ng encapsul ation by restricting access to
said first object data to only first authorized method
prograns, said first authorized nethod prograns being a set
of met hod programnms which includes at |east one nethod
program said first method program being included in said
first authorized nethod prograns.

2 These clains in their present formwere finally rejected

in parent Application 08/336,581 (Paper No. 5) and were rejected
in this application (Paper No. 5). Thus, the clains have been
twice rejected and the appeal is proper under 35 U S.C. § 134.
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The exami ner relies on the foll ow ng references:

Kelly, Jr. et al. (Kelly) 5,129, 084 July 7, 1992
Endi cott et al. (Endicott) 5,404, 525 April 4, 1995
Tanaka et al. (Tanaka) 5,539, 909 July 23, 1996

Yoshi hiro Watabe et al. (Yoshihiro) JP 2-165223 June 26, 1990
(Japanese Kokai)

Clainms 2-6, 21, and 22 stand rejected under 35 U. S. C
8§ 103(a) as being unpatentable over Kelly and Endicott.

Clainms 12-16 stand rejected under 35 U . S.C. § 103(a) as
bei ng unpat ent abl e over Kelly, Endicott, and Tanaka.

Clainms 17-20 stand rejected under 35 U . S.C. § 103(a) as
bei ng unpat ent abl e over Kelly, Endicott, Tanaka, and Yoshi hiro.

W refer to the rejection (Paper No. 5) (pages referred to
as "R__") and the exam ner's answer (Paper No. 11) (pages
referred to as "EA_ ") for a statenent of the exam ner's
rejection, and to the brief (Paper No. 9) (pages referred to as
"Br_") for a statenent of appellants' argunents thereagainst.

OPI NI ON

The examiner finds that Kelly teaches "first object data and
a first at | east one nethod program associated with said first
object” in the abstract (EA3). The exam ner finds (EA3-4) that
the access control list and access nask (at col. 23, Table 2)
constitute "a storage protection nechani smwhich enforces
encapsul ation of said first object . . . by restricting access to

said first object data to only first authorized nethod prograns
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said first nethod program being included in said first
aut hori zed nethod prograns.” The exam ner finds that Kelly does
not explicitly disclose inplenentation of "authorized method
prograns, but that this would have been obvi ous over Endicott.

Appel l ants argue that the principal disagreenment regarding

the patentability of the clainmed subject matter involves the

proper interpretation of the term encapsulation (Br5). It is

argued that the well known neaning of the termis "tight coupling
of an object's data with an object's nethods” (Br5), while the
exam ner has defined encapsul ation as "G ouping the functions
that operate on a data structure with its representation .
(R2). Nevertheless, appellants state that the exam ner's
definition is in keeping with the disclosed invention (Br6).
We find no discrepancy between the Object Oriented
Programm ng (OOP) definition enployed by the exam ner and the
statenent in the specification that "[n]ethods and object data
are said to be 'encapsulated in the object"” (spec. at 2). That
is, "encapsulation"” in the OOP context is related to the concept
of "modul arity" and encapsulation is broadly the creation of
sel f-sufficient nodul es (objects) that contain the data and the
processing (data structure and functions that mani pul ate that
data). "Encapsulation" can also refer to "data hiding," where
t he object has an interface part and an inplenentation part, and

the interface part is the only visible part of the object; e.g.,
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in Ct+ a program devel oper can define objects in which all or
sone of the data variables and all or some of the rel ated
functions are considered "private" or nade avail able for use only
by the object itself. The claimrecitation of "enforcing
encapsul ation by restricting access to said first object data to
only first authorized method prograns” brings in the nmeani ng of
data hiding. It is not clear how appellants' definition of
"tight coupling of an object's data with an object's nethods”
(Br5) relates to the concepts of nodularity or data hiding.

Appel  ants argue that Kelly does not teach, disclose, or
suggest the enforcenent of encapsulation (Br6). It is argued
that the access control information in Kelly involves only the
rel ati onship between a program and an object, not between an
obj ect nethod and obj ect data, and, thus, Kelly only controls
access at the user/object level, not at the nethod/ data | evel
(Br6). 1t is noted that the secondary reference to Endicott is
not offered to provide encapsul ati on and does not do so (Br6).

The exam ner states that access controlled at the
user/object |evel does not preclude encapsul ation at the
net hod/ data | evel (EA9):

For exampl e, a user could access a public nmethod in the

obj ects taught by Kelly whereupon the public nethod

interface provided by the object then accesses and nodifies

the object's private data. There is no disclosure by Kelly

t hat shows where a user may access an object's private data

directly, i.e., wthout going through a public nethod
i nterface.
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W see several problenms with the exam ner's reasoning.
First, the "objects"” in Kelly are "data structures which store
i nformati on about the user processes running in the systent
(col. 2, lines 1-3) and are not objects in the OOP sense of a
self-sufficient nodul e that contains both data and functions
(methods). Not all objects in conmputer science are objects in
the OOP sense. The exam ner relies on an OOP definition of
"encapsul ation,” but while the object nay be considered to

contain "first object data,"” the exam ner has not shown where
Kelly discloses "a first at |east one nmethod program associ at ed
with said first object,” so that Kelly encapsul ates both data and
a method. Thus, the rejection is based on an erroneous
assunption about the nature of the objects. Second, there is no
teaching of the objects in Kelly having "public" nethods and
"private" data, undoubtably because the objects are not OOP

obj ects having data and nethods. Therefore, the rejection is
based on i nproper specul ati on about a user accessing a public

nmet hod whi ch accesses private data. It is inproper to resort to

specul ati on or unfounded assunptions to supply deficiencies in

the factual basis for a rejection. See In re Warner,

379 F.2d 1011, 1017, 154 USPQ 173, 178 (CCPA 1967). Third, the
fact that Kelly does not disclose a user accessing an object's
private data directly does not nean that user methods access data

t hrough a "public" nmethod interface; no nmethod interface in the
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obj ect has been shown to be present in Kelly. Thus, Kelly does
not encapsul ate an object conprising data and a nethod. W agree
with appellants that Kelly only controls access at the
user/object level, i.e., access by users to objects (where
"obj ects"” are only data structures) by nmethods external to the
obj ect, and does not deal with enforcing encapsul ati on by
restricting access to object data to only authorized met hod
prograns including a nmethod program associated with the object.
Appel  ants argue that there is no teaching in Kelly that
descri bes how Kelly ensures that only the object's nmethods are
all owed to access the object's data (Br6).
The exam ner states (EA10):
I n response, the Exami ner notes that Kelly defines objects
as follows: "'Cbjects' are data structures used to hold
information that is used by the operating system and which
nmust be protected from unauthorized access by users of the
systenmt [col. 4, lines 58-61]. Hence, calling object

nmet hods according to access privileges does provide
protection to the data that the object nethods operate upon

In addition, Kelly explicitly disclose: " User of object

i nstances of a particular type do not need to know anyt hi ng
about the routines 430-438 pointed to by the OID ((Obj ect
Type Descriptor)" [col. 14, lines 9-11]. Kelly further

di scl oses: " thus the details of the object's structure
do not concern the users of these objects" [col. 14,

lines 18-20]. These disclosures by Kelly are entirely
consistent wth standard accepted definitions of
encapsul ati on.

The exami ner's reasoning i s not persuasive. Again, Kelly
does not discl ose encapsul ati ng object data and net hods. Thus,

t he exam ner's statenent about "calling object nmethods according
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to access privileges" (EA10) is erroneous. The exam ner's
statenment that the "disclosures by Kelly are entirely consistent
with the standard definitions of encapsulation” (EA10) fails to
prove that Kelly discloses encapsul ation as clainmed. Endicott
does not cure the deficiencies of Kelly. Accordingly, we

conclude that the exam ner has failed to establish a prima facie

case of obviousness as to independent clains 2 and 21. The
rejection of clainms 2-6, 21, and 22 is reversed.

Claim 12 contains |imtations simlar to clains 2 and 21
except that it refers to "server"” and "client" objects. The
exam ner applies Tanaka as di scl osi ng enforcing encapsul ation
using client and server objects (EA5-6).

The conbi nation of Kelly and Endi cott does not teach or
suggest enforcing encapsul ati on of an object containing data and
a method programfor the reasons discussed in connection with
clainms 2 and 21. W find nothing in Tanaka that cures the
deficiencies of Kelly and Endicott. W conclude that the

exam ner has failed to establish a prim facie case of

obvi ousness as to i ndependent claim 12. The reference to
Yoshi hiro does not cure the deficiencies of Kelly, Endicott, and

Tanaka. The rejections of clains 12-20 are reversed.
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CONCLUSI ON

The rejections of clains 2-6 and 12-22 are reversed.

REVERSED

KENNETH W HAI RSTON
Adm ni strative Patent Judge

BOARD OF PATENT

LEE E. BARRETT APPEALS
Adm ni strative Patent Judge AND
| NTERFERENCES

JOSEPH F. RUGAE ERO
Adm ni strative Patent Judge
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