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ON BRI EF

Bef ore THOVAS, KRASS, and BARRETT, Admi nistrative Patent Judges.

BARRETT, Adninistrative Patent Judge.

DECI SI ON ON APPEAL

This is a decision on appeal under 35 U. S.C. 8 134 fromthe

final rejection of clainms 82, 86, and 87.

! Application for patent filed August 19, 1997, entitled
"Met hod and Apparatus for the Secure Storage of Audio Signals.”
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W reverse.

BACKGROUND

The invention relates to a process for recording an audio
communi cation in a secure manner
Claim 82 is reproduced bel ow.

82. A process for recordi ng audi o conmuni cati ons,
conpri sing:

establ i shing an audi o connection with a calling party;

receiving an audi o conmmuni cation over the audio
connection fromthe calling party;

encrypting the audi o conmuni cation to provide an
encrypted audi o communi cati on;

storing the encrypted audi o comruni cati on; and
providing to the calling party a code for decrypting
t he encrypted audi o comuni cati on.
The examiner relies on the follow ng references:
A son et al. (4 son) 5, 136, 648 August 4, 1992
Bieselin et al. (Bieselin) 5,559, 875 Sept enber 24, 1996
Bi esel in discl oses nethod and apparatus for recording and
retrieval of audio conferences.
O son relates to a nessage storage security systemfor a
voi ce nessage (VM system A VM system nmaintains a system
directory (custonmer data base) of all user "nmail boxes." Every

subscri ber (user) has his own directory which contains
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i nformati on about nessages in their "mail box" (col. 3,

lines 45-47). It is inportant that a user get his and only his
nmessages. The integrity of stored nmessage security is vul nerable
if the VM system should fail in the process of updating pointers
on the disk which identify a particular user's nmessage, in which
case another user B's directory nmay point to a nessage that in
reality belongs to user A (col. 1, lines 22-34, 60-65). dson

di scl oses encryption for a particular nessage for a designated
user where the encoding key is stored in the designated user's
nmessage directory (col. 1, lines 47-57; figure 3A;, col. 4,

lines 15-35). \When the user enters a mail box nunber and password
nunber, the VM system attaches the key to the channel and the
encrypted nessage is retrieved fromdi sk and played through the
channel using the key (figure 3B; col. 4, lines 36-45). |If any

disk errors occur or the systemretrieves an incorrect nmessage,

t he encrypted nessage will not be decrypted by the other mail box
and there will no be any playing of unauthorized voi ce nessages
to a non-designated user (col. 4, lines 46-51).

Clains 82, 86, and 87 stand rejected under 35 U S. C
8§ 103(a) as being unpatentable over Bieselin and A son.

W refer to the first Ofice action (Paper No. 4), the final
rejection (Paper No. 8) (pages referred to as "FR__") and the
exam ner's answer (Paper No. 16) for a statenent of the

exam ner's rejection, and to the brief (Paper No. 15) (pages

- 3 -



Appeal No. 2000-1362
Application 08/914, 165
referred to as "Br__") and reply brief (Paper No. 17) (pages
referred to as "RBr__") for a statenment of appellants' argunents
t her eagai nst .

OPI NI ON

G oupi ng of clains

The exam ner states that appellants' argunents why the
clainms are separately patentable do not conply with the Mnual of

Pat enti ng Exami ning Procedure 8 1206(7) because appellants nerely

state differences in what the clains cover (EA2-3).

Appel l ants argue that the brief identifies specific
[imtations in the rejected claimwhich are not present in any
ot her group of clainms, provides an argunment that such |imtations
are not described in the prior art relied on in the rejection,
and provi des an expl anation of how such I[imtations render the
cl ai med subj ect matter unobvious over the prior art (RBr2).
Accordingly, it is argued, these reasons fully explain why the
different groups are separately patentable (RBr2).

We agree with appellants that the brief fully conplies with
the requirenents of 37 CFR 8 1.192(c)(8) to argue the separate
patentability of the clainms. The examiner's statenent is clearly
erroneous. Neverthel ess, although the exam ner states that the
clains are not separately argued, which would normally justify
considering only the broadest claim the rejection addresses all

of the clainms. Therefore, the case need not be renmanded.
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Claim82

The exam ner finds that Bieselin does not disclose the steps
of "encrypting"” and "storing the encrypted audi o comruni cati on”
(EA3; EA5 1 1). Although not nentioned by the exam ner, Bieselin
al so does not performthe step in claim82 of "providing to the
calling party a code for decrypting the encrypted audio
communi cation." The exam ner finds that O son discloses a device
that encrypts audi o nessages and stores themin encrypted form
and that O son discloses sending a cryptographic key to a user
directory associated with the nessage (Paper No. 4, pp. 6-7;

EA4). The exam ner concludes that it would have been obvi ous

"to conbine the encryption properties of Ason with the recording
properties of Bieselin in order to create an apparatus for
securely storing audio signals, because the types of persons for
whom t he systens are designed would benefit fromthis feature in
that they would not want their nessages to be available to al
users of a systent (Paper No. 4, p. 7; EA4).

Appel | ants argue that O son provides a code all ow ng access
to the encrypted voice by the called party, but not the calling
party (Br6-7). Thus, it is argued that O son does not disclose
or make obvious the step of "providing to the calling party a

code for decrypting the encrypted audi o conmuni cation.”
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The exam ner admts that O son does not teach providing a
code to a calling party, but reasons that Bieselin discloses a
calling party and (EA6 Y 3):

In the invention of Bieselin, all parties that participate
in the recorded communication may | ater access it. Wen the
O son reference is conbined with the Bieselin reference, the
result is an encrypted communi cati on anong a plurality of
parties. In order for the invention of Bieselin to function
as intended, a decrypt code would have to be given to al
partici pants.

That is, the exam ner considers the calling party limtation to
be "inherent in the conbination of references" (EA7 § 5; see also
EA8 1 8). Stated differently (EA8 { 6):

In Bieselin, the calling party may access the recorded
comruni cation. If encryption is included in Bieselin, but
provision of a decryption code to the calling party is not,
then that invention cannot function as originally intended
by Bieselin, because in Bieselin the calling party is
supposed to be able to | ater access the recorded audi o dat a.
It is clearly within the real mof know edge of the person of
ordinary skill in cryptography and tel ecommuni cations that
provision of a decryption code to the calling party wll
solve this problem

The notivation is further explained as follows (EA9 1 9):

The person of ordinary skill in tel econferencing and

crypt ography woul d recogni ze the need for security in any
comruni cati on system over which critical data will be
transported, including comrunication systens used by the
groups of persons for with [sic] Bieselin is specifically

i ntended. Therefore, notivation to include cryptography in
Bi eselin exists in the body of knowl edge of the person of
ordi nary skill.

Appel  ants argue (Br8) that the fact that Bieselin discloses
a system having a calling party does not make obvious the

[imtation in claim82 of "providing to the calling party a code
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for decrypting the encrypted audio communication.” It is argued
that neither Bieselin nor O son address reducing the

vul nerability of digitally recorded audio information to
tanpering while allowing a calling party access to the

i nformation (Br8).

The exam ner states that sufficient notivation has been
provided to nodify Bieselin to include this feature (EA8 7).

The exam ner's rejection, as we understand it, is based on
the following logic: (1) one of ordinary skill in the art would
have recogni zed the need for "security” in Bieselin; (2) dson
shows encrypting a stored audi o nessage as a type of security;
(3) the conbination of O son and Bieselin would suggest
encrypting the recorded audi o communi cations of Bieselin to
provide security; and (4) if the audi o communi cati ons were
encrypted in Bieselin, it would be necessary to supply the code
to calling parties in order for themto be able access the
conmuni cat i ons.

The exami ner's reasoning is not persuasive. Assum ng one
skilled in the art would have recogni zed the need for "security,"”
the only "security" teachings in the conbination are found in
Oson. QOAson is directed to a voice nail box system (VM5) where a
called party's nessages are encrypted for the purpose of
preventing the playing of unauthorized voice nessages to a

non- desi gnated user in case of a systemnmalfunction. A calling
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party has no ability to retrieve the encrypted nessage once it is
stored in the called persons mailbox. dson's encryption is
transparent to the VMS call ed party because the code is
automatically stored in the called party's nail box directory
after a nmessage is encrypted (figure 3A) and is automatically
retrieved when a nessage is to be played (figure 3B); i.e., the
code is not actually provided to the called party to be used in
decrypting the encrypted nessage, but is a background part of the
VMS. dson's "security" does not suggest encoding a calling
person's audio information or stored audi o comuni cations in
general. Bieselinis not a VM5 and does not suggest the cross
connection problemfaced by dson. Thus, the teachings of O son
are not directly applicable to overcomng a problemin Bieselin.
|f O son was conmbined with Bieselin to provide security, what
woul d be nost straighforwardly suggested to one in the art woul d
be sonehow (it is not clear how) adding a VM5 with encoding. W
di sagree with the exam ner's conclusion that "[w] hen the O son
reference is conbined with the Bieselin reference, the result is
an encrypted conmuni cation anong a plurality of parties" (EA6

1 3). There is no teaching or suggestion in O son of encrypting
t he audi o communi cations of parties to a call, nor are we aware
of any common know edge in the art to nake this nodification;
this teaching is found only in appellants' disclosure. Thus, the

exam ner's rejection is based on a faulty concl usion.
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The exami ner relies on the know edge of one of ordinary
skill in the art to supply mssing limtations and as notivation
to nodify the conbi nation of Bieselin and O son. However, it
appears here that the asserted know edge of those in the art,
whi ch is supposed to fill in the gaps in the rejection, is
not hi ng nore than a guise for hindsi ght based on appellants’
di scl osure. Neither Bieselin nor A son address reducing the
vul nerability of digitally recorded audio information to
tanmpering while allowng a calling party access to the
information. Yet the exam ner sonehow finds this result inherent
in the final result based on knowl edge of those in the art. As
we noted, the exam ner erred in concluding that the conbination
of O son and Bieselin suggests encrypting an audi o comuni cati on
of a calling party, as opposed to encrypting a voice nail box as
taught by O son. Thus, the exam ner also errs in concluding that
the only difference is whether it would have been obvious to
provide the parties with the code to access the encrypted
information. The exam ner gl osses over the actual differences by
overgeneralizing the teachings of A son and relying on vague
references to know edge in the art. It is inpossible to tel
exactly what specific facts about the know edge the art the
exami ner is finding so that we can perform a meani ngful review
We are not aware of any general know edge in the art that

supports the exam ner's conclusion of obviousness. In any case,
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the case law requires that all material facts be docunmented on
the record rather than by conclusi ons about "basic know edge."

See In re Lee, 277 F.3d 1338, 1344-45, 61 USPQ2d 1430, 1434-35

(Fed. Cir. 2002). Lastly, the exam ner's reasoning that
provi di ng encryption would have "inherently" suggested the need
to provide a code to the calling party appears to be the very
nodel of hindsight because it starts with a nodification and then
wor ks backward to arrive at the clainmed subject matter.

For the reasons stated above, we conclude that the exam ner

has failed to establish a prim facie case of obviousness with

respect to claim82. The rejection of claim82 is reversed.

Clains 86 and 87

Claim86 is directed to encrypting audi o comuni cati ons
between at | east two parties and recite, in part, "generating at
| east two access codes, any of which can be used to obtain access
to the encrypted audio recording; transmtting the key to the at
| east two parties; and transmtting the at | east tw access codes
respectively to the at least two parties such that each party
receives a unique access code.”" Caim87 has simlar l[imtations
which omt the word "and.” Claim86 additionally recites
"enbedding a tinme stanp in the encrypted audi o recording.”
Appel l ants argue that, as with claim82, the references

cited by the exam ner do not disclose or suggest transmtting a
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decrypt key as recited by clains 86 and 87 (Brll & Br12). The
exam ner applies the sanme basic reasoning as with claim 82
(EA10): "[T] he person of ordinary skill in the art would [have]
be[en] notivated to provide a decrypt key to all parties
aut horized to access the comunication, in order to allow the
i nvention of Bieselin to function as originally intended."

The examiner's rationale is not persuasive for the reasons
di scussed in connection with claim82. The exam ner has failed

to establish a prima facie case of obviousness with respect to

the limtation of transmtting the decrypt key to the two parties
to the audi o conmunication, as recited in clains 86 and 87. The
rejection of clains 86 and 87 is reversed.

Al t hough we have reversed the rejection of claim86, we
further note that the exam ner has provided no factual evidence
to support the obviousness of "enbedding a tinme stanp in the
encrypted audio recording.” The exam ner takes O ficial Notice
t hat aut hentication was well known in the art of encryption and
that tine stanps were well known forms of authentication (EA4).
This is sinmply not the kind of fact that is susceptible to taking
of Oficial Notice. However, even if true, the exam ner has not
addressed the specific limtation of enbedding the time stanp in
the encrypted audio recording. |If the examner's position is
that enbedding a tine stanp in an encrypted audi o recordi ng was

well known in the art, then it should be no problemfor the
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exam ner to produce a reference. Because the exam ner has al so
failed to establish the obviousness of enbedding a tinme stanp in
t he encrypted audio recording, the rejection of claim86 is
reversed for this additional reason.

In addition, both clains 86 and 87 also recite generating
access codes and transmtting themto the two parties. Although
appel l ants argue the limtations only with respect to claim 87,
the argunents apply also to claim86. The exam ner finds that
Bi eselin features an access code controller that generates access

codes and transmits themto the parties "as inplicitly disclosed
in figure 6A and columm 7 par. 6 of the specification
[ whi ch] disclose the use of a password, or access code, to access
t he systent’ (EA4).

There is clearly a difference between the system
"generating" and transmitting access codes to the parties, as
cl ai med, and receiving access codes (passwords or user |Ds) as
taught by Bieselin. The examner's rejection fails to address

the particul ar | anguage of the clainms. For this additional

reason, the rejection of clains 86 and 87 is reversed.
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CONCLUSI ON

The rejection of clains 82, 86, and 87 is reversed.

REVERSED

JAMES D. THOVAS
Adm ni strative Patent Judge

BOARD OF PATENT

ERROL A. KRASS APPEALS
Adm ni strative Patent Judge AND
| NTERFERENCES

LEE E. BARRETT
Adm ni strative Patent Judge
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