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EXECuTIVE SUMMARY

The mission of the Office of the Chief Information Officer (OCIO), in support of the United States Patent and Trademark Office (USPTO), is:
To provide high quality, flexible and cost-effective Information Technology (IT) products
 and services that enable our customers to achieve their missions
This Strategic IT Plan (SITP) presents a five-year program for implementing the USPTO’s information technology program and links the strategic vision, goals, and objectives of the OCIO to those of the USPTO and the Department of Commerce (DOC) to ensure that the OCIO meets or exceeds customer business needs, both now and in the future.  Additionally, the Plan supports the USPTO’s efforts to comply with government-wide initiatives in the President’s Management Agenda (PMA), including Electronic Government (E-Government), as well as lines of business and other initiatives and requirements.
IT is the foundation upon which a vast and growing amount of critical work performed by the USPTO is conducted, and it has become essential and integral for our operations, now being conducted with an increasingly dispersed workforce.

The strategies, goals, and objectives identified by the USPTO in the Agency Strategic Plan, and in this SITP, form the foundation for the development of upcoming plans that will document specific IT programs and activities to be undertaken or expanded.  Goals and objectives are supported by using a business model that utilizes performance objectives, outcome measures, and indicators to judge the effectiveness and efficiency of our efforts.
In the OCIO, we are focusing on core strategic IT responsibilities and functions including:

- Architecture Management
- Business Continuity/Disaster Recovery

- Configuration Management
- Contract Management

- Database Administration
- Knowledge Management

- Privacy
- Project Management

- Quality Management
- Security
- Systems Engineering

Quality and cost control are achieved by simplifying and unifying processes and technology and exercising formal financial management, including capital planning and investment control. 
These measures help achieve continuous improvement, higher quality, improved ability to meet/exceed service level agreements, and greater customer satisfaction.  They also allow us to continually drive down the cost of IT investments, improve systems availability, increase in-house knowledge and decrease dependence on contractors, reduce variance in project costing and delivery time frames, ensure all systems are secure (i.e., no breaches or inadvertent release of Personally Identifiable Information (PII)), and improve access to public information.

INtroduction

The USPTO, headquartered in Alexandria, Virginia, is the Federal agency responsible for granting U. S. patents and registering trademarks.  In doing this, the USPTO executes Article I, Section 8, Clause 8, of the U.S. Constitution “to promote the progress of science and useful arts, by securing for limited times to authors and inventors the exclusive right to their respective writings and discoveries.”  This responsibility was expanded in the 19th century when the Commissioner of Patents was given the authority to register trademarks, based on the “commerce” clause of the Constitution (Article 1, Section 8, Clause 3).  The USPTO has over 8,000 employees, including engineers, scientists, attorneys, analysts, and computer specialists — all dedicated to protecting U.S. intellectual property (IP) rights.
The USPTO mission is to foster innovation and competitiveness by providing high quality and timely examination of patent and trademark applications, guiding domestic and international IP policy, and delivering IP information and education worldwide.  Our four guiding principles are:
· Quality

· Timeliness

· Cost-Effectiveness

· Transparency

The USPTO examines patent and trademark applications, grants patents, registers trademarks, and disseminates information relating to those patents and trademarks.  Central to this operation is our function as a quasi-judicial federal agency, which allows USPTO to make decisions on rights in intellectual property.  In reorganizing the agency in 1999 to give it greater management responsibility over its fee-funded operations, Congress established a system for holding the agency responsible for granting or recognizing IP rights and for protecting the public domain.  It accomplishes both by making prompt and legally correct decisions.  We also have an essential role in the commerce of the country by providing information on patents and trademarks.

Additionally, the USPTO advises the Administration on national and international IP policy issues as well as other Federal departments and agencies and international intergovernmental organizations on matters of national and international IP policy and protection in other countries.

The USPTO’s Internet address is http://www.uspto.gov, and an organizational chart can be found at http://www.uspto.gov/web/menu/offices.html.

OCIO MISSION, VISION, AND values

OCIO Mission

To provide high quality, flexible and cost-effective IT products and services that enable our customers to achieve their missions.
OCIO Vision
Be the standard by which other organizations measure themselves in the delivery of information technology products and services

OCIO Values

· Make the Best Business Decision

· Demonstrate Candor and Honesty (Open Communication)

· Exercise Continuous Improvement

· Emphasize Customer Focus

· Plan First, Execute, and then Evaluate
· Be Proactive

· Show Respect

· Be Unified in Purpose

Role of Information Technology at THE USPTO
Fiscal Year (FY) 2006 was a record-breaking year for the USPTO, in terms of quality, production, electronic filing, teleworking, electronic processing, and hiring.  The USPTO met 90 percent of the performance goals established pursuant to the Government Performance and Results Act of 1993 (GPRA), providing its best record to date for achieving important measures of performance and results, and electronic filing rates are continuing to increase significantly.  For example, with the implementation of the Patents Electronic Filing System-Web (EFS-Web) in early 2006, we were able to achieve an annual patent application e-filing rate of over 14%  in FY 2006, compared with under 2% in FY 2005.  Similarly, in the Trademark program, 94% of applications were filed electronically in FY 2006, compared with 88% in FY 2005.
Despite all of its successes, the USPTO continues to face workload challenges related to unprecedented growth in both patent and trademark filings, increased complexity of patent applications, and greater focus on the quality of examination.  Additional challenges exist related to increased complexity in patent laws and rules, the impact of counterfeiting and piracy on American business interests in the United States and throughout the world, and the need to transition to operating in an electronic environment.
We plan to help mitigate the impact of these challenges through new and improved information technology strategies and the innovative use of technology.  The role of information technology is critical in processing increasingly large numbers of patents and trademark filings, consistent with the USPTO’s guiding principles of quality, timeliness, cost-effectiveness and transparency.

We will expand the use of IT to all phases of patent and trademark processing, expand the hoteling and work-at-home programs in both patents and trademarks, use IT to promote new ways to improve and measure quality more effectively, and employ IT solutions to help ensure operational excellence in enterprise-wide management processes.
In the Patent program, we will continue to improve and integrate existing electronic systems to promote full electronic patent application processing, implement better, more secure systems, and encourage applicants to file electronically.  
Furthermore, there will be efforts to modernize the electronic data processing infrastructure, move to text-based searching, create a centralized on-line workflow system, and automate the pre-examination search and formalities review.
In the Trademark program, we will continue to enhance electronic filing by expanding the number and type of transactions offered on-line and thereby offering reduced fees to any applicant who files a complete application using our newer system, the Trademark Electronic Application System Plus (TEAS Plus). We will redesign our operations to use E-Government as the primary means of doing business with applicants and registrants and as the sole means for processing work inside the trademark examining operation.
The USPTO will continue to improve the quality of trademark examining, ensure consistency and quality of searching and examination, and provide internal on-line tools.  In this regard, we will explore creating additional search tools, data mining, and automated preliminary searches so that examining attorneys can search more effectively as well as provide electronic file management and workflow by implementing the Trademark Information System (TIS) as a truly electronic workflow environment.
While IT plays significant roles in these core USPTO areas, it is also vital to staff and functions in all other areas of the Agency.  These range from supporting External Affairs and International Relations in their work with domestic and foreign entities and other IP offices worldwide, to administrative judges in the Trademark Trial and Appeal Board (TTAB) and Board of Patent Appeals and Interferences (BPAI) programs, to key management and administrative entities and systems including human resources, financial management, and general law, to supporting the expansion of telework.
INFORMATION TECHNOLOGY CHALLENGES
AND BUSINESS DRIVERS

The USPTO has numerous significant business-driven challenges that present unique opportunities for improving its operations and processes:
· Consistent growth in Patent and Trademark applications and storage requirements

· Increasingly complex Patent applications

· Increased business dependency on IT, including the need for 24x7 access and availability
· Greater international coordination and cooperation

· An increasingly geographically dispersed/remote workforce (virtual organization)
· Rapid changes in technology

· Full business continuity and disaster recovery

· Greater accountability to customers regarding our services

· Better project and earned value management
· Migration to text-based patent search systems
· Improving workflow and document management tools and strategies

· Provision of reliable, highly available services and systems that are safe, secure and adaptable
· Need for better integration of systems, including those in the TTAB and BPAI areas

· Having an adequate IT workforce in place, prepared for the future

The increasing number and technical complexity of patent applications, coupled with the challenge of hiring and training new patent examiners, continues to confront the USPTO.  The patent application filing rate is driving the USPTO to explore new approaches, such as Accelerated Examination, Patent Prosecution Highway, and electronic priority document exchange for processing applications.  Equally as challenging to the USPTO are the business environment and global economics that drive the patent and trademark examination, grant, and registration processes.
major information technology goals and objectives

The USPTO’s strategic goals and objectives are mission-driven, and our management goals focus on organizational excellence that is a prerequisite for achieving these goals and objectives.  Organizational excellence is a shared responsibility among all staff and is focused on sound resource management, solid workforce planning, and effective use of information technology.  Collectively, the leadership of the USPTO is responsible for core management activities that result in:

· Becoming an employer of choice with a culture of high performance through the implementation of the USPTO’s Human Capital Plan

· Ensuring responsible management of fiscal resources

· Supporting an increasingly remote workforce

· Providing the information technology expertise and systems to ensure that electronic processing is safe, secure, accurate and continually available to employees, applicants, and stakeholders

The chart on the following pages shows the linkage of Department of Commerce, USPTO, and OCIO goals. 

Linkage of DOC, USPTO and OCIO Strategic Goals

	Goal
	DOC
	Goal
	USPTO
	Goal
	OCIO

	2
	Foster science and technological leadership by protecting intellectual property, enhancing technical standards, and advancing measurement science.
	 1
	Optimize Patent Quality and Timeliness
	1
	Engineer solutions that best fit the interests of the United Sates Intellectual Property system (Examination/Fit)

	
	
	
	
	2
	Provide easy exchange of well-organized, accurate, and timely information with our customers (Information)

	
	
	
	
	3
	OCIO systems and services meet or exceed current Business requirements (Continuous Improvement)

	
	
	
	
	4
	Establish and provide IT operations and automation infrastructure that support the USPTO Mission (Infrastructure Operations)

	2
	Foster science and technological leadership by protecting intellectual property, enhancing technical standards, and advancing measurement science.
	2
	Optimize Trademark Quality and Timeliness
	1
	Engineer solutions that best fit the interests of the United States Intellectual Property system (Examination/Fit)

	
	
	
	
	2
	Provide easy exchange of well-organized, accurate, and timely information with our customers (Information)

	
	
	
	
	3
	OCIO systems and services meet or exceed current Business requirements (Continuous Improvement)

	
	
	
	
	4
	Establish and provide IT operations and automation infrastructure that support the USPTO Mission (Infrastructure Operations)


	Goal
	DOC
	Goal
	USPTO
	Goal
	OCIO

	2
	Foster science and technological leadership by protecting intellectual property, enhancing technical standards, and advancing measurement science.
	3
	Improve Intellectual Property Protection and Enforcement Domestically and Abroad
	2
	Provide easy exchange of well-organized, accurate, and timely information with our customers (Information)

	
	
	
	
	3
	OCIO systems and services meet or exceed current Business requirements (Continuous Improvement)

	Mgmt. 
	Achieve organizational and management excellence.
	4 
	Achieve Organizational Excellence


	5
	Establish accountability for the appropriate use of USPTO resources (Accountability


USPTO/OCIO IT Goals and Objectives

Concurrent with development of the Agency’s business-driven Strategic Plan goals and objectives, the Office of the Chief Information Officer has identified five key strategic IT goals that support DOC and the Agency’s goals and objectives.

	IT GOAL
	OBJECTIVE

	1.  Engineer solutions that best fit the interests of the United States IP system (Examination/Fit)
	A.  Base business requirements for Information Technology systems on Business Area functions that are optimized and well documented

B.  Improve planning and coordination through the UEA
C.  Reduce enterprise systems complexity and improve overall operational effectiveness and efficiencies

D.  Insure compliance with standards and protocols
E.  Establish research program to evaluate new technologies

	
	

	2.  Provide easy exchange of well organized, accurate, and timely information with our customers (Information)
	A.  Organize and analyze unstructured data sets to improve the quality, delivery, and presentation of data

B.  Improve accessibility to information (expand data that is searchable)

C.  Increase the value of electronic data and information (expand search capabilities)

D.  Safeguard information and communications (security and privacy)

	
	


	IT GOAL
	OBJECTIVE

	3.  OCIO systems and services meet or exceed current Business requirements (Continuous Improvement)
	A.  Improve customer experience with OCIO systems and services

B.  Improve the documentation and ongoing operations of the OCIO Program Management functions

C.  Provide a framework to ensure quality in the delivery of OCIO products and services

D.  Benchmark OCIO operations against best practices

	
	

	4.  Establish and provide IT operations and automation infrastructure that support the USPTO Mission (Infrastructure Operations)
	A.  Provide high systems availability to OCIO customers (including business continuity/disaster recovery)
B.  Improve the efficiencies of the Infrastructure and systems

C.  Manage capacity and performance planning effectively
D.  Improve systems troubleshooting and problem resolution

	5.  Establish accountability for the appropriate use of USPTO resources (Accountability)


	A.  Ensure the required workforce skills and abilities are available when needed (includes establishing a culture of high performance)
B.  Perform strategic, functional, and operational planning to support the OCIO Mission

C.  Manage business activities to provide cost-effective products and services

D.  Conduct all business to be compliant with statutory requirements, accounting standards, and audit requirements

E.  Provide for the effective and efficient management of assets 


Achieving These Goals and Objectives
The OCIO has a number of major activities and plans, some already completed, to help achieve these goals and objectives and improve the overall state of the organization. These include:
Business Continuity/Disaster Recovery

As discussed earlier, the USPTO depends heavily on automation to achieve its mission.  In the event of a disaster or major disruption affecting its primary data center, the USPTO currently would be unable to sustain business operations.  The impact of such an event would include unprocessed work, loss of – in some cases – irreplaceable data, and a financial obligation to support a staff that cannot access mission-critical information systems.  The impact extends to IP owners who may lose rights based on their inability to electronically file, pay fees, and establish filing dates.
The USPTO Business Continuity/Disaster Recovery (BC/DR) Program is committed to ensuring protection of the USPTO data and systems from damage or unavailability in the event of a disaster or prolonged outage.  The goal of this investment is to guarantee the availability of mission critical data and systems to USPTO staff, the general public, and foreign patent and trademark offices.  The USPTO is undertaking a phased implementation for deploying dual, load-balanced data centers that would enable the USPTO to start protecting its mission critical data and systems.  Through an evolutionary process, this phased implementation will provide failover/recovery capabilities in the event of a disaster or major outage at the USPTO primary data center.
The USPTO’s BC/DR Program implementation is occurring in five major phases between fiscal years 2006 and 2011.  As part of Phase One, the USPTO began establishing an off-site data ‘bunker’, far enough away from the USPTO’s current data center to prevent a disaster from affecting both sites.  Phase Two involves the establishment of a ‘warm site’ that can be activated in the event of a major disruption at the primary data center.  Future phases will provide distributed processing, load balancing, and automatic failover for both core and non-core systems.
USPTO Enterprise Architecture (UEA)
Note: Please see Appendix A-2 for detailed information on the UEA.
The USPTO Enterprise Architecture (UEA) program is a critical and essential component of our overall strategy and operations, to be viewed as a tool to help address Agency and IT initiatives.

Adoption of, and adherence to, the UEA results in the following:

· Common vision and path

· Consistent acquisition and development approach

· Reduction in cost of development, maintenance, and operations

· Reduction in complexity of infrastructure and systems

· Reduction in number of configurations to establish, test and support

· More reliable systems

· Greater flexibility

· Facilitates integration of new software, packages, and features

· Facilitates coordination and integration efforts with other IP offices
A comprehensive UEA Governance Framework (UEA-GF) has been established, composed of UEA governing elements participating through collaborative processes consisting of UEA review and decision-making.
The UEA-GF includes the necessary USPTO business and technical expertise to render rational and timely decisions from the consensus-building process to ensure successful delivery of UEA target objectives.  The UEA governance process requires support by essential governing elements and is integrated into the Capital Planning and Investment Control (CPIC) process and the IT project System Development Life Cycle (SDLC).

The UEA-GF establishes the decision-making framework within which UEA decisions are made.  These decisions not only include the approval of UEA artifacts, but also approval of UEA-related policies, processes, and initiatives.  The UEA-GF objectives provide for the:

· Definition, documentation, and approval of baseline and target architectures

· Review of new or changing UEA technology and information

· Review and approval of UEA transition strategies

· Definition and tracking of UEA sequencing plan

· Review of Office of Management and Budget (OMB) Circular A-11 Exhibit 300s as part of the annual CPIC review process

· Review of proposed investments for compliance with the UEA transition strategies and sequencing plans

· Review of IT system and infrastructure projects for UEA compliance

Each UEA governance element (e.g., IT Investment Review Board, Chief Architect) effectively contributes to the UEA-GF by tactically executing their roles and responsibilities as established within their respective charters, policies, and/or procedures.
IT Security

Note:  Please see Appendix A-3 for detailed information on IT Security, the IT Security Maturity Model, and Privacy.
IT security and privacy have become much more critical and important in today’s electronic world, and it is imperative that the USPTO does everything possible to ensure safe, secure systems and that we protect our critical and sensitive information and data. 

The OCIO performed a comprehensive review of its IT Security Program in the 4th quarter of 
FY 2006.  The USPTO is committed to implementing changes to address weaknesses discovered during the FY 2006 review, with the goal to be at level 4 by the end of FY 2007.
Also, at the end of FY 2006, the USPTO reported a material weakness in IT security.  The material weakness was recommended by the DOC Inspector General for deficiencies in three areas:

· Certification and Accreditation Processes 

· Contractor Certification and Accreditation 

· Continuous Monitoring

We have a very aggressive corrective action plan to address these weaknesses by the end of FY 2007.  See Appendix A-3 for more information on this topic.

E-Government (E-Gov)
Lines of Business (LOBs)
Regarding the Human Resource LOB, we will continue planning to migrate various stand-alone in-house systems and paperbound functions to the integrated information processing environment.  We have executed a Memorandum of Understanding (MOU) to migrate to the electronic Official Personnel File (eOPF) system, in support of the Electronic Human Resource Integrated (EHRI) E-Gov initiative.  In addition, we have executed an MOU with the Office of Personnel Management (OPM) regarding the USA Staffing system, for use in Patent Examiner hiring to support the Recruit One Stop E-Gov effort.  This may expand to other business units in USPTO.
Regarding the Financial Management LOB, we are considering options and studying how a shared service provider might impact USPTO operations.  The USPTO financial system is also the USPTO acquisition system, encompassing all of the financial and acquisitions functionality using a single set of reference tables, a fully integrated workflow and approval process, and a single database.  Therefore, when we are looking at Financial Management LOB options, we are just as concerned with the impact to our acquisitions business.  Our financial system is also closely integrated with the Revenue Accounting Management (RAM) system, which manages the receipt of fees through interfaces with multiple Patent and Trademark business systems.
Major E-Gov Projects and Initiatives
The USPTO has implemented numerous E-Gov systems with great success, including EFS-Web and TEAS.

Electronic filing (e-filing) has many advantages over filing paper via mail or express delivery services:

· a dramatic increase in the speed with which applications can be filed and examination can begin
· the ability to file virtually 24 hours a day, seven days a week, making it possible to receive a filing date on the days the USPTO is officially closed and almost instantaneous provision of a filing receipt and serial number for an initial application via electronic mail (e-mail)
· access to a "portable" form for saving work and creating templates
· reduced filing fee costs (e.g., Trademark applicants are charged less for electronic filing (e-filing) than if they file via paper)
· saving money on mail postage and fax charges and/or courier delivery costs
· more efficient review of applications, because they are in a standard format recommended by the USPTO
· the ability for applicants to verify, within a few hours, that the USPTO received exactly what the applicant intended to submit
Electronic Filing System Web (EFS-Web)
During 2006, the USPTO deployed EFS-Web, the new system for e-filing of patent documents.
EFS-Web takes advantage of the USPTO's existing Portal Infrastructure and provides a simple, safe, and secure method for electronic filers (e-filers) to submit documents as PDF files over the Internet to the USPTO.  Moving to this new standard will allow all parts of the application to be submitted as PDFs on the Web, increase the rate of e-filing, and simplify processing of applications downstream.
As a result, the filing of documents with the USPTO via EFS-Web can be done in less time (as little as a few minutes) and at lower cost (avoiding printing, postage, and courier costs), compared with paper filings.  The time required to file documents via EFS-Web may depend on the speed of the user's Internet connection and the size of the PDF files being submitted.  EFS-Web submissions are automatically processed through the USPTO, and an immediate notification is provided to the filer that the submission has been received by the USPTO.  
Trademark Electronic Application System (TEAS)
TEAS is an on-line, interactive electronic application that allows an applicant to fill out a trademark form and check it for completeness over the Internet, and then submit the completed application directly to the USPTO.  It provides the filer the assurance that the electronic submission will be handled in a timely manner.  Currently, TEAS offers 22 web-based entry forms to handle trademark applications both accurately and cost-effectively and to respond more fully to customer requests for a technologically advanced trademark filing system.  The one millionth new trademark application was filed via TEAS in November 2006, with a dramatic increase between 2004 and 2006.

With enhancements made in March, 2007, TEAS now provides the capability to accept Portable Document Format (PDF) attachments for both TEAS and TEAS Plus. Over the next year, additional functionality will be added to allow PDF documents to be attached to eight existing web-entry forms (four each for Post Registration and Initial Application), and we will add four new web-entry forms. The TEAS team is also working to improve the Response to Office Action (ROA) form filings by asking the public to email comments to ROAComments@uspto.gov.

The one millionth new trademark application was filed via TEAS in November 2006, with a dramatic increase between 2004 and 2006. Electronic filing (e-filing) has enabled the USPTO to improve the quality of data collected as well as pass on cost savings to the applicants in fees paid for trademark filings.  The filing fee is either $275.00 or $325.00 per class of goods and/or services for an electronically-filed application (the "TEAS Plus" or "TEAS" options, respectively), compared with $375.00 per class if filed in paper format.

The USPTO will:

· Enhance the legacy forms to be more user-friendly
· Update the help features, allowing users to find information about topics quickly and  aiding the process of completing Trademark application forms
· Continue to make TEAS more stable and more efficient by using session control
· Allow users to attach the PDF within the form
· Automate population of information and automatic tailoring depending on field values entered by the user.  This intelligent interface was not available for printed Trademark applications before the implementation of TEAS
· Add the "portable" form for saving work and creating templates
Other E-Gov Considerations

Business Gateway

To be consistent with the Federal Business Gateway initiative, the USPTO will continue to control the input and quality of data entry for updates to the Electronic Forms (E-Forms) catalogue.  The Information Collection Requests (ICRs), data entry, and forms updates are maintained and managed in the same office, as aligned with the Business Reference Model (BRM) Line of Business 402, Management of Government Resources, Information and Technology Management, and Information Management.  Due to current Regulatory Information Service Center (RISC) and Office of Information and Regulatory Affairs (OIRA) Consolidated Information System (ROCIS) requirements, the input is duplicated for the E-Forms catalog.
Electronic Records Management

The USPTO recently populated its Records Management Segment architecture under Federal Enterprise Architecture (FEA) guidelines.  The transition strategy defined through this effort builds on the standards and strategies established for Electronic Records Management (ERM).  Key strategies include the following:
· Broaden the use of the established ERM checklist during the design phase of the system development life cycle to ensure that records management policies and practices are integrated into our Automated Information Systems (AISs).

· Formalize the enterprise requirements for ERM to ensure requirements are available to system developers at any time.

· Ensure that there is a flexible records management architecture for electronic record- keeping systems.  This includes expanding upon the current options for native-repository archiving and for document management archiving options, so that infrastructure support systems also have an ERM service component.  This leverages the existing UEA and remains flexible to all agency IT needs, yet assures compliance with mandates for record keeping.
· Partner with the National Archives and Records Administration (NARA) in the development of the Electronic Records Archives (ERA), a NARA-sponsored initiative.  ERA will be a comprehensive, systematic, and dynamic means for preserving virtually any kind of electronic record, free from dependence on any specific hardware or software.

· Continue to leverage the assistance of NARA through the current Memorandum of Understanding for re-scheduling records in a flexible manner, which provides for retention and disposition of any and all electronic records of the Agency.  Expectations are that the final submission for disposition authority of media-neutral schedules will occur by close of FY 2008.

Public Burden

The USPTO public burden reported has historically reflected the agency mission in that a desirable increase in filings for Patent grants and Trademark registrations naturally results in increased burden totals – i.e., when IP-related commerce increases, the reported burden total increases accordingly.  Even so, the agency has several strategies for being more efficient in our methods of collection and reducing the burden on the public for the collection of data and information, including standardizing the formats used and re-using what is collected.  One example is the implementation of EFS-Web, which provides fillable PDF forms to replace less interactive formats. The data is then sent directly to the IT system supporting the business process.  Another example is the use of TEAS, which provides for user-specific “on the fly” Graphical User Interface (GUI) dependent upon completion of various fields, which reduces the form questions to only those necessary for the type of application or applicant. Work continues on a new financial profile which will lessen the information certain members of the public must provide when conducting financial transactions with the Agency. The Agency also participates in the eRulemaking Federal Docket Management System, where Federal Register Notices requesting public comments on burden are posted, to offer an alternative comment submission route.
Other OCIO Initiatives
Business Relationships
To underscore our commitment to work more closely with customers, a Business Relationship Management Group (BRMG) has been established in the OCIO.  Via account managers, BRMG provides the major points of contact and advocacy for OCIO customers, specifically Patent, Trademark, Corporate, and International Relations.

The BRMG maintains a working knowledge of customers’ missions and business functions and manages interactions with them to ensure that requirements are met.  The BRMG works closely with customers and other OCIO Groups to coordinate the effective delivery of appropriate IT products and services in a manner consistent with OCIO application and system standards, ensuring that customer satisfaction is achieved with cost and operational efficiency for USPTO as a whole.  The BRMG also interacts with various international stakeholder organizations to ensure that their requirements are accurately captured.  

The BRMG is also responsible for developing opportunities for new work. 

IT Planning and Maturity

For fiscal year 2006, the USPTO rated itself at an overall level 3, indicating that the USPTO recognizes the significant impact IT investment planning has on achieving business goals.  In addition, the USPTO is making significant improvements to its IT system development life cycle and project management processes.

In FY 2006, the USPTO began implementation of its enhanced IT CPIC process in order to improve the selection, control, and oversight of IT investments.  The USPTO CPIC process includes criteria for selecting investments for management through the process and includes a template for preparing Capital Investment Decision Papers (CIDPs) to better support the selection phase of the process.  The CIDP includes the agreed-upon business and technical requirements, alternatives considered, and the estimated costs and benefits of the investment.  It indicates the investment’s architectural compliance with existing and target standards, provides a schedule for management of the projects associated with the investment, lists the assumptions and constraints as well as the critical success factors, and covers the consequences of not proceeding with the investment.

IT Strategic Human Capital Plan

In order to help achieve our strategic IT goals and objectives, we will utilize an IT Strategic Human Capital Plan, aligned with the Agency Strategic Human Capital Plan. This Plan will focus on three goals:

· Talent management

· Results-oriented performance culture

· Leadership and knowledge management

Within the area of talent management, the goal is to close competency gaps to meet current and future needs.  By focusing on both capacity (numbers) and capability, this goal encompasses the acquisition of new talent as well as the retention and development of the existing workforce.  To accomplish the goal, the OCIO must employ the following steps:

· Determine OCIO core competencies and skills sets

· Conduct a skills assessment to identify strengths and areas for improvement and/or reinforcement

· Close skills gaps by training/developing staff in required technologies, core business functions, and leadership

· Measure/evaluate performance based upon skills acquired

OCIO will also focus on talent acquisition by working with the Office of Human Resources on expanding and more specifically targeting recruitment efforts to bridge skills gaps.  The objective in this area is to generate a sufficient pipeline of qualified candidates, by identifying candidate sources, and attracting them to the organization.  The following recruitment strategies will be employed and can improve hiring in the IT-specialized job areas of Project Management, IT Security, and IT Architecture:

· Technical job fairs

· Targeted announcements placed in information technology publications

· Career ladder positions

· Establishment of an intern program for college graduates

· Use of the Presidential Management Fellows Program, to recruit diverse, highly skilled individuals

· Use of special hiring authorities, from recruitment bonuses to retention allowances, and ensure that these currently available authorities are being used effectively

A results-oriented performance culture will be developed by implementing a performance management and reward system that addresses individual, team and organizational goal alignment.  This must include providing feedback, setting expectations, and rewarding performance that exceeds expectations.

The point of the leadership and knowledge management strategic human capital goal is to ensure a strong focus on leadership and its effectiveness and plan for its continuity.  The larger knowledge management focus requires the creation of programs to capture, enhance and share knowledge and also the development and implementation of a culture where learning is valued and continuous.  In this goal, the OCIO looks to managers and leaders to ensure that they effectively manage people, plan for the continuity of leadership, sustain an environment of continuous learning, and enable the sharing of vital knowledge.

Critical to the accomplishment of this goal and all others is the development and implementation of a comprehensive communications strategy.  Employees, potential employees, customers, and other stakeholders must be aware and involved in plan implementation.  The OCIO is committed to making that happen by means of thorough communication.

The OCIO will make a concerted effort to select supervisors with the aptitude for management and develop their skills in this area.  Accordingly, we commit ourselves in this area to closing leadership, management and supervisory competency gaps through a variety of efforts, including better training and succession planning that identifies and develops future generations of leaders, managers and supervisors.

First, the definition of associated competencies and the assessment of current and projected gaps must be accomplished.  Next, the design of management and leadership development programs to close critical competency gaps will be completed.  And, OCIO must effectively plan for vacancies in mission-critical leadership and management positions through the design and development of succession plans.  Part of the succession planning initiative will focus on ensuring a full pipeline of leadership candidates.  These activities will help ensure continuity of service, planning, and operations.
Quality Management
The OCIO is establishing a Quality Management Group (QMG) and implementing a comprehensive Quality Program to address all aspects of quality and improve the functioning of the organization and its success in achieving its mission and services.

The Quality Management Group is responsible for promoting adoption and institutionalization of quality practices throughout OCIO through planning, quality assurance, education and training, and continuous review and improvement efforts, including application of “lessons learned”.  The Group plans and executes both short- and long-term strategies and initiatives designed to increase efficiency and effectiveness of OCIO operations and service delivery.  It also manages reviews of OCIO areas and processes and coordinates all audit activity, translating outcomes into action plans to improve quality.
The four major components of the Quality Program are:

· Strategic/Business Planning (including organizational performance measurement) – what has to be done

· Process Improvement – how it will be done

· Quality Assurance/Independent Audit – ensure that it is being done

· Other Quality Practices (that focus largely on the people aspect of quality) – empower staff

Section 508 (S.508) Compliance

The USPTO considers accessibility to electronic and information technology a priority for all employees and customers, including those with disabilities.  In 1998, Congress amended the Rehabilitation Act to require Federal agencies to ensure they comply with S.508 standards when developing, procuring, maintaining, or using electronic and information technology.  The USPTO has established policies and procedures to ensure its programs are accessible to people with disabilities.  To demonstrate our commitment, we have sight challenged staff on the testing board.

For several years, the USPTO has had an approval process in place for reviewing all electronic information technology product navigation and presentation.  The list of items reviewed for S.508 compliance includes all software procurements, Internet and intranet web pages, AIS-developed screens, and creation of in-house training modules.

Producers and managers of user display data, including system development managers and web-authors, are required to sign off on checklists to ensure that their products are S.508 compliant.  The signed checklists become a formal part of the documentation for the procured or developed product.

Additionally, the USPTO provides S.508 training to government staff and contractors.  Courses on “What is Section 508,” Software Standards levels 100 and 200, and “Accessible Documents” are given each year in the spring and fall.

The USPTO is a member of the U.S. General Services Administration (GSA) 508 Planning Committee, S.508 OMB Working Group, and the Access Board Refresh Committee.  Hence, the USPTO S.508 policies and procedures are kept up-to-date and compliant.  The USPTO was presented with the U.S. Government’s Best Practice Award in November 2003 for its efforts in implementing S.508.

Software Management, Configuration Control and Change Management

The USPTO is improving our overall software and change management processes as well as how we handle configuration control.  These improvements will help reduce the number and complexity of hardware and software configurations; enforce standardization; help ensure Certification & Accreditation (C&A) integrity; improve communication, coordination and support across the organization; reduce the incidence of errors; improve overall quality; and reduce support and operational costs.

As an example, in our Change Management program, the following activities are planned or under way:
· Through the OCIO revised SDLC, we are implementing design and code reviews to ensure conformity and consistency across all software development activities.

· The OCIO is applying an enterprise approach in the acquisition and utilization of software and associated tools to ensure consistency throughout the organization.

· The OCIO System Development Management Group is being transformed to ensure a common framework for development, integration of new technology, implementation of standards and other horizontally-focused activities to ensure improved management of software and development projects across the enterprise.

· The OCIO is expanding the use of system configuration management and discovery tools to more appropriately manage the disparity between the production environment and the test/development environment.

· Develop an interface between the system configuration management and change management tools to ensure adequate measures are taken to reduce the impact of production changes to the test environment.

· Develop an outreach program for software configuration management program to ensure appropriate procedures are implemented and applied by all parties in a collaborative effort.

· Review implementation of Change Control Boards (CCBs) across the USPTO organization and ensure a more consistent approach is applied.

· The OCIO will review and implement a process to more closely align with  Information Technology Infrastructure Library (ITIL) best practices for Change Management, ensuring a consistent approach across the organization.

· Enhance existing change management procedures and processes to include assignment of priority and categorization of each change.

· Develop realistic service levels and appropriate approvals for each priority and each categorization to reduce the often overwhelming challenge associated with managing the changes involved in a complex IT environment.

performance MEASURES and indicators

Performance Measures for Major Investments
All the USPTO OMB Circular A-11 Exhibit 300s for FY 2007-2012 are up-to-date.

The following are performance measures and indicators for the USPTO strategic goals, in which IT plays critical roles:

Performance Measures for USPTO Goal 1:  Optimize Patent Quality and Timeliness
· Allowance compliance rate

· In-process examination compliance rate

· Average first action pendency

· Average total pendency 

· Efficiency

· Applications filed electronically

· Applications managed electronically
Performance Measures for USPTO Goal 2:  Optimize Trademark Quality and Timeliness

· First action compliance rate

· Final action compliance rate

· Average first action pendency 

· Average final action pendency 

· Efficiency

· Applications filed electronically

· Applications managed electronically
Performance Measures for USPTO Goal 3:  Improvement of IP Protection and Enforcement Domestically and Abroad
· Number of instances in which USPTO experts review IP policies/standards
· Improving worldwide IP expertise for U.S. Government interests
· Plans of action, mechanisms and support programs initiated or implemented in developing countries
Performance Measures for USPTO Goal 4:  Achieving Organizational Excellence
· Closed competency/skills gaps for mission-critical occupations, on both capacity (numbers hired) and capability (quality) dimensions

· Ninety-five percent of supervisors, managers and executives will have performance plans in place that link to agency mission, goals and/or outcomes

· Percentage availability of critical systems

· IT expense as a percentage of revenue

· Maximize and/or obtain new funding flexibilities

· Process cost as a percent of revenue (efficiency)

· Revenue actual versus plan and percent error in revenue forecasts (effectiveness)

OCIO Performance Measures and Indicators
The CIO has established specific measures and indicators for OCIO that support attainment of the Agency and OCIO strategic goals.  These include:

Performance Measures for OCIO Goal 1:  Engineer Solutions that Best Fit the Interests of the United States Intellectual Property Systems (Examination/Fit)
· New systems/projects in compliance with the USPTO target architectures and OCIO standards and protocols
· Existing applicable systems migrated towards compliance with the USPTO target architectures
· Development projects have accurate, complete and customer-approved requirements in place prior to design
· Reduced number of unique configurations and baselines
· Annual portfolio assessments conducted on a cross-section of all projects
· Reduced redundancy/duplication of shared/common services in existing systems
· Increased use of shared/common services in new development projects
· Full functional and physical decomposition of applicable systems 
· New technologies researched for applicability at USPTO and incorporated into major lines of business and functions as appropriate

Performance Measures for OCIO Goal 2:  Provide Easy Exchange of Well Organized, Accurate, and Timely Information with our Customers (Information)
· Interoperability standards promoted and propagated for international systems
· Better search and inquiry tools implemented for examiners and the public
· Increased and improved quality, amount, availability, and accessibility of data and information
Performance Measures for OCIO Goal 3:  OCIO Systems and Services Meet or Exceed Current Business Requirements (Continuous Improvement)
· Major IT projects meet cost and schedule performance targets
· Service Level Agreements in place and met for all major OCIO services
· High degree of customer satisfaction with all major services and systems
· Critical problems responded to and resolved on a timely basis
· Benchmark comparisons of key services and functions conducted
· PMO implemented on schedule via an approved work plan
· QMG implemented on schedule via an approved work plan
Performance Measures for OCIO Goal 4:  Establish and Provide IT Operations and Automation Infrastructure that Support the USPTO Mission (Infrastructure Operations)
· Communication plan established and maintained
· Business Continuity/Disaster Recovery program established and tested regularly
· Latest security/software patches incorporated
· Comprehensive test program in place
Performance Measures for OCIO Goal 5:  Establish Accountability for the Appropriate Use of USPTO Resources (Accountability)
· OMB Circular A-11 Exhibit 300 business cases compliant with the Federal Enterprise Architecture
· OCIO organizational/functional reviews conducted and actions initiated to improve organizational processes and procedures
· Skills assessments conducted annually
· Training programs and plans in place and updated annually
· Capital replacement plan in place and executed in a timely manner
· Procurement and delivery completed "Just-in-time”/more efficient supply chain management
Major Investments, Phases, Deviation, and Performance
Currently, all of our investments, at the OMB Circular A-11 Exhibit 300 level, are performing within the +/-10% threshold.

Earned Value Management (EVM) and Operational Analysis 
The majority of our Development, Modernization, and Enhancement (DME) work is managed through two level-of-effort contracts signed in 2004, with option years, which expire 
December 31, 2007.  Following the Federal Acquisition Regulation (FAR) final ruling on EVM dated July 7, 2006, we have moved forward with improving EVM controls on all new task orders awarded under these contracts.  Once these contracts are amended or new contracts are awarded with the requisite language, we will implement EVM on all task orders.

For new task orders, OCIO project managers plan work breakdown structure (WBS) tasks and build budget estimates for each project plan.  Contractor actuals are captured on a monthly basis and integrated with project work breakdown structures to provide monthly EVM reporting on major projects as defined by the OCIO CPIC Guide.  As the plan is executed, the project manager tracks actual progress and expenditures at the completion of each WBS against planned figures to obtain cost and schedule variances.  These variances can then be used to identify schedule and cost over- or under-runs on projects so they can be resolved as quickly as possible.
We report EVM where available to our CPIC Review Board during the control phase of all major projects on a monthly basis.

Operational analysis takes place during each annual budget formulation cycle.  Business formulation briefings are developed, reviewed, and approved for all OCIO projects including Operations and Maintenance (steady-state), which require operational analysis.  Steady-state systems are evaluated to ensure that customer needs continue to be met, the system continues to support the agency's strategic goals, and that alternative solutions have been considered to validate whether the legacy system still represents the most cost-effective solution.
APPENDIX A – MATURITY MODELS AND RESULTS

A-1.
IT Planning and Investment Review Maturity Model

The IT Planning and Investment Maturity Model rating levels used for the overall score as well as each individual model characteristic are:
0 – No IT Planning

1 – Initial – Informal IT Planning Program

2 – IT Planning Program is Under Development

3 – Defined IT Planning Program

4 – Managed IT Planning Program

5 – Optimizing – Continuous Improvement of the IT Planning Program

As noted in the table below, for FY 2006, the USPTO rated itself at level 3.

Overall FY 2006 Rating and Planned Rating for End of FY 2007

	Actual FY 2006 Rating Level
	Planned

End of FY 2007 Rating Level
	Characteristic
	Comments

	3
	4
	Management of IT Planning Program is ongoing.  
	The USPTO Strategic IT Plan and supporting Operational Information Technology Plan (OITP) are being revised based on updates to the new USPTO Strategic Plan and direction from customer and the OCIO Management Team.


IT Planning and Investment Review Maturity Model – Scoring Summary
	Characteristics
	Actual

FY 2006 Score
	Planned

End of FY 2007 Score

	Strategic IT Plan
	2
	3

	Linkage
	3
	4

	Strategic IT Goals
	3
	4

	Performance Measurements
	3
	4

	Major Systems
	3
	4

	IT Portfolios
	3
	4

	Operational IT Plan
	3
	4

	IT Investment Review Process
	4
	5

	IT Investment Selection
	2
	3

	IT Investment Control and Evaluation
	0
	1

	Senior Management Involvement
	3
	4

	Stakeholder Involvement
	4
	5

	IT Security
	2
	3

	IT Architecture
	3
	4

	Total
	38
	52

	Average Score
	 56/4 3 AVERAGE() 
	 56/4 4 AVERAGE() 

	Overall Score
	3
	4


Steps to Improve IT Planning and Investment Review Maturity
	Characteristics
	Actions to Achieve Planned End of FY 2007 Score

	Strategic IT Plan
	Level 3 will be achieved once the USPTO Strategic IT Plan is updated and used to guide IT and core business activities.

	Linkage
	Level 4 will be achieved once the IT planning process is fully integrated with all core business processes and activities.

	Strategic IT Goals
	Level 4 will be achieved once IT investments are used to achieve business goals.

	Performance Measurements
	Level 4 will be achieved when the performance measures are linked to the goals and objectives in the SITP.

	Major Systems
	Level 4 will be achieved when system release plans are tied directly to costs and continuously revised and updated.

	IT Portfolios
	Level 4 will be achieved when the lessons learned from a formal evaluation of the process continues to improve the IT portfolio management approach.

	Operational IT Plan
	Level 4 will be achieved when the lessons learned from a formal evaluation of the process continues to improve the IT portfolio management approach.

	IT Investment Review Process
	Level 5 will be achieved when the USPTO formalizes the policy for continually reviewing and updating the investment process.

	IT Investment Selection
	Level 3 will be achieved when standard selection criteria are used to score all IT investments, allowing for more effective IT investment decisions.

	IT Investment Control and Evaluation
	Level 1 will be achieved when IT systems are regularly reviewed in a structured control and evaluation process; systems that are significantly behind schedule, over budget, and/or not delivering expected benefits are identified and corrective measures are implemented.


	Characteristics
	Actions to Achieve Planned End of FY 2007 Score

	Senior Management Involvement
	Level 4 will be achieved when senior management is continuously involved in the evaluation of the overall process and incorporates the best practices for the USPTO, based on the lessons learned.

	Stakeholder Involvement
	Level 5 will be achieved when a formalized process is developed that enables all stakeholders to participate in the evaluation of competing investments within stakeholder portfolios.

	IT Security
	Level 3 will be achieved after senior management actively reviews the USPTO IT security program with a gap-analysis to define and improve the security program processes and procedures.

	IT Architecture
	Level 4 will be achieved when IT investments are managed within the context of the USPTO IT architecture.


A-2.
USPTO Enterprise Architecture (UEA)
As mentioned earlier, the UEA program is a critical and essential component of our overall strategy and operations.  To that end, we will engage in regular assessments of the state and maturity of our UEA program while we continue to broaden its scope and application across the enterprise in the most meaningful ways possible.
Enterprise Architecture (EA) Self-Assessment

OCIO completed a fully populated segment architecture for records management.  That, combined with the intense work we have undertaken with the business representatives, has had a significant impact on our ability to maintain our “green” E-Government PMA Scorecard EA status.  While the records management segment is comparatively small, we learned many lessons that will help us develop additional segments of the enterprise architecture, such as Patents Processing, already in progress.
Our scores on each of the EA capability areas are as follows:

· Completion Capability Area:  4.00

· Use Capability Area:  3.00

· Results Capability Area:  3.00

IT Architecture Capability Maturity
The IT Architecture Capability Maturity Model measures two parameters:  IT Architecture Characteristics and Maturity Level.  The DOC IT Architecture Capability Maturity Model consists of six levels and nine architecture characteristics.

IT Architecture Capability Maturity Score

	Architecture Characteristic
	Actual FY 2006 Score*
	Planned End of FY 2007 Score*

	1.  Architecture Process
	2
	3

	2.  Architecture Development
	2
	3

	3.  Business Linkage
	3
	3

	4.  Senior Management Involvement
	2
	3

	5.  Operating Unit Participation
	2
	3.5

	6.  Architecture Communication
	2.3
	3

	7.  IT Security
	2
	3

	8.  Governance
	2
	3

	9.  IT Investment and Acquisition Strategy
	2
	3

	Overall Score
	2
	3


* The six scoring levels are:

0 – None
1 – Initial
2 – Under Development

3 – Defined
4 – Managed
5 – Measured

The improvement to Level 3 and beyond is being accomplished by implementing an improved UEA framework and governance structure and process.
Developing the USPTO EA

The USPTO Enterprise Architecture Framework simplifies the view of the relationships among the FEA reference models, by representing the USPTO EA in three fundamental tiers or layers (i.e., Business, Services, and Technical), all of which are intersected by three critical architectural dimensions (i.e., Information and Data, Performance, and Security and Privacy).  This means that the three basic perspectives of the USPTO EA (the Business View, the Services View, and the Technical View) must always be considered in the context of three pervasive sets of considerations:  Information and Data flows, Performance objectives and measures, and Security and Privacy controls.

The following figure, USPTO Enterprise Architecture Framework, illustrates the framework used to develop the target USPTO EA.  This figure depicts the USPTO Enterprise Architecture (UEA) Governance Framework and key stakeholders and participants in the UEA and key process related the UEA.  The key stakeholders/participants include the Chief Architect, the Executive Management Council, the Enterprise Architecture Program Management Office, and the Enterprise Architecture Governance Board.  Also depicted are key UEA architectural and technical participations, which includes representatives of the USPTO Lines of Business, of Security and Privacy concerns, of Performance Management, and of the Service, Technical, and Data Architectures.  Key related processes include the CPIC and the SDLC review processes.
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USPTO Enterprise Architecture Framework
UEA Governance Framework (UEA-GF) Statement of Purpose

The UEA-GF serves to realize strategic UEA target objectives while simultaneously adhering to FEA policy and procedures in pursuit of seamless integration within the FEA Framework.

UEA-GF Description

The UEA-GF is a composition of UEA governing elements participating through collaborative processes consisting of UEA review and decision-making.  The UEA–GF includes the necessary business and technical expertise to render rational and timely decisions from the consensus-building process to ensure successful delivery of UEA target objectives.  As indicated in the figure below, the UEA governance process requires support by essential governing elements and is integrated into the CPIC process and the IT project SDLC.

The following figure, USPTO Enterprise Architecture Governance Framework, depicts the UEA Framework.  The framework includes three architectural layers; the Business Architecture, the Service Architecture, and the Technology Architecture.  The Business Architecture layer represents the needs of the USPTO.  This layer includes information about USPTO's mission, vision, goals and processes.  The Service Architecture represents the agencies capabilities supported through solutions.  This layer includes information about services provided to support the business needs.  The Technical Architecture represents USPTO technologies that support the delivery of services to the business area.  This includes information about the technology and technology standards employed.  Each architectural layer also captures relevant data, security, and performance information.

	EA Governance Elements

· Executive Management Council

· ITIRB

· Chief Architect

· EA PMO

· EA Governance Board

· CPIC Reviews

· SDLC Milestone Reviews
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USPTO Enterprise Architecture Governance Framework

UEA-GF Objectives

The UEA-GF establishes the decision-making framework within which UEA decisions are made.  These decisions not only include the approval of UEA artifacts but also approval of UEA-related policies, process, and initiatives.  The UEA-GF objectives provide for the:

· Definition, documentation, and approval of baseline and target architectures;

· Review of new or changing UEA technology and information;

· Review and approval of UEA transition strategies;

· Definition and tracking of UEA sequencing plan;
· Review of OMB Circular A-11 Exhibit 300s as part of the annual CPIC review process;

· Review of proposed investments for compliance with the UEA transition strategies and sequencing plans; and

· Review of IT system and infrastructure projects for UEA compliance.

Each UEA governance element effectively contributes to the UEA Governance Framework by tactically executing their roles and responsibilities as established within their respective charters, policies, and/or procedures. 

Roles and Responsibilities

Executive Management Council (EMC)
The USPTO’s EMC is responsible for formulating the agency’s long-term strategic direction and ensures compliance with that direction.

IT Investment Review Board (ITIRB)

The ITIRB is responsible for approving and reviewing the performance of IT investments.

CPIC Review Board (CRB)

The CRB is responsible for reviewing proposed major IT investments prior to submission to the ITIRB and for monitoring the performance of IT investments throughout the CPIC cycle.

Chief Architect

The USPTO Chief Architect is the approval authority for the UEA.  The Chief Architect is the chair of the Enterprise Architecture Governance Board (EAGB) and works with the USPTO Enterprise Architecture Program Management Office (EA PMO) and business owners to establish and manage the UEA.

EA Project Management Office (EA PMO)

The EA PMO is the UEA program lead.  The EA PMO establishes and maintains the UEA Program.  The EA PMO provides for the management and control of the UEA activities as a formal program.  The EA PMO creates and maintains the UEA program plans and associated UEA project plans, defines tasks, resources, and schedules, and provides for program management, monitoring, and control of UEA product development and maintenance.  The EA PMO creates the processes for maintaining the UEA and governance.  The EA PMO includes the EA PMO immediate staff and the matrixed support of the UEA Architects and UEA Technical Leads.

EA Governance Board (EAGB)

The EAGB is chaired by the Chief Architect and facilitated by the Director of Architecture, Engineering and Technical Services.  Business representatives are engaged in the activities of the Board as needed.  During the CPIC selection phase, the EAGB validates that IT investment proposals are consistent with UEA transition plans.  During the CPIC control phase, the EAGB verifies the compliance with the UEA at key milestones during the execution of the project SDLC.  After completion of the project, the EAGB reviews the project results and validates that UEA transition goals have been met.

The Board is primarily concerned with establishing and maintaining the UEA and ensuring UEA compliance with the architectures and transition strategies during the CPIC project selection, control, and evaluation phases and during the SDLC of IT projects.

The EAGB can establish subcommittees, as needed, to address particular UEA issues or concerns.  Each subcommittee will be chartered for a specific purpose.  The committees will be designated as either permanent or temporary.  Membership in the subcommittee will be established based upon the purpose.

UEA Architects and UEA Technical Leads

The UEA Architects and UEA Technical Leads are responsible for:

· Maintaining the current baseline and target enterprise architectures;

· Conducting gap analysis between the current and target enterprise architecture; and,

· Formulating transition strategies and plans for the migration of the enterprise architecture.

A.3
IT Security and Privacy

IT Security Maturity Model

In the comprehensive review conducted in the 4th quarter of FY 2006 by the OCIO of its IT Security Program, it indicated that, at best, the IT Security Program rated a level 3.

The USPTO is committed to implementing changes to address weaknesses discovered during the FY 2006 review and eliminating the material weakness.  Our goal is to be at a level 4 by the end of FY 2007.
As mentioned earlier, the USPTO has renewed its commitment to improving IT security in FY 2007 and beyond.  The following actions are under way:

· All System Security Plans are being rewritten by commercial subject matter experts.

· The Cyber Security Assessment and Management (CSAM) Tool is being implemented to manage all C&A activities.
· A Security Program/Operations Center (SPOC) is being created to manage the USPTO Continuous Monitoring program and auditing functions.
· Incident Response Capability will be enhanced through the establishment of the SPOC.
· New scanning and monitoring tools are being procured to monitor database, application and infrastructure baselines. 

· All existing contractor systems must be certified and accredited by March 30, 2007.

· The Security Life Cycle will be incorporated into the USPTO SDLC to ensure that security is considered in all phases of development.
· Incorporation of security checklists for each phase of the USPTO SDLC.

· Off-site data bunkering will be available by the end of FY 2007.

· Actions are under way to develop an alternative processing site for business continuity/disaster recovery.
· Risk management will form the basis for all security policies in accordance with the National Institute of Standards and Technology (NIST) 800 series.

· The standards used for the C&A process will be reviewed and revised to include the replacement of the currently used Defense Information Systems Agency (DISA) Security Technical Implementation Guides (STIGS) with DOC standards.

· Hardware and system software maintenance will be performed with consideration for security.
· Documentation of the C&A process will be streamlined.
· Security awareness, training, and education are emphasized with the development of a new security awareness program and role-based training.

· Identification and authentication will be emphasized as more employees use remote access methods to do their work.

· Role-based access will become more important as the USPTO moves to a Service Oriented Architecture.

· Audit trails and review of audit logs for all systems will be used to identify security issues.

Privacy

The USPTO is keenly aware of the importance and sensitivity of Personally Identifiable Information (PII) and has processes in place via the systems development life cycle for identifying systems that may contain PII and ensuring that Privacy Impact Assessments (PIAs) are done as needed.  Additionally, privacy statements are posted on Agency web pages.
The OCIO is also undertaking the following to help ensure the security of personal information:

· Establish a Privacy Advocate position

· Incorporate a privacy control requirement into the project life cycle

· Assign the Privacy Advocate to project governance boards

appendix B – major investments

The USPTO Exhibit 53, reflecting our major investments, is up-to-date.  Additionally, the OMB Circular A-11 Exhibit 300 descriptions were updated during the last Budget Passback.
As a Performance-Based Organization (PBO), we submit our Exhibits directly to OMB for approval and submit a copy to DOC as a courtesy.  While DOC’s IT Review Board may review our OMB Circular A-11 Exhibit 300s, these investments do not need the Board’s approval.

Appendix C - acronyms

	Acronym
	Meaning

	AIS
	Automated Information System

	BC/DR
	Business Continuity and Disaster Recovery

	BPAI
	Board of Patent Appeals and Interferences

	BRM
	Business Reference Model

	BRMG
	Business Relationship Management Group

	C&A
	Certification and Accreditation

	CCB
	Change Control Board

	CIDP
	Capital Investment Decision Paper

	CPIC
	Capital Planning and Investment Control

	CRB
	CPIC Review Board

	CSAM
	Cyber Security Assessment and Management

	DISA
	Defense Information Systems Agency

	DME
	Development, Maintenance, and Enhancement

	DOC
	Department of Commerce

	EA
	Enterprise Architecture

	EAGB
	Enterprise Architecture Governance Board

	EA PMO
	Enterprise Architecture Program Management Office

	EFS-Web
	Electronic Filing System-Web

	e-filers
	electronic filers

	e-filing
	electronic filing

	E-Forms
	Electronic Forms

	E-Gov
	Electronic Government

	E-Government
	Electronic Government

	EHRI
	Electronic Human Resource Integrated E-Gov Initiative

	e-mail
	electronic mail

	EMC
	Executive Management Council

	EOPF
	Electronic Official Personnel File

	ERA
	Electronic Records Archives

	ERM
	Electronic Records Management

	EVM
	Earned Value Management

	FAR
	Federal Acquisition Regulation

	FEA
	Federal Enterprise Architecture

	FY
	Fiscal Year

	GPRA
	Government Performance and Results Act

	GSA
	General Services Administration

	GUI
	Graphical User Interface

	ICR
	Information Collection Request

	IP
	Intellectual Property

	IT
	Information Technology

	ITIL
	Information Technology Infrastructure Library

	ITIRB
	Information Technology Investment Review Board

	LOB
	Line of Business

	MOU
	Memorandum of Understanding

	NARA
	National Archives and Records Administration

	NIST
	National Institute of Standards and Technology

	OCIO
	Office of the Chief Information Officer

	OIRA
	Office of Information and Regulatory Affairs

	OITP
	Operational Information Technology Plan

	OMB
	Office of Management and Budget

	OPM
	Office of Personnel Management

	PBO
	Performance Based Organization

	PDF
	Portable Document Format

	PIA
	Privacy Impact Assessment

	PII
	Personally Identifiable Information

	PMA
	President’s Management Agenda

	QMG
	Quality Management Group

	RAM
	Revenue Accounting Management

	RISC
	Regulatory Information Service Center

	ROCIS

	Regulatory Information Service Center and Office of Information and Regulatory Affairs Consolidated Information System

	S.508
	Section 508 of the Rehabilitation Act of 1998

	SDLC
	System Development Life Cycle

	SITP
	Strategic Information Technology Plan

	SPOC
	Security Program/Operations Center

	STIGS
	Security Technical Implementation Guides

	TEAS
	Trademark Electronic Application System

	TEAS Plus
	Trademark Electronic Application System Plus

	TIS
	Trademark Information System

	TTAB
	Trademark Trial and Appeal Board

	UEA
	USPTO Enterprise Architecture

	UEA-GF
	USPTO Enterprise Architecture Government Framework

	USPTO
	United States Patent and Trademark Office

	WBS
	Work Breakdown Structure
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