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Office of the Chief Information Officer
Life Cycle Management Manual

DEPLOYMENT PHASE
6.1  

Introduction

_____________________________________________________________

6.1.1     
Purpose

As the new AIS or infrastructure system is introduced into the workplace, it is critically important that the Project Manager and the System Development Manager implement the Deployment Plan in a coordinated manner.

During the Deployment Phase the Project Manager accepts the AIS or infrastructure system into production for trial operation.  The System Development Manager works together with the Project Manager to ensure that:

a. The AIS or infrastructure system is installed as planned and specified,

b. Users are trained,

c. End users and supporting organizations are prepared to accept the system.

For these goals to be met, it is vitally important that the Project Manager and the System Development Manager carefully plan for the eventual deployment of the system including needed staffing, training, as well as anticipated policy and procedure changes. Moreover, once this planning has been completed it is critically important that the Project Manager and the System Development Manager implement these plans in a coordinated manner as the new AIS or infrastructure system is introduced into the workplace.

6.1.2
Overview

Users, operational support staff, and testers from outside the developing organization must be involved in accepting the AIS or infrastructure system.

The AIS or infrastructure system is installed to support the intended business functions.  Performance objectives are identified, agreed to, and recorded in a Service Level Agreement before going into operation.  The Project Manager decides when deployment to the workforce is to begin and determines the general deployment schedule and approach.  From a technical perspective this phase is concerned with installation, operational assessment, and independent acceptance of the AIS or infrastructure system.  Users, operational support staff and testers from outside the developing organization must be involved in accepting the AIS or infrastructure system.  From the business point of view, this phase is concerned with ensuring that the customer organization is fully trained and prepared to use the new or modified AIS or infrastructure system. 

6.1.3
Tasks

The tasks to be performed during this phase are:

a. Ensure that deployment, operational support, and maintenance resources are adequate.

b. Train user and information technology support personnel.

c. Prepare the sites where the AIS or infrastructure system will be used and operated.

d. Install the system at sites designated by the Project Manager.

e. Complete all necessary data conversion.

f. Ensure that all documentation and procedures are fully developed and tested.

g. Conduct periodic Functional and Physical Configuration Audits.

h. Conduct AIS or infrastructure system security review.

i. Identify AIS or infrastructure system performance objectives in a Service Level Agreement contained in the OSP.

j. Ensure that adequate production and maintenance procedures are in place.

6.2  

Production Installation

_____________________________________________________________

After the Technical Review board grants acceptance or conditional acceptance of the system at a Production Readiness Review, the site is prepared and the AIS or infrastructure system is installed in the production environment in accordance with the project's Production Installation Plan and the Project Management Plan. Production databases are converted in accordance with the project's Data Conversion Plan.  Project managers must ensure that supplies are available, technical manuals or documents that may be needed for installation have been distributed, and that computer resources are available to support the production installation.

6.3  

Configuration Audits

_____________________________________________________________

Functional and Physical Configuration audits are typically discussed under the topic of “acceptance” at this point in the life cycle.  In the past this has contributed to some confusion regarding the distinction, if any, between “tests” and “audits”.  In some cases, such as in the distinction between a Formal Qualification Test and a Functional Configuration Audit, this difference can be very difficult to grasp without some background information.

The key difference between “tests” and “configuration audits” can be found in the intended purpose of the activity.  Tests are conducted to verify that the AIS or some component of the AIS is fit for further development, integration, or use in terms of functionality, supportability, and maintainability.  Configuration audits are conducted to verify that the AIS, or components of the AIS are fully and accurately represented, recorded, and managed within the configuration management system to a degree sufficient to ensure that specific requirements can be identified for all work products and configuration items (i.e., traceability).  Results from earlier testing activities can be used to verify that work products and configuration items comply with requirements, and may provide part of the input to subsequent audits.

There are two types of audits that may be performed by the Office of System Product Assurance: Functional Audits and Physical Audits.  Functional and Physical Audits may be conducted for an entire AIS or may be conducted incrementally on components of an AIS.  When conducted together for an entire AIS, Functional and Physical Configuration Audits together establish the “Product Baseline”.  Both audit types are discussed below and detailed discussions of each are provided in the Configuration Management TSG, IT-212.2-06. 

All contractor produced AIS components will be officially received by the Office of Acquisition Management and placed under configuration management control.  Task Order Managers may also specify that contractors directly transfer electronically produced work products and configuration items into the configuration management system.  Functional and Physical Configuration Management Audits will be conducted on AIS components once under configuration management control.  The entire AIS will also be audited periodically following AIS integration, to verify that the complete AIS is fully and accurately represented, recorded, and managed within the configuration management system.

Both independent acceptance testing and independent audits are performed by the Office of System Product Assurance.  The Office of System Product Assurance will not evaluate, test, audit, or recommend acceptance of any contractor produced AIS or AIS component that has not been officially received by the Office of Acquisitions Management.  The Office of System Product Assurance may not evaluate, test, audit, or recommend acceptance of any AIS or AIS component that does not reside in the standard USPTO configuration management tool.

6.3.1
Functional Configuration Audits

A Functional Configuration Audit is a formal examination of functional characteristics (e.g., performance, behavior, content) of a configuration item (e.g., AIS, subsystem, module, design document), to verify that the item has achieved the requirements specified in its documentation (e.g., system boundary, requirements specification, task statements, user manuals, contractor proposals).  While these audits are typically performed at the end of the Development Phase to “certify” that all faults identified during Formal Qualification Testing have been resolved, these audits can also be conducted before acceptance testing to demonstrate that AIS software is sufficiently complete for acceptance testing to begin.  Functional Configuration Audits are performed by the Office of System Product Assurance with the support of the Project Manager.  Guidance on Functional Configuration Audits is provided in the Configuration Management TSG, IT-212.2-06.

6.3.2

Physical Configuration Audits

A Physical Configuration Audit is a formal examination of the existing configuration item (e.g., AIS, subsystem, product, deliverable, document, source code) to verify that:

a. requirements, specifications, and standards applied in producing the configuration item have been addressed, and 

b. all features delivered can be traced though the development process and through technical requirements back to a specific set functional requirements.

The Office of System Product Assurance performs Physical Configuration Audits with the support of the Project Manager and System Development Manager. Guidance on Physical Configuration Audits is provided in the Configuration Management TSG, IT-212.2-06.

6.4  

AIS or Infrastructure System Security (Accreditation)

_____________________________________________________________

Security measures and controls are activated and verified immediately before the beginning of the Deployment Phase.  While this may seem obvious, this activity is frequently overlooked.  Commercial software, COTS products, and custom-developed systems frequently arrive with their security features disabled.  These features must be enabled and configured, and for many systems this is a complex task requiring significant skills.  Another critical security activity, accreditation, occurs between the end of the Development Phase and the end of the Deployment Phase.

System security accreditation is the formal authorization by the CIO and the Program Sponsor for system operation that contains an explicit acceptance of risk.  It is usually supported by a review of the AIS or infrastructure system, such as an Operational Assessment, and includes management, operation, and technical controls.  This review may include a detailed technical evaluation (such as a Federal Information Processing Standards 102 certification, particularly for complex, mission critical, or high-risk systems), security evaluation, security risk assessment, audit, or other such review.  If the AIS or infrastructure system is being enhanced or upgraded, it is important that the accreditation cover the entire AIS or infrastructure system and not be restricted to only the new addition.

Accreditation is a form of quality control.  This control compels all USPTO managers associated with, or impacted by the project to work together to find the most appropriate security approach for the organization, given technical constraints, operational constraints, and business requirements.  This process obliges these managers to make critical decisions regarding the adequacy of security safeguards.  A decision based upon reliable information about the effectiveness of technical and non-technical safeguards and the associated risks is more likely to be a sound decision.

After deciding on the acceptability of security safeguards and associated risks, the CIO and the Program Sponsor should issue a formal accreditation statement.  While most security defects will not be severe enough to prevent the AIS or infrastructure system from being placed into service, these defects may require some restrictions (e.g., restrictions on web or dial-in access, or connections to other organizations).  In some cases, the CIO and the Program Sponsor may grant an interim accreditation allowing the system to operate, and requiring a review at the end of the Deployment Phase, presumably after the security defects have been corrected.

6.5  

Business Transition

_____________________________________________________________

During the Deployment Phase, the Project Manager will coordinate AIS or infrastructure system  installation, testing, and user training with business training in new processes, procedures, skill sets, workflows, job descriptions, and organizational structures.  The status of this activity will be monitored and updated in the Project Management Plan as specified in the Project Management TSG, IT-212.02-01.

The Project Manager should focus on reducing all adverse impacts that the new AIS or infrastructure system might have on the organization. Successful achievement of project goals and objectives can only be accomplished with the full cooperation and support of the user community.

6.6  

Training 

_____________________________________________________________

The Project Manager and the System Development Manager will work with the business area training representative to coordinate training and implementation activities. Training on the use of the new or modified AIS or infrastructure system will use current training materials updated by Beta Testing.  Training should include hands-on use of the AIS or infrastructure system in a “production-like” environment.  The Project Manager, with the assistance of the business area training representative, the Patent Academy or the Workforce Effectiveness Division, shall train functional users and managers in the use of new business processes and procedures.

6.7 

Transfer of System Management Responsibility

_____________________________________________________________

Upon completion of the Deployment Phase, the Program Sponsor transfers responsibility for management of the AIS or infrastructure system from the Project Manager to the Production Manager, and the CIO transfers responsibility for information technology support from the System Development Manager to the System Maintenance Manager.  In some cases, to conserve resources and preserve business area and AIS or infrastructure system expertise, these personnel assignments may be nothing more than a change in title, or the addition of a title to current managers.  The Production Manager should begin planning, as needed, for the first User Feedback Meeting to ensure that business needs continue to be addressed once the AIS or infrastructure system is in full production.
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